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ABSTRACT

This research focuses on the security assessment and vulnerability testing of
Moodle websites, specifically versions 3.7.1 and 4.5.1, which are deployed via Docker
on the Ubuntu 24.04.1 LTS operating system and managed using Proxmox. This setup
allows for a flexible testing environment simulation. The use of Docker simplifies
infrastructure management and enables efficient comparison of security assessments
between the two versions. The study utilizes open-source security tools, including
OWASP ZAP, OpenVAS, and Nessus, to analyze and detect critical vulnerabilities in
Moodle. The security evaluation primarily focuses on SQL Injection, Cross-Site Scripting
(XSS), Remote Code Execution (RCE), and server security misconfigurations.

The objective of this research is to identify vulnerabilities affecting Moodle’s
security and to compare the test results between versions 3.7.1 and 4.5.1 to assess
improvements in system security. Additionally, it aims to develop best practices for
enhancing Moodle's security by applying the Common Vulnerability Scoring System
(CVSS) to analyze vulnerability severity levels and propose mitigation strategies such as
SSL/TLS configuration, role-based access control (RBAC), and Content Security Policy
(CSP) enforcement to strengthen system protection.

The expected outcome of this study is to enhance security and reliability for
Moodle websites used by educational institutions with limited resources, reducing the
risk of potential cyberattacks. Moreover, this research aims to promote the effective
use of open-source security tools for managing and assessing vulnerabilities efficiently.

(Total 86 Pages)
Keywords: Moodle, Vulnerabilities, SQL Injection, XSS, OWASP ZAP, OpenVAS,
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4.1 wansaunudasininounisuily (nitial Vulnerability Scan Results)

WeUsziumuiunsUaonioves Moodle 3.7.1 wag Moodle 4.5.1 laatdunis
aunugesinanaunisunlalagly OWASP ZAP, OpenVAS uag Nessus lonsiaaeunLLED
fupuupsUaenseluseiunag

wadwsAounsuilvasunazivisuiisudruudosiniveusaziaiesiiolily meed
4-1 TnesreasiBenyeslnives Moodle 3.7.1 wandly a157197 n-1 v-1 was A-1 Lazves
Moodle 4.5.1 wansly mi'mﬁ N-2 U-2 hag A-2

R sIeTet teadunsudlegedmvatvduiiofivautunsuaenfuves
svuu TneiisiwasiBonsiedl

A5197 4-1 WAAINISHUSEUMEUIUINYRIlnINASanUluLAazUSELN VYA 9L D ALNY

neaun1sunlugedlu
NESSUS OWASP ZAP OPENVAS
NO. | CATEGORY | Moodle Moodle Moodle Moodle Moodle Moodle
3.7.1 4.5.1 3.7.1 4.5.1 3.7.1 4.5.1
1 Critical 30 0 0 0 0 0
2 High 31 0 1 1 6 1
3 Medium 23 2 4 2 1 1
4 Low 2 0 7 5 0 0
5 Info 42 39 7 7 0 0
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NAN9197 4-1 wanawan1sssuiisusiuiuredninsunisudle nudnedesle
Nessus 52anugadlnalu Moodle 3.7.1 1Wus1uiunnn Instanizluseau Critical $1u2u 30
S8 52U High 912U 31 $18AT UaEsYAU Medium 8n 23 $19m5 Ssfieinfienuguusdly
seivgsisiunarafudiuiuinn WewSeuiiisuiuieiesilo OWASP ZAP uaz OpenVAS filil
ausanTanutestmisyiu Critical Tiasluisaesiesdu wndosdie Nessus fnuanansaly
ns3nszdaslnidunisaeainutunsasnfeveadinined (Server Misconfiguration)
wazszuuUfiRnislioganseuagy saunsansanudedmldmnninaiosdiedu Tuvasd
OWASP ZAP LHun5a51980Utedlniluseiu Web Application 1@t SQL Injection wag Cross-
Site Scripting (XSS) @enuluszdu Medium waz Low Lileudniios OpenVAS asranugaslng
Tusgau High 972U 6 578A151U Moodle 3.7.1 uaz 1 $79A151U Moodle 4.5.1 uansisdn
amuanansalunsnTRaeumiunUasafveszuUAT ot LAz UT M ISEUUUR TR AT
AMUANTPYNI1 Nessus

wenanfiannslSeufiousening Moodle 3.7.1 uaz Moodle 4.5.1 Wu318IuIu
Yaalnianasegiveddalunnaiesile Tnoianig Nessus 7ilinutosinisedu Critical
uay High Tu Moodle 4.5.1 Lo Fauandlififiuinsinsusuganusiuasasnfovesszuuly
nestulmildegnefivszdnsnm egslsiany damugedniluszau Medium waz Low aglu
vinpieaiio Tnaniz OWASP ZAP igamsianuy XSS wazdlamsnu Header Security Tu
spfuAusULTIUILNa Bemnsldfunisnadeuiiufslunssuiunsuiuussseuusely

4.2 msufilvdading

roudiunisudlydeding ssuuldiinsiinswinasdadendoslnifislsziuanuguuse
auuaziinanszmulnonssiernusiunsUasndevesszuy Moodle Tasfinnsanandeslnifingo
WURINNTALNUAIELAT B9ile Nessus, OWASP ZAP uag OpenVAS laglamztaslunifieglu
s¢AU Critical, High wag Medium AINUINTFIUYDY CVSS (Common Vulnerability Scoring
System) goalniignidenuiuily liun dealnifiunisnsraaoudunm (Input Validation
issues) YoslwinnnnsmeAanuiuaasndovendiniaes (Security Misconfiguration) wag
Faalniannissulnanlidiilivaoads dsdenalagnssdonisidideszuugiudoyanionns
AIUANTEUUIINAUDN

13 03l a7l nTIaNUTeelnIFanand 1aun Nessus @ 9n529nuteslnisedu High uax
Medium Tuvanesiens Tnsanegedlmifiiodostunsderssuuiilivaensds msdnnis
a3 ldwmunvan wazdgniieadu SSL/TLS amzdi OWASP ZAP asaanusosindlusssu
Medium fAiendasiu Cross-Site Scripting (XSS) wagn159an13 Input Validation #ilsiifiesne
nadenteslmimariindanislusdunn Wesaniloniagnlaufigs uaveradewansznuse
anusiunsUaenievesglinulardeyavesinedonisAnulaonss uuamamsuiluudazdos
Tori fs1wawBondiail
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4.2.1 mMsuAlugedniniun1sngiaaauduns (Input Validation Issues)

\3aailefingrany: Nessus (High, Medium), OWASP ZAP (Medium)

Fadlmidunisnsaaeudunansianulaeiniesile Nessus uaz ZAP Tnsoglusydu
AUl unAsE g FedlwimaniliAsatestunisturdeyaningldeulaglaiinng
nsesvisedudunugniesedaiisane dsenailinlemalvilivszasdfannsadslandiidu
FuRsE WU A SQL ¥ JavaScript 1ingszuuls

WuIN19nISuA LY UneAw SQL Injection I1man1519 Prepared Statements wag
Parameter Binding lun15d ea1sAugiutona dan1suansdedanaingiuteya
(display_errors = Off) LileanAnudssandeyaiionagnidaime

4.2.2 ﬂ’ﬁLLﬁl‘U*ﬁ@ﬂIWﬁﬁ’mﬂ’ﬁé\‘im Header Security (Security Header Misconfiguration)

\A3psilafingaany: OWASP ZAP (Medium), Nessus (Medium)

NNTATIAOUNUIATEIED OWASP ZAP uaz Nessus Asaanutedlvifiigadesiu
A15%aA1 HTTP Response Header ildmnzauniolifimstmunaaniiodostunislauly
580U Web Application Tngtanglugiuuesnistesniu Cross-Site Scripting (XSS), Session
Hijacking wag Clickjacking 6'?5&Lﬁuﬁaﬂmﬁﬁﬁwﬁ’ummqumeuﬂma (Medium) uaznulg
Tusta Moodle 3.7.1 uaw 4.5.1 naunsuTuUse

wmensuile: Wisnseeande Content Security Policy (CSP) wiosfinuvaatiun
Y0eARSUALATNSNEINIA1UEN 9T8aNATIEENINNNSIaNRALUY XSS niauTarvuaan
HttpOnly, Secure wag SameSite Attributes uuAnA Liiatlaafunsdindy Session wagn1s
Taufuuy Session Hijacking Tafisnsman X-Frame-Options tfu SAMEORIGIN wilatfaaiu
nsilavtiniuainaieuen (Clickiacking Attack) Tnenisssanvisnund lediuntsnulng
AOUNNVDY Web Server (191 NGINX 430 Apache) wazlasunisdudunanisuiluniunis
nadeutlneLrsetiio OWASP ZAP udlinudeduifnan®n

4.2.3 M3tern SSL/TLS wagnsidianu DUCkDNS siteiiunnudunsaonsieveadivines

\A303ilefing1any: Nessus (Medium), OWASP ZAP (Mediumn)

AINATNTINADUNUINATBTD Nessus uay OWASP ZAP asaanutasinisuausiung
aondefiigtostumslaldau SsLTLS videniswaiilivasndte wu msougeliidaie
Aulesirn HTTP filiifinisidsia nsldlufusesivanengriolidotiold waghinsdaduld
M3idleusiernl HTTPS oensamysal Sziaﬂ,mLwdwﬁwU"Léﬂ,uisﬁummqul,mmuﬂmq (Medium)
wazdsnglusis Moodle 3.7.1 ua 4.5.1 nauAilunsTUTuUse

wuamenskdle: svuulddifunisdentlisesu SSL/TLS ag1aanysailagldlususes
anusuptaendaann Let’s Encrypt dadu Certificate Authority fiindedie waziin1ssaane
SoluifReu certbot oanAuidssannluiusesuneny niousruuslideduldomiuled
N HTTPS Wity uenanidslaldusnns DuckDNS iterfmundelamunuy Dynamic DNS 19
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annsaddadsneslidedaond wariiatosanuindadu mssermaniinaelinnsidhis
Huladdinnusunsasnseainnisdniudeya (Man-n-the-Middle Attack) uazanaanudes
nnslandlusedu Transport Layer

n¥rndiiunsinsauazimuadaiadu Tidnsmmageuanugnioswedluiuses
SSL wazAHENselun1TdnEs Moodle W1 HTTPS Sawanshu nndl 4-1 wag nnd 4-2

AN 4-1 NAANSINNANEINITRSI9daU TUSUTeT SSL 1iaLwhe Moodle 3.7.1

AN 4-2 HAANSINNANEINIERSI9daU TUSUTe9 SSL 1iaLY1ie Moodle 4.5.1

N13579A1 SSL/TLS Y18l Moodle ansnsavitnuniglalusinneaiivasnsiy anaiy
deosanmsindudeya wazilulumunwineujifsuanuiupsasndevesiuieundie

'
v a v o

YUNNUEU

4.3 wan1saunudesluindsnisuily (Post-Mitigation Vulnerability Scan Results)

v [

wasanandunsuiulgsssuvazilugednilulssiiung q Ansianunauntng

Y o a

FFulamndunisannuai (Re-assessment) taaldias a9iia Nessus, OWASP ZAP wag

ey



21

OpenVAS LileUszifiunadnsnasnisuiuuss nuidnudedwiianamulagionzlussdu
AINTULTIEN LAl Critical way High anaseg1adided1Aty lnelu Moodle 4.5.1 liinsiany
Yoslnilugesseduiannnindosiielas amegdl Moodle 3.7.1 Sansanudeslniszdu
Medium wag Low Taglanizain Nessus uay OWASP ZAP wifindiuiuazanaaderiiouriu
feunsuAlufiniy

wadndrounsuilldignasuuaziiiouiisuduutesmifiasanuanusagiiedilo
131y p1519 4-2 TneswaziBosesdaddwidmsu Moodle 3.7.1 anansaglély msnsil n-2
-2 Uag A-2 wazdm3u Moodle 4.5.1 aansnglélu maedl n-4 v-4 wag a-4

M990 4-2 waRINSUSEUMIBUIIUILY RSN UTULAREUSELANUB AT DIL DALY

nasnsuiluesing
NESSUS OWASP ZAP OPENVAS
NO. | CATEGORY | Moodle Moodle Moodle Moodle Moodle Moodle
3.7.1 45.1 3.7.1 4.5.1 3.7.1 4.5.1
1 Critical 15 0 0 0 0 0
2 High 15 0 1 0 0 0
3 Medium 11 0 5 2 2 0
q Low 1 0 8 7 1 1
5 Info 37 35 9 8 0 0

m5197 4-2 wandliifiudmdsandudunisudlodesinuunsnisiuausiung
Uaensoud Sruiutestmifingianulu Moodle 4.5.1 anasegedmauluynipdosile Tnelsl
wuteslnisziu Critical waz High niae Fauansinaain Moodle 3.7.1 fidmsranutadig
58U Critical uag High annLA3esile Nessus ae1sas 15 519M13 uansliifiuinnsusuuss
neffunaznsiarmnuiuasasadelvsianinanaudssidauunsgaldedied
Usgdndnm

definrsandesmiidmauvdondamsuily wuirdvesluisedu Medium wag Low 7

Ly

Famamns2anulng OWASP ZAP way Nessus h Moodle ﬁgmamas‘%’u Tne Moodle 3.7.1 §9A4

fiodlniseiu Medium 910 Nessus §71au 11 598115 Wavan ZAP $113u 5 518015 Tuvassdi
Moodle 4.5.1 Safitaalniszdiu Medium a0 ZAP $1uru 2 51813 Fedaulngjeglunguves
In9#u Input Validation, Header Security wazni15 < ﬂlﬂﬂﬂﬁy (Cookie Attributes) i '3
AsudumuLLImesunsUaensy W Seliifinisdedn Samesite, HttpOnly %38 Secure

[

flunn Session Cookie $914N13591m Content Security Policy (CSP) fiAsaunguynytiviu
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Tudiuwes OpenVAS linutedlwisesau Critical, High #38 Medium Tuaaeanesiu
Feonvaziouidosinvenadediefiidunisasvaeulussiussuuiadotrensodsriies
1nninseiu Web Application 7 Moodle inauey

dwfudeslmivinenmsidnmauvdosguaziaansadudunisudleldluveuiun
yoansAnwIAsel 1aun Yeslwifiinainudnduves Moodle dadslifinesduiisummiio
whlvredlnd isldausausuusslamnlinsesnuduisndun1syin U nve9sE Uy LW N3
WansWa JavaScript maﬂmﬂmaaﬁﬁi”uﬂuﬁaﬂ%’ inline script @s¥affun1sAarn CSP auds
Fosniagunandiilildaunsadeuldnudlaudnsulmily Sesfoswensuauids s
Tuunage wdeufvuainsnisauaudsulouts wu mamuauans gl uagnisdidans
LiehN

aglsfimuy ndsarndndunisudletedlnisiuanuduasvasnsond sududes
nagaunsvhvessruuiisliudlaiinmsudle ldwansevuseiladdundnues Moodle
wazfipsihauldnuund Inensnaaeuutseendu 3 d@wndn loun

43.1 msnadeunuiurUasnse (Security Testing)

4.3.1.1 avaeuinisiUaldanu HTTPS & SSL awnsadsiateyalagnaes
4.3.1.2 A99&9U1" Directory Listing Qﬂ'ﬂmu,avazjmmmL%’ﬂﬁﬂiﬂéﬁiajai’%ﬁuiﬁ
4313 M519@0UN1T0 ULARTONA WIS L1 Moodle, PHP, Apache/Nginx,
MariaDB 21vhe1ulaund
4.3.2 mw@aauﬁﬁ%’uﬁugmmmiz‘U‘U (Core Functionality Testing)
4321 weaeuns dendu uaznisameileudly
4.3.2.2 AFIREOUNNT @304 hazidndenosaseu
4.3.2.3 vagoun1souluanlla wazn19vin9uUes Plugin g 9
4.3.3 NsnaaEauUsEansnIn (Performance Testing)
4.33.1 av9@euANUsItuMsiuanniiu ndsanduan wazuily
4.3.3.2 NageuMsitilgaunseniu (Concurrent Users Test)
4.3.3.3 H599d@9UN1TYINIUVD Database Way Server Logs Lﬁ@@jﬂﬁ Error 3ol
wdsarnedunisuilededdng ssuuldriunismeaeuly 3 sundn laun aruduas
Uaensty fardunsrhauiiugu uastsydvsnmuesszuu Tagluduausiunsaondy wuiy
sruvanIaldeuRu HTTPS laagegnias wiauUaldau SSL wazlasulususesann Let's
Encrypt Asudau nviadeusdaliifinisida Directory Listing wazldanunsadndslngnngluiingg
gntloaitu o Iddaszuuvdogudeya uenanimsaaeuneifurosensiuasig «q wu
Moodle, PHP, Apache/Nginx uay MariaDB wuineglunesduiiianusiunsasnsevieldsu

] =

N138UWALAY MuileandunsvinuiiugIu ssuvaansaiigseuy amsidoudldaulg uay

[
v a 1

asmesaoulaegrauysal n156unanlild n1sldaudandu wu Quiz n3e Attendance
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anunsavinnuldedgnsgndeuazlifiverinnan dwsusiulsgdnsnm wuianusilunisivan
iduledty Taontiusnivanldnielu 2 Funfininnisuiuudadinnes uasannsmadou
nstdaundeuiumie Apache Bench wudianusasessugldauuszunn 30-40 aulalagly
\Rearuadiuiedefianain Snfisanningaadeu Server Logs wargiudoya lawy Error 1
ANLTULsIRdmANTENUADsEU vl saagUldinssuuiianusiunsUaends wasndou
Tgailuaninuindauass

4.4 n3IANFUUILANYDIYRSINT (Vulnerability Grouping)
nan1sUsTiugednivessyuu Moodle haeddu 3.7.1 uay 4.5.1 Tngldinseafioaunuy
FoalnIN1RIg1U baun OWASP ZAP, Nessus kag OpenVAS U9 el finsranud Ay
vannuaeTlus s Lar sEAUALTULSY Wl seiiaudaaudetu Seldding
InnguYadlninudnuazsn (Vulnerability Grouping) F9819899 1NN OWASP Top
10 wag CVSS (Common Vulnerability Scoring System)
msdanguiielfannsnnanamistestudssuulfessdiussaninaim uazdelmit
wuiltuwestlymanunnuiunasndefiiat usludnuasiontu ngluased 4-3 uans
mMsdanquuszinnvesteslud Suruiingiawy 1ennstesind 3eslefinsiany uazseeiu
ANUTULIITEBIANANTALN UTBILAaZLAT B iTe

q. U 1 1 1
19199 4-3 LLﬁﬂﬂﬂ?iﬂ’ﬁ%ﬂﬂﬁjﬂ“ﬁ@ﬂ%’l@’]&lﬂi%Lﬂ‘V]

, , , , MUY 4 a
NO. | Uszandiaslnid $18N15Y041%7 iAssdlafiny PLUGIN ID
(593)
ZAP: 10038 /
1 Input Validation XSS, SQL Injection 22 ZAP, Nessus
Nessus: 45590
Server Taifinnssaen SSL /
2 45 Nessus, ZAP ZAP: 10038
Misconfiguration Header
3 TLS/HTTPS Issues laifl HTTPS, TLS v1.0 12 Nessus Nessus: 104743
Insecure Cookie / | 'laifl HttpOnly,
q 10 ZAP ZAP: 10010, 10054
Session SameSite
Cryptographic Weak MAC Algorithms, OpenVAS: CWE-
5 yprosrap s 2 OpenVAS P
Weakness SHA-1 Signed Cert 327
Outdated . Nessus,
6 Plugin Moodle tn" 5 Nessus: 152853
Components OpenVAS
Timestamp Nessus: 152853 /
Information
7 Disclosure, Suspicious 69 ZAP OpenVAS: 1.3.5.4-
Disclosure
Comments 1
Cross-Domain
8 Third-party Scripts 14 ZAP ZAP: 10017
JavaScript Inclusion

31NN15IANAUYBILNIAUUTLANUAL TTAUANTURTS WU YoslmddInaiilanvieun
PMNNTIMTUAAIALLIUAIUaDAABURIEs s llwLNgau (Security Misconfiguration) thag
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nInIvaeutayadniliiiisans (Input Validation) Fadutadendniiiluganuidssinu
AnutunsUasndaluszuu Moodle lagtaniy o198 4909l ALA 82003AU XSS N19A9A7
Header waznisltluslanea TLS Nanade
a e‘dyl v < v 1 s a d’( 9; 6 o
naszidegliausanouiulliuvesadlmNistug luraaa st ures
JeUU wavausainlugnimnansmsuilunasdesiuludnuassiunga (bulk mitigation)
IAeg1adiuse@nsnIn W NSRARIte HTTP Security Header 98719ASURIU %30N15USAU
14 HTTPS wag TLS nestunlasnde
ng ¥ U o U o U o o 1 1
wenani Yeyalumsedeanansalldlunmsdadduanudidglunisudlugedng

MusEAUANNTULTS Welinisldninenslunisquasnwssuuiussaviaingesn

4.5 msuszlivsuyszanalunisduinsnssuy

namnneideduindesguaziodiinidanaiaain Moodle efiu 3.7.1 wui
uazanansadunsuiulssssuuiomuanuiuasaendeldluszdunis uddaed
Todndanarsuszmsildarunsauiluldlunefiudy wu msaduayuinsgiudiuaii
funsaendanan (TLS, CSP, RBAC) sauflsUdndusuininfiviunengnisaiiuayu (End of Life)

iielianansawssuiiisumadenlunsiamnszuulfogrnduszuy Falddavinnng
Usziiuauuszanalu 2 wwimg taun

wed 1: msviuussssuuimiluneddu 3.7.1 Tagliwasunesdu

w1 2: mssuinsaszuuitunesduln 4.5.1 wieudamiaToausite (Server)

nglddnardnaziunuil sradsaninusisanatavesnsudadnats we. 2567
[19] 4a£31A1Na198UNTAUINNTENTIAT ”mﬁ'amiwgﬁmazﬁ’mm [20] 534D UUINNS
AmeuunumNszdeuvesinendenifideliidunsdlfinu [21)

M19199 4-4 n15U5uUTssEUUANlY Moodle 3.7.1 Ingliidsunasdu

. a1 | 9a 594
NO. FI8N1FANLLUNIT U89
() | (/) | (V)
d1sesloyanaun1ssuingn nlusiesdrsesnou
1 2 450 900 | . _ .
ITUU Aliun1UlnTe
Un Weak MAC Algorithm Tu anAULAEIINNTIAUARIY
2 2 450 900 o
SSH SSH (919849 CIS Benchmark)
AnAsszuudsestoya wensiAuszuulunsilveya
3 | . 4 450 1,800 |
Snludia devne
o 2 8931A1AININNTUTYTNAN
4 | @aee SSL/TLS 2 450 900

WUIn 10T = 450 u./73.)
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A1519% 4-4 (A1a)

. - Phh! 231 598
NO. IYN1IAUUNIT ZENMLE 2]
(w.) | (u/aw) | (V)
far Cookie Attributes . . , o
anweslnd Session Hijacking
5 | (HttpOnly, Secure, 2 450 900
) (M1 OWASP)
SameSite)
. S WiupusiunsUasnsdelunis
6 | NMUUANITIAIVANEANS RBAC 3 450 THe50 .
STQRNPEATY
ATIVFD UL LN I8 v 4 A , ,
lmsesiioaunuredlwiniy
7 OWASP ZAP / Nessus / 6 450 2,700
k1IN19 OWASP
OpenVAS
NAFDUTLUUUU Staging & e
8 : 6 450 2,700 | T¥nou Deploy 2UUAR
Environment
F P Tt UaTa)) 12,150

21NTIATIEANUIY MsUFuYTeszuuly Moodle 3.7.1 Tngliild suneddu
Aldiesuszana 12,150 v1n dsaseunquisnisseaneusiuasUaendlval (Header,
Cookie, RBAC) n1snagdaudadind agslsfinu szuunesduiiudinsddadiialudiuniig
dhduldfumassuanuiunsUaendeateln wasiuuliageanisaduayulusuia

A1519% 4-5 n1sauinsaszuuunastulug 4.5.1 nSaudanuesasidang (Server)

. - a1 | 9asn
NO. S78N1TAUUNIT 594 () WU
(vy.) | (u/v4.)
. d1sestoyanaun1ssuingn ) 450 900 | Sndusiesdisesnou
YUU AHUNNTOULNTA
) §evayadNTEULLAY (Data ” - 2,700 | M¥nanade 6 Halus an
Migration) JUnDU migration
2 Sm/Ands Server 595U 130,000 | $9A1NANLASBIUUIBLUUT
Moodle 4.5.1 1 97nNTENINAITIA“ (MDES)
. Un Weak MAC Algorithm Tu 5 o 900 | anpnandssainnstaufniu
SSH SSH (81989 CIS Benchmark)
fndaszuudsestoua 1,800 | wiemshauszuvlunsddea
5 o o b 4 450 - Y v
SRLUNRA GRVAL!
Lz AT RN TUTYTnans
6 | AnEN SSL/TLS 2 450 900 -
(UIn 10 ¥ = 450 u./2a.)
#aAn Content Security 891195514 OWASP Security
7 , 3 450 1,350
Policy (CSP) Header
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A1519% 4-5 (Aa)

. - a1 | 9a9
NO. 578N15ALHUNTS 394 (V) UL
(w.) | (u./24.)
e Cookie Attributes angoalid Session Hijacking
8 2 450 900
(HttpOnly, Secure, SameSite) (11 OWASP)
i o Winausiunsasndeluns
9 | MUUANIIAIUANEANS RBAC 3 450 1,350 | ,
RRGRNEFATT
ATIVFDUYDILIN 8 OWASP TdpSastinaunuradluniniy
10 6 450 2,700
ZAP / Nessus / OpenVAS LuINe OWASP
NAADUILUUUU Staging " -
11 6 450 2,700 | T4neu Deploy SzUUAT
Environment
AUSUDNNTIN TTEUU A19INTINAATBRN ALBE
12 ¢ - - 10,500
(70 AW) 150 U
F ’ BNININYINTNA 1 U
13 | ANNINYINTBUTU (1 1) - - 15,000% W =
(VYR UDIRITY)
AN919NUSAY (1 Lhipw) BMINSILLFBUVD
14 - - 70,050 o
Business Analyst (BA) ATUUEINAS
Aeefivane (1 i) MNP BUVD
15 E 1 70,050 il
System Analyst (SA) ASUUYBNAS
Adsiivsnw (1 1iew) RIS NYLADUVD
16 - - 70,050 oo
Developer (Dev) ATUUEINAS
UUUTTUU 381,850

dmsunssuinsaszuuiu Moodle 4.5.1 ndoudnnaiasudtnelval Saldanesau
Uszual 381,850 U Imﬂi’mﬁaﬁﬂ‘ﬁﬁhU”Lu%’jumaumié’wﬁmﬂa (Data Migration) N33
gunsal MsRARITEUL N13fvunAInaiuRsUaensY N1IMARBUTEUY WAZA1SRNEUTY
Asudu Ferasensyduanuiuasasadevesssuuliidulunuunnsgiuadsing wy
OWASP, TLS 1.2+, CSP Wagnsniunuans (RBAC)

wsifanlda1eganduuamanisusuuTsiesfuAy uin1sduinsnvzdivannmides
fupnutiuasasndulussaren waranunsasesunsianszuursevenedlusuanld
agnafiuszansamuas iy

4.6 MIUATITIAMUTLVRITNINdurRDeE
a9 ALARLTIUNTUSUUTITEUU Moodle wagdUinsnliasdu wiounsinuaiingng
AuauiuaslaeadenauuuImnannabings ladnsawnuszuudnasalagldiaieile Nessus,
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OWASP ZAP uay OpenVAS ileusziliudeddnindsnsusnged nanisaunudsuandlumsnad
4-2 wuin 52UU Moodle ety 4.5.1 fildfun1sduinga linudedlnilusedu Critical uay
High 3niae wansliiudsUsednsnmussnissuinsalunsannnudsadessuy luvaedisyuu
Moodle 1asdu 3.7.1 ldFuns “Ufuugnanizgn” dmalsingyedlnisedugognaie
semslunniaiesile

dmutesinifidsnamdosgluszuu Moodle 4.5.1 danlng)ifutesiniszium (Low)
uazdeya (Info) 1 ¥alnin1sld MAC Algorithm 18 ouueluuinis SSH (asranulae
OpenVAS TaedfiAn CVSS wiadu 2.6) nislifvuaniausiuastaendels cookie 1w
HttpOnly Wag SamesSite (As1ANUlAY OWASP ZAP) Sau8IN1SHanNa HTTP Header flan9
UnlUTglunsimeent fingerprint vo953UU TNBTIULAT ﬁdaﬂmmaﬁﬁé‘fmagﬂuﬂdmﬁmmm
U3 bARIUNITUSULAIALES LIRS %3001591AN15L09 1w N15UANBSA SSH 91N
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A1519% n-1 S195Yedlnives Moodle 3.7.1 ins1anuUaIN OWASP ZAP Aounisudludedl

No.

Name

Level

Descriptiom

SQL

Injection

High

URL : http://110.49.6.44:8080/\ogin/index.php

Method : POST

Attack : Hjpk3(3Gs10pqUZU6DJ6g6rr0VHEGNON AND 1=1 -

Other Info : The page results were successfully manipulated using the
boolean conditions [Hjpk33Gs10pqUZU6DJ6g6rrOVHEGNON AND 1=1 -
] and [Hjpk313Gs1 OpquZU6DI6g6 0 VHEGNON AND 1=2 -- ] The
parameter value being modified was stripped from the HTML output for
the purposes of the comparison. Data was returned for the original
parameter. The vulnerability was detected by successfully restricting

the data originally returned, by manipulating the parameter.

SQL

Injection

High

URL : http://110.49.6.44:8080/\ogin/index.php

Method : POST

Attack : x4Wqbd8w67q)gef3ZFXgDbQPHWIGKJJU OR 1=1 -

Other Info : The page results were successfully manipulated using the
boolean conditions [x4Wgbd8w67qJ)gef3ZFXgDbQPHWIGKIJU AND 1=1
- ] and [x4Wgbd8w67q)qef3ZFXgDbQPHWIGKIJU OR 1=1 -- ] The
parameter value being modified was stripped from the HTML output for
the purposes of the comparison. Data was NOT returned for the original
parameter. The vulnerability was detected by successfully retrieving

more data than originally returned, by manipulating the parameter.

SQL

Injection

High

URL : http://110.49.6.44:8080/\ogin/index.php

Method : POST

Attack : 2/2

Other Info : The original page results were successfully replicated using
the expression [2/2] as the parameter value The parameter value being
modified was stripped from the HTML output for the purposes of the

comparison.

SQL

Injection

High

URL : http://110.49.6.44:8080/login/index.php

Method : POST

Attack : guest' AND '1'="1" --

Other Info : The page results were successfully manipulated using the
boolean conditions [guest' AND '1'="1" -- ] and [guest' AND '1'="2" -- ]
The parameter value being modified was NOT stripped from the HTML
output for the purposes of the comparison. Data was returned for the
original parameter. The vulnerability was detected by successfully

restricting the data originally returned, by manipulating the parameter.
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No. Name

Level

Descriptiom

5. Content
Security
Policy (CSP)
Header Not
Set

Medium

URL : http://110.49.6.44:3080

URL : http://110.49.6.44:8080/?\lang=en

URL : http://110.49.6.44:8080/?\ang=th

URL : http://110.49.6.44:8080/admin/tool/dataprivacy/summary.php
URL : http://110.49.6.44:8080/admin/tool/dataprivacy/summary.php?lang=en

URL : http://110.49.6.44:8080/admin/tool/dataprivacy/summary.php?lang=th
URL : http://110.49.6.44:8080/\ogin/forgot_password.php

URL : http://110.49.6.44:8080/\ogin/forgot_password.php?lang=en

URL : http://110.49.6.44:8080/\ogin/forgot_password.php?lang=th

URL : http://110.49.6.44:8080/\ogin/index.php

URL : http://110.49.6.44:8080/robots.txt

URL : http://110.49.6.44:8080/sitemap.xml

Method : GET

Description : Content Security Policy (CSP) is an added layer of security
that helps to detect and mitigate

certain types of attacks, including Cross Site Scripting (XSS) and data injection
attacks. These attacks are used for everything from data theft to site
defacement or distribution of malware. CSP provides a set of standard HTTP
headers that allow website owners to declare approved sources of content
that browsers should be allowed to load on that page — covered types are
JavaScript, CSS, HTML frames, fonts, images and embeddable objects such as

Java applets, ActiveX, audio and video files.

6. Hidden
File Found

Medium

URL : http://110.49.6.44:8080/composer.lock
Method : GET
Evidence : HTTP/1.1 200 OK

Other Info : composer

7. Vulnerable
JS Library

Medium

URL : http://110.49.6.44:8080/lib/javascript.php/1735910940/lib/jquery/jquery-
3.2.1.min.js

Method : GET

Evidence : jquery-3.2.1.min.js

Other Info : CVE-2020-11023 CVE-2020-11022 CVE-2019-11358

91NANSaLNY Moodle 3.7.1 NaUNISHALY NUdBIlmIsuAutuAIUaanie sau 7

59915 MufLEnsty 115199 n-1 Inswuadu dedluisedu Hich 4 518015 way Medium 3

578015 Yedlniseau High vianuadu SQL Injection F9nsanuyven login/index.php way

p19gntdiiveitnfmieuiletoyatugudeyalaslilasueuyin uenaini Yeelniseeiu

Medium Usgnaunig ContentSecunn/PoUcy(CSP)HeaderNotSet%ﬁUﬁmﬂaﬁngadda
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A1519% N-2 S195Yedlnives Moodle 4.5.1 ins1anuaIn OWASP ZAP Aeunisudludedl

No.

Name

Level

Descriptiom

SQL

Injection

High

URL : http://110.49.6.45:8080/\ogin/index.php

Method : POST

Attack : sGE6T2GohZz2EV6EKgjWfamDiHtj2ryR OR 1=1 -

Other Info : The page results were successfully manipulated using the
boolean conditions [sGE6T2GohZz2EV6EKgjWfamDiHtj2ryR AND 1=1 --]
and [sGE6T2GohZz2EV6EKgjWfamDiHtj2ryR OR 1=1 -- ] The parameter
value being modified was NOT stripped from the HTML output for the
purposes of the comparison. Data was NOT returned for the original
parameter. The vulnerability was detected by successfully retrieving

more data than originally returned, by manipulating the parameter.

SQL

Injection

High

URL : http://110.49.6.45:8080/login/index.php

Method : POST

Attack : VKHJTgkTsQa59bgAcclMhnTn5N6Bcgum OR 1=1 --

Other Info : The page results were successfully manipulated using the
boolean conditions [VKHJTgkTsQa59bgAcclMhnTn5N6Bcgum AND 1=1 -
- 1 and [VKHJTgkTsQa59bgAccIMhnTn5N6Bcgum OR 1=1 -- ] The
parameter value being modified was stripped from the HTML output for
the purposes of the comparison. Data was NOT returned for the original
parameter. The vulnerability was detected by successfully retrieving

more data than originally returned, by manipulating the parameter.

SQL

Injection

High

URL : http://110.49.6.45:8080/\ogin/index.php

Method : POST

Attack : ZAP AND 1=1 -

Other Info : The page results were successfully manipulated using the
boolean conditions [ZAP AND 1=1 -- ] and [ZAP AND 1=2 -- ] The
parameter value being modified was NOT stripped from the HTML
output for the purposes of the comparison. Data was returned for the
original parameter. The vulnerability was detected by successfully

restricting the data originally returned, by manipulating the parameter.

SQL

Injection

High

URL : http://110.49.6.45:8080/login/index.php

Method : POST

Attack : ZAP AND 1=1 -

Other Info : The page results were successfully manipulated using the
boolean conditions [ZAP' AND '1'='1" -- ] and [ZAP' AND '1'='2"' -- ] The
parameter value being modified was NOT stripped from the HTML output for
the purposes of the comparison. Data was returned for the

original parameter. The vulnerability was detected by successfully restricting

the data originally returned, by manipulating the parameter.
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No.

Name

Level

Descriptiom

5.

Absence of
Anti-CSRF

Tokens

Medium

URL : http://110.49.6.45:8080/\ogin/forgot_password.php

Method : POST

Evidence : <form autocomplete="off"
action="http://110.49.6.45:8080/\ogin/forgot_password.php"
method="post" accept-charset="utf-8" id="mform1 FhPO20APFPbryHE"
class="mform">

Other Info : No known Anti-CSRF token [anticsrf, CSRFToken,
_RequestVerificationToken, csrfmiddlewaretoken, authenticity token,
OWASP_CSRFTOKEN, anoncsrf, csrf_token, csrf, csrfSecret,
__csrf_magic, CSRF, _token, csrf_token] was found in the following

HTML form: [Form 1: " gf login forgot password form" "id_email"

"o

"id_submitbuttonemail” "id_submitbuttonusername" "id_username"

"sesskey" ].

Absence of
Anti-CSRF

Tokens

Medium

URL : http://110.49.6.45:8080/\ogin/index.php

Method : POST

Evidence : <form class="login-form"
action="http://110.49.6.45:8080/\ogin/index.php" method="post"
id="login">

Other Info : No known Anti-CSRF token [anticsrf, CSRFToken,

_ RequestVerificationToken, csrfmiddlewaretoken, authenticity token,
OWASP_CSRFTOKEN, anoncsrf, csrf_token, csrf, csrfSecret,
_csrf_magic, CSRF, token, csrf token] was found in the following

nwon

HTML form: [Form 1: "anchor" "logintoken" "password" "username" ].

Absence of
Anti-CSRF

Tokens

Medium

URL : http://110.49.6.45:8080/\ogin/index.php

Method : POST

Evidence : <form action="http://110.49.6.45:8080/ogin/index.php"
method="post" id="guestlogin">

Other Info : No known Anti-CSRF token [anticsrf, CSRFToken,
_RequestVerificationToken, csrfmiddlewaretoken, authenticity token,
OWASP_CSRFTOKEN, anoncsrf, csrf_token, csrf, csrfSecret,
_csrf_magic, CSRF, token, csrf token] was found in the following

o

HTML form: [Form 1: "anchor" "logintoken" "password" "username" 1.
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No. Name

Level

Descriptiom

8. Content
Security
Policy (CSP)
Header Not
Set

Medium

URL :
URL :
URL :
URL :
URL :
URL :
URL :
URL :
URL :
URL :
URL :
URL :
URL :

http://110.49.6.45:8080

http://110.49.6.45:8080/?lang=en
http://110.49.6.45:8080/?\ang=th
http://110.49.6.45:8080/admin/tool/dataprivacy/summary.php
http://110.49.6.45:8080/admin/tool/dataprivacy/summary.php?lang=en
http://110.49.6.45:8080/admin/tool/dataprivacy/summary.php?lang=th
http://110.49.6.45:8080/\ogin/forgot_password.php
http://110.49.6.45:8080/ogin/index.php
http://110.49.6.45:8080/login/index.php?lang=en
http://110.49.6.45:8080/\ogin/index.php?lang=th
http://110.49.6.45:8080/login/index.php?loginredirect=1
http://110.49.6.45:8080/robots.txt
http://110.49.6.45:8080/sitemap.xml

Method : GET

Description : Content Security Policy (CSP) is an added layer of security that

helps to detect and mitigate certain types of attacks, including Cross Site

Scripting (XSS) and data injection attacks. These attacks are used for everything

from data theft to site defacement or distribution of malware. CSP provides a

set of standard HTTP headers that allow website owners to declare approved

sources of content that browsers should be allowed to load on that page —

covered types are JavaScript, CSS, HTML frames, fonts, images and

embeddable objects such as Java applets, ActiveX, audio and video files.

NN1TELAY Moodle 4.5.1 Asun1sunly wugedlniniuanulduaslasniy siu 8

578115 AuALansly m13199 n-2 Ineuladu Yesluisedu High 4 518015 wag Medium 4

519115 ¥99lnaseau High Meunuaidu SQL Injection @anwufiwin login/index.php way

ansagnldiverthdmseunludeyalugudeyalaslilasuaungin wenaini Yedniszau

Medium Usgnauaae Absence of Anti-CSRE Tokens @ 4v119SgUULd 8960 Cross-Site

Request Forgery (CSRF) Attack wag Content Security Policy (CSP) Header Not Set Fao19
Ualenalviinnislaufuuu Cross-Site Scripting (XSS) wag Data Injection

Wotsosiuaudes a1s Yanu SQL Injection lagley Parameterized Queries 30

Prepared Statements ifist CSRF Tokens lutlasudndayiievsin uagimun Content Security

Policy (CSP) Header titoanaaidssann XSS uag ClickJacking wiauvia aniilunns re-scan

L% d‘ = U 1 1 1 Yo v
#aINSN kg uguINYalnIlasunIswA LA




41

A1519% n-3 S19n5YedlIves Moodle 3.7.1 19NN OWASP ZAP wanisuiludedlnd

No. Name Level Descriptiom
1. SQL High URL : https://olm371test.duckdns.org/lib/ajax/service.php?
Injection sesskey=Dt3REojiuL&info=core_calendar_get calendar_ monthly view
Method : POST
Attack : 0 AND 1=1 --
Other Info : The page results were successfully manipulated using the
boolean conditions [0 AND 1=1 -- ] and [0 AND 1=2 -- ] The parameter
value being modified was stripped from the HTML output for the
purposes of the comparison. Data was returned for the original
parameter. The vulnerability was detected by successfully restricting
the data originally returned, by manipulating the parameter.
2. Absence Medium URL : https://olm371test.duckdns.org/course/recent.php
of Anti- Method : POST
CSRF Evidence : <form autocomplete="off"
action="https://olm371test.duckdns.org/course/recent.php"
Tokens

method="post" accept-charset="utf-8" id="mform1 3hg7mzXYsPGbL1C"
class="mform">

Other Info : No known Anti-CSRF token [anticsrf, CSRFToken,
__RequestVerificationToken, csrfmiddlewaretoken, authenticity token,
OWASP_CSRFTOKEN, anoncsrf, csrf_token, csrf, csrfSecret,
__csrf_magic, CSRF, _token, csrf_token] was found in the following

HTML form: [Form 1: " of recent form" "id" "id_date_enabled"

won

"id_submitbutton" "mform_isexpanded id filters"

"o non

"mform_showmore_id filters" "sesskey" "user" ].
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a2

No. Name Level Descriptiom
3. Absence Medium URL : https://olm371test.duckdns.org/login/forgot_password.php
of Anti- Method : POST
Evidence :
CSRF
- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
Tokens php" method="post" accept-charset="utf-8" id="mform1_9aaMcotbJ8YVt1t" class="mform">

- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_AFksvZ0pkjGHyga" class="mform">

- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_GCd7I3KQw6t7qQS" class="mform">
- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_lhqlhWgOpnWIg5A" class="mform">
- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_KjA7teSXoTLI9typ" class="mform">

- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_MIZBseSN8GHJ45q" class="mform">
- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_X20GCJtCwo09ES5f" class="mform">
- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_Yk3BM8NIjgGtuaD" class="mform">

- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_fSK5CU2VHOGIrT" class="mform">
- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_irhq2gAWhfWrZuc" class="mform">
- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_oLbLpgvDdrXWv5M" class="mform">
- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_pbSrdLpQxoA2DSD" class="mform">
- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_s4qPTYBEh3zYHG7" class="mform">
- <form autocomplete="off" action="https://olm37 1test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_s5ysF1QxhZBg3jV" class="mform">

- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_vMVggfN50cvWUL0" class="mform">
- <form autocomplete="off" action="https://olm371test.duckdns.org/login/forgot_password.

php" method="post" accept-charset="utf-8" id="mform1_wPWYO4YXVYtFQEE" class="mform">
Other Info : No known Anti-CSRF token [anticsrf, CSRFToken,
__RequestVerificationToken, csrfmiddlewaretoken, authenticity token,
OWASP_CSRFTOKEN, anoncsrf, csrf_token, csrf, csrfSecret,
__csrf_magic, CSRF, _token, csrf_token] was found in the following

"o

HTML form: [Form 1: " of login forgot password form" "id_email"

"id_submitbuttonemail" "id_submitbuttonusername" "id_username"

"sesskey" 1.
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4. | Absence Medium URL : https://olm371test.duckdns.org/login/index.php
of Anti- Method : POST
Evidence :
CSRF
- <form class="mt-3" action="https://olm371test.duckdns.org/login/index.php"
Tokens method="post" id="login">
- <form action="https://olm371test.duckdns.org/login/index.php" method="post" id="
guestlogin">
Other Info : No known Anti-CSRF token [anticsrf, CSRFToken,
__RequestVerificationToken, csrfmiddlewaretoken, authenticity token,
OWASP_CSRFTOKEN, anoncsrf, csrf_token, csrf, csrfSecret,
__csrf_magic, CSRF, _token, csrf_token] was found in the following
HTML form: [Form 1: "anchor" "logintoken" "password"
"rememberusername” "username” 1.
5 | Content Medium URL : https://olm371test.duckdns.org
Security URL : https://olm371test.duckdns.org/?lang=en
. URL : https://olm371test.duckdns.org/?lang=th
Policy
URL : https://olm371test.duckdns.org/admin/tool/dataprivacy/
(CSP)
summary.php
Header URL : https://olm371test.duckdns.org/admin/tool/dataprivacy/
Not Set summary.php?lang=en

URL : https://olm371test.duckdns.org/admin/tool/dataprivacy/
summary.php?lang=th

URL : https://olm371test.duckdns.org/calendar/export.php

URL : https://olm371test.duckdns.org/calendar/view.php?view
=day&time=1740009600

URL : https://olm371test.duckdns.org/calendar/view.php?view
=month

URL : https://olm371test.duckdns.org/calendar/view.php?view
=month&time=1727740800

URL : https://olm371test.duckdns.org/calendar/view.php?view
=month&time=1735689600

URL : https://olm371test.duckdns.org/calendar/view.php?view
=month&time=1738368000

URL : https://olm371test.duckdns.org/calendar/view.php?view
=month&time=1740009600&ang=en

URL : https://olm371test.duckdns.org/calendar/view.php?view
=month&time=1740009600&ang=th

URL : https://olm371test.duckdns.org/calendar/view.php?
view=upcoming&course=1&time=1740066879
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URL :

URL :

URL :

URL :
URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL

URL :

URL :

https://olm371test.duckdns.org/calendar/view.php?
view=upcoming&course=18&time=1740066971
https://olm371test.duckdns.org/calendar/view.php?
view=upcoming&course=18&time=1740066976
https://olm371test.duckdns.org/calendar/view.php?
view=upcoming&course=1&time=1740067058
https://olm371test.duckdns.org/course/recent.php?id=1
https://olm371test.duckdns.org/course/recent.php?id
=1&lang=en
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?sesskey
=axPdraDEFr&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?sesskey
=axPdraDEFr&pref=drawer-open-nav&value=true
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=CrlA9aeU6E&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=cVZP87pCZD&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=cVZP87pCZD&pref=drawer-open-nav&value=true
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=eGAZbIH68z&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=eGAZbIH68z&pref=drawer-open-nav&value=true
https://olm371test.duckdns.ore/lib/ajax/setuserpref.php?
sesskey=ewTvsumUMN&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=ewTvsumUMN&pref=drawer-open-nav&value=true
https://olm371test.duckdns.org/lib/ajax/setuserpref. php?sesskey
=HfczLyg8d0&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref. php?sesskey
=HfczLyg8d0&pref=drawer-open-nav&value=true
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?sesskey
=j564i25kpW&pref=drawer-open-nav&value=false

: https://olm371test.duckdns.org/lib/ajax/setuserpref.php?

sesskey=0cACvGxywV&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=0cACvGxywV&pref=drawer-open-nav&value=true
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?

sesskey=pwSHV3d3aN&pref=drawer-open-nav&value=false
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URL : https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=pwSHV3d3aN&pref=drawer-open-nav&value=true
Method : GET
Description : Content Security Policy (CSP) is an added layer of
security that helps to detect and mitigate certain types of attacks,
including Cross Site Scripting (XSS) and data injection attacks. These
attacks are used for everything from data theft to site defacement or
distribution of malware. CSP provides a set of standard HTTP headers
that allow website owners to declare approved sources of content
that browsers should be allowed to load on that page — covered
types are JavaScript, CSS, HTML frames, fonts, images and
embeddable objects such as Java applets, ActiveX, audio and video

files.

Hidden
File Found

Medium

URL : https://olm371test.duckdns.org/composer.lock

Method : GET

Evidence : HTTP/1.1 200 OK

Description: A sensitive file was identified as accessible or available.
This may leak administrative, configuration, or credential information
which can be leveraged by a malicious individual to further attack the

system or conduct social engineering efforts.

Missing
Anti-
clickjacking

Header

Medium

URL : https://olm371test.duckdns.org/lib/ajax/setuserpref.php?sesskey
=axPdraDEFr&pref=drawer-open-nav&value=false

URL : https://olm371test.duckdns.org/lib/ajax/setuserpref.php?sesskey
=axPdraDEFr&pref=drawer-open-nav&value=true

URL : https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=CrlA9aeU6E&pref=drawer-open-nav&value=false

URL : https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=cVZP87pCZD&pref=drawer-open-nav&value=false

URL : https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=cVZP87pCZD&pref=drawer-open-nav&value=true

URL : https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=eGAZbIH68z&pref=drawer-open-nav&value=false

URL : https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=eGAZbIH68z&pref=drawer-open-nav&value=true

URL : https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=ewTvsumUMN&pref=drawer-open-nav&value=false

URL : https://olm371test.duckdns.org/lib/ajax/setuserpref.php?

sesskey=ewTvsumUMN&pref=drawer-open-nav&value=true




M15199 -3 (5i)

a6

No.

Name

Level

Descriptiom

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

https://olm371test.duckdns.org/lib/ajax/setuserpref.php?sesskey
=HfczLyq8d0&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?sesskey
=HfczLyq8d0&pref=drawer-open-nav&value=true
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?sesskey
=j564i25kpWe&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=0cACvGxywV&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=0cACvGxywV&pref=drawer-open-nav&value=true
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=pwSHV3d3aN&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=pwSHV3d3aN&pref=drawer-open-nav&value=true
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=Rkf5ksUomB&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=Rkf5ksUomB&pref=drawer-open-nav&value=true
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=TMTgFOxMRp&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=ve8PkZdued&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=ve8PkZdued&pref=drawer-open-nav&value=true
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?sesskey
=vLGxCl9L8T&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?sesskey
=vLGxCl9L8T&pref=drawer-open-nav&value=true
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=x36dPhr9yM&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=xgs8YMw5Cb&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=xgs8YMw5Cb&pref=drawer-open-nav&value=true
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=xWUSJG6Zpm&pref=drawer-open-nav&value=false
https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=xWUSJG6Zpm&pref=drawer-open-nav&value=true
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URL : https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=ZL wzHufkKWJ&pref=drawer-open-nav&value=false

URL : https://olm371test.duckdns.org/lib/ajax/setuserpref.php?
sesskey=ZL wzHufkKWJ&pref=drawer-open-nav&value=true

Method : GET

Evidence : HTTP/1.1 200 OK

Description: The response does not protect against 'ClickJacking'

attacks. It should include either Content-Security-Policy with ‘frame-

ancestors' directive or X-Frame-Options.

8. | Vulnerable Medium URL : https://olm371test.duckdns.org/lib/javascript.php/1735910940
JS Library /\ib/jquery/jquery-3.2.1.min.js
Method : GET

Evidence : jquery-3.2.1.min.js
Other Info: CVE-2020-11023 CVE-2020-11022 CVE-2019-11358.

wdnnsuilugesivives Moodle 3.7.1 suudnsiivasiwisnuanuiuaslasnst
o¢ 8 719M3 muiuandly M99 n-3 IngUsznoumedostniseiu High 1 19115 LAy
Medium 7 181019 ézfaﬂm'ﬁ's‘]’\‘iwu lawn sQL Injection, Absence of Anti-CSRF Tokens,
Content Security Policy (CSP) Header Not Set, Hidden File Found, Missing Anti-
Clickjacking Header waig Vulnerable JavaScript Library ﬁaaiwdmaﬁﬁmaﬁﬂﬁawmﬁsm
R oN1ILANA LU SQL Injection, Cross-Site Request Forgery (CSRF), ClickJacking L& g
Cross-Site Scripting (XSS) saudensldlaus13 JavaScript esduinifvedns

detlosfuaudssfiady ms Jasdu SQL Injection agld Prepared Statements
W59 Parameterized Queries vfi 4 CSRF Tokens luwuunesudfid1dey m1mun Content
Security Policy (CSP) iag X-Frame-Options 1 9anAULE 89910 XSS way ClickJacking,
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1. Absence Medium URL : https://olmd51test.duckdns.org/login/forgot _password.php
Evidence :
CSRF
<form autocomplete="off" action="https://olm451test.duckdns.org/login/forgot_password.php"
TO kens method="post" accept-charset="utf-8" id="mform1_6XBKN5JBaaycPdj" class="mform">

<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.

php" method="post" accept-charset="utf-8" id="mform1_BEzaFMOXgpob3p8" class="mform">

<form autocomplete="off" action="https://olm451test.duckdns.org/login/forgot_password.

php" method="post" accept-charset="utf-8" id="mform1_BIktkOmN190KF8P" class="mform">

<form autocomplete="off" action="https://olm4a51test.duckdns.org/login/forgot_password.

php" method="post" accept-charset="utf-8" id="mform1_BWppiW4zIUKduY9" class="mform">

<form autocomplete="off" action="https://olm4a51test.duckdns.org/login/forgot_password.

php" method="post" accept-charset="utf-8" id="mform1_BILmHQO6DaDDYnZ" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_C8jxSYqdnwIBH68" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_I7lqFQCAhWwhs1c" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_O8FAGXUMWUEXBfG" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_Q4iRk6qwBFKrB45" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_RGBThgBGvHfuFy4" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_Rq5yBz1PdgbDyuv" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_SNpfGsxQgckMHCZ" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_SuNUOESNCAIDlaq" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_VnwgpGv3PcFQHte" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_YItCHzcNROzlySQ" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_cBEPuGfax6efP8r" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_d9u6gYJOICrlyDZ" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_dvCUDeGGPqLBa5H" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_odHDpAE2flGOCiN" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_os6bufKsivWHP5Y" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_gpFASOtobtwjyCD" class="mform">
<form autocomplete="off" action="https://olma51test.duckdns.org/login/forgot_password.
php" method="post" accept-charset="utf-8" id="mform1_yyM2rvKuA8Z9KLw" class="mform">
<form class="login-form" action="https://olma51test.duckdns.org/login/index.php" method="

post" id="login">
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<form action="https://olm451test.duckdns.org/login/index.php" method="post" id="
guestlogin">
Other Info: No known Anti-CSRF token [anticsrf, CSRFToken,
__RequestVerificationToken, csrfmiddlewaretoken, authenticity token,
OWASP_CSRFTOKEN, anoncstf, csrf token, csrf, csrfSecret,  csrf_magic,
CSRF, token, csrf token] was found in the following HTML form: [Form 2:
"logintoken" "password" "username” .
2. Content Medium URL : https://olm451test.duckdns.org/
Security URL : https://olmd451test.duckdns.org/?lang=en
URL : https://olm451test.duckdns.org/?lang=th
Policy URL : https://olmd451test.duckdns.org/admin/tool/dataprivacy/
(CSP) summary.php
Header URL : https://olmd451test.duckdns.org/admin/tool/dataprivacy/
Not Set summary.php?lang=en

URL : https://olmd451test.duckdns.org/admin/tool/dataprivacy/
summary.php?lang=th

URL : https://olma451test.duckdns.org/calendar/view.php?
view=month&time=17400415228&course=1

URL : https://olma451test.duckdns.org/calendar/view.php?
view=month&time=1740041532&course=1

URL : https://olmad51test.duckdns.org/calendar/view.php?
view=month&time=1740041551&course=1

URL : https://olmad51test.duckdns.org/calendar/view.php?
view=month&time=1740041559&course=1

URL : https://olmad51test.duckdns.org/calendar/view.php?
view=month&time=1740041569&course=1

URL : https://olmd51test.duckdns.org/calendar/view.php?
view=month&time=1740041584&course=1

URL : https://olmd51test.duckdns.org/calendar/view.php?
view=month&time=1740041588&course=1

URL : https://olmd51test.duckdns.org/calendar/view.php?
view=month&time=1740041592&course=1

URL : https://olmd51test.duckdns.org/calendar/view.php?
view=month&time=1740041598&course=1

URL : https://olmd51test.duckdns.org/calendar/view.php?
view=month&time=1740041607&course=1

URL : https://olma51test.duckdns.org/calendar/view.php?
view=month&time=17400416208&course=1

URL : https://olma51test.duckdns.org/calendar/view.php?
view=month&time=1740041626&course=1
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URL : https://olmd51test.duckdns.org/calendar/view.php?
view=month&time=17400416388&course=1

URL : https://olmd51test.duckdns.org/calendar/view.php?
view=month&time=17400416418&course=1

URL : https://olm451test.duckdns.org/calendar/view.php?
view=month&time=17400416478&course=1

URL : https://olma451test.duckdns.org/calendar/view.php?
view=month&time=1740041650&course=1

URL : https://olmad51test.duckdns.org/calendar/view.php?
view=month&time=1740041669&course=1

URL : https://olmd451test.duckdns.org/calendar/view.php?
view=month&time=17400416788&course=1

URL : https://olma451test.duckdns.org/calendar/view.php?
view=month&time=1740041685&course=1

URL : https://olma451test.duckdns.org/calendar/view.php?
view=month&time=1740041686&course=1

URL : https://olma451test.duckdns.org/calendar/view.php?
view=month&time=1740041690&course=1

Method : GET

Description : Content Security Policy (CSP) is an added layer of

security that helps to detect and mitigate certain types of attacks,

including Cross Site Scripting (XSS) and data injection attacks. These

attacks are used for everything from data theft to site defacement or

distribution of malware. CSP provides a set of standard HTTP headers

that allow website owners to declare approved sources of content

that browsers should be allowed to load on that page — covered

types are JavaScript, CSS, HTML frames, fonts, images and

embeddable objects such as Java applets, ActiveX, audio and video

files.
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No. Name Level Descriptiom

1. SSL/TLS: Certi cate Medium | Product Detection Result

Expired Product: cpe/aiietf:transport_layer security

Method: SSL/TLS: Collect and Report Certificate Details
OID: 1.3.6.1.4.1.25623.1.0.103692)

2. Missing "HttpOnly' Medium | The remote web server/application does not set the 'HttpOnly'

Cookie Attribute attribute for one or more session cookies, making them accessible
(HTTP) via JavaScript, which could lead to session hijacking attacks.
3 SSL/TLS: Medium | Product detection result
Deprecated cpe/aietf:transport_layer_security:1.0
TLSv1.0 and Detected by SSL/TLS: Version Detection (OID:
TLSv1.1 1.3.6.1.4.1.25623.1.0.105782)
ProtocolDetection

4. SSL/TLS: Certi cate Medium | The remote service is using a SSL/TLS certicate in the certicate chain

Signed Using A that has been signed using a cryptographically weak hashing algorithm.
Weak Signature
Algorithm

5. Missing "HttpOnly' Medium | The remote HTTP web server / application is missing to set the
Cookie Attribute 'HttpOnly' cookie attribute for one or more sent HTTP cookie.
(HTTP)

6. Cleartext Medium | Thehost / application transmits sensitive information (username,
Transmissionof passwords) in cleartext via HTTP.
Sensitive

Information via

HTTP

NN15ARNY Moodle 3.7.1 flounisufily wuvedlwidiuanuiuasasnds 6 918013
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A8 (Expired SSL Certificate) Tususes SsL fildareiduiilaiufaunss (Weak Signature
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1. Cleartext Medium | The host / application transmits sensitive information (username,
Transmission of passwords) in cleartext via HTTP.
Sensitive

Information via

HTTP

31NN158UNU Moodle 4.5.1 Naun1skAly wuyeslnd Cleartext Transmission of
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No. Name Level Descriptiom

1. Missing "HttpOnly' Medium | The remote HTTP web server / application is missing to set the

Cookie Attribute 'HttpOnly' cookie attribute for one or more sent HTTP cookie.
(HTTP)
2. SSL/TLS: Medium | Productdetectionresult
Deprecated cpe/aiietf:transport_layer_security:1.0
TLSv1.0 and Detected by SSL/TLS: Version Detection (OID:1.3.6.1.4.1.25623.1.0.105782)

TLSv1.1 Protocol

Detection
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No.

Name

Level

Descrptiom

139574 - Apache
24.x <2446
Multiple

Vulnerabilities

CRITICAL

The version of Apache httpd installed on the remote host is prior to
2.4.46. It is, therefore, affected by multiple vulnerabilities as
referenced in the 2.4.46 advisory.

- Apache HTTP server 2.4.32 to 2.4.44 mod_proxy uwsgi info
disclosure and possible RCE (CVE-2020-11984)

- Apache HTTP Server versions 2.4.20 to 2.4.43 When trace/debug
was enabled for the HTTP/2 module and on certain traffic edge
patterns, logging statements were made on the wrong connection,
causing concurrent use of memory pools. Configuring the LoglLevel
of mod_http2 above info will mitigate this vulnerability for
unpatched servers. (CVE-2020-11993)

- Apache HTTP Server versions 2.4.20 to 2.4.43. A specially crafted
value for the 'Cache-Digest' header in a HTTP/2 request would result
in a crash when the server actually tries to HTTP/2 PUSH a resource
afterwards.

Configuring the HTTP/2 feature via H2Push off will mitigate this
vulnerability for unpatched servers. (CVE-2020-9490)

Note that Nessus has not tested for this issue but has instead relied

only on the application's self-reported version number.

150280 - Apache
2.4.x < 2.4.47
Multiple

Vulnerabilities

CRITICAL

The version of Apache httpd installed on the remote host is prior to 2.4.47.
It is, therefore, affected by multiple vulnerabilities as referenced in the
2.4.47 changelog:

- Unexpected <Location> section matching with ‘MergeSlashes OFF' (CVE-
2021-30641)

- mod_auth_digest: possible stack overflow by one nul byte while
validating the Digest nonce. (CVE-2020-35452)

- mod_session: Fix possible crash due to NULL pointer dereference, which
could be used to cause a Denial of Service with a malicious backend server
and SessionHeader. (CVE-2021-26691)

- mod_session: Fix possible crash due to NULL pointer dereference, which
could be used to cause a Denial of Service. (CVE-2021-26690)

- mod_proxy_http: Fix possible crash due to NULL pointer dereference,
which could be used to cause a Denial of Service. (CVE-2020-13950)

- Windows: Prevent local users from stopping the httpd process (CVE-2020-
13938)

- mod_proxy_wstunnel, mod_proxy http: Handle Upgradable protocols
end-to-end negotiation. (CVE-2019-17567)

Note that Nessus has not tested for this issue but has instead relied only

on the application's self-reported version number.
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3. 161454 - Apache CRITICAL | The version of Apache httpd installed on the remote host is prior to
24.x < 2.4.52 2.4.52. It is, therefore, affected by a flaw related to mod_lua when
mod_lua Buffer handling multipart content. A carefully crafted request body can
Overflow cause a buffer overflow in the mod_lua multipart parser (r:parsebody()
called from Lua scripts). The Apache httpd team is not aware of an
exploit for the vulnerability though it might be possible to craft one.
Note that Nessus has not tested for this issue but has instead relied
only on the application's self-reported version number.
4. 158900 - Apache CRITICAL | The version of Apache httpd installed on the remote host is prior to 2.4.53.

24x <2453
Multiple

Vulnerabilities

It is, therefore, affected by multiple vulnerabilities as referenced in the 2.4.53
advisory.

- mod_lua Use of uninitialized value of in rparsebody: A carefully crafted
request body can cause a read to a random memory area which could cause
the process to crash. This issue affects Apache HTTP Server 2.4.52 and earlier.
Acknowledgements: Chamal De Silva (CVE-2022-22719)

- HTTP request smuggling: Apache HTTP Server 2.4.52 and earlier fails to
close inbound connection when errors are encountered discarding the
request body, exposing the server to HTTP Request Smuggling
Acknowledgements: James Kettle <james.kettle portswigger.net> (CVE-2022-
22720)

- Possible buffer overflow with very large or unlimited LimitXMLRequestBody
in core: If LimitXMLRequestBody is set to allow request bodies larger than
350MB (defaults to 1M) on 32 bit systems an integer overflow happens which
later causes out of bounds writes. This issue affects Apache HTTP Server
2.4.52 and earlier. Acknowledgements: Anonymous working with Trend Micro
Zero Day Initiative (CVE-2022-22721)

- Read/write beyond bounds in mod_sed: Out-of-bounds Write vulnerability
in mod_sed of Apache HTTP Server allows an attacker to overwrite heap
memory with possibly attacker provided data. This issue affects Apache HTTP
Server 2.4 version 2.4.52 and prior versions. Acknowledgements: Ronald
Crane (Zippenhop LLC) (CVE-2022-23943)

Note that Nessus has not tested for this issue but has instead relied only on

the application's self-reported version number.
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5.

193421 - Apache
2.4x < 2454
Authentication

Bypass

CRITICAL

The version of Apache httpd installed on the remote host is prior to
2.4.54. It is, therefore, affected by an authentication bypass
vulnerability as referenced in the 2.4.54 advisory.

- X-Forwarded-For dropped by hop-by-hop mechanism in
mod_proxy: Apache HTTP Server 2.4.53 and earlier may not send the
X-Forwarded-* headers to the origin server based on client side
Connection header hop-by-hop mechanism. This may be used to
bypass IP based authentication on the origin server/application.
Acknowledgements: The Apache HTTP Server project would like to
thank Gaetan Ferry (Synacktiv) for reporting this issue

Note that Nessus has not tested for these issues but has instead relied

only on the application's self reported version number.

161948 - Apache
2.4.x < 2.4.54
Multiple

Vulnerabilities

CRITICAL

The version of Apache httpd installed on the remote host is prior to 2.4.54.
It is, therefore, affected by multiple vulnerabilities as referenced in the
2.4.54 advisory.

- Read beyond bounds via ap_rwrite(): The ap_rwrite() function in Apache
HTTP Server 2.4.53 and earlier may read unintended memory if an attacker
can cause the server to reflect very large input using ap_rwrite() or
ap_rputs(), such as with mod_luas r:puts() function. Acknowledgements:
The Apache HTTP Server project would like to thank Ronald Crane
(Zippenhop LLC) for reporting this issue (CVE-2022-28614)

- Read beyond bounds in ap_strcmp_match(): Apache HTTP Server 2.4.53
and earlier may crash or disclose information due to a read beyond
bounds in ap_strcmp_match() when provided with an extremely large input
buffer. While no code distributed with the server can be coerced into such
a call, third-party modules or lua scripts that use ap_strcmp_match() may
hypothetically be affected. Acknowledgements: The Apache HTTP Server
project would like to thank Ronald Crane (Zippenhop LLC) for reporting
this issue (CVE-2022-28615)

Note that Nessus has not tested for these issues but has instead relied only

on the application's self reported version number.
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7.

170113 - Apache
2.4.x < 2.4.55
Multiple

Vulnerabilities

CRITICAL

The version of Apache httpd installed on the remote host is prior to
2.4.55. It is, therefore, affected by multiple vulnerabilities as
referenced in the 2.4.55 advisory.

- A carefully crafted If: request header can cause a memory read, or
write of a single zero byte, in a pool (heap) memory location beyond
the header value sent. This could cause the process to crash. This
issue affects Apache HTTP Server 2.4.54 and earlier. (CVE-2006-
20001)

- Inconsistent Interpretation of HTTP Requests (HTTP Request
Smugeling’) vulnerability in mod_proxy_ajp of Apache HTTP Server
allows an attacker to smuggle requests to the AJP server it forwards
requests to. This issue affects Apache HTTP Server Apache HTTP
Server 2.4 version 2.4.54 and prior versions. (CVE-2022-36760)

- Prior to Apache HTTP Server 2.4.55, a malicious backend can cause
the response headers to be truncated early, resulting in some
headers being incorporated into the response body. If the later
headers have any security purpose, they will not be interpreted by
the client. (CVE-2022-37436)

Note that Nessus has not tested for these issues but has instead

relied only on the application's self reported version number.

172186 - Apache
2.4.x < 2.4.56
Multiple

Vulnerabilities

CRITICAL

The version of Apache httpd installed on the remote host is prior to 2.4.56. It is,
therefore, affected by multiple vulnerabilities as referenced in the 2.4.56 advisory.
- HTTP request splitting with mod _rewrite and mod_proxy: Some mod_proxy
configurations on Apache HTTP Server versions 2.4.0 through 2.4.55 allow a HTTP
Request Smuggling attack. Configurations are affected when mod_proxy is enabled
along with some form of RewriteRule or ProxyPassMatch in which a non-specific
pattern matches some portion of the user-supplied request-target (URL) data and
is then re-inserted into the proxied request-target using variable substitution. For
example, something like: RewriteEngine on RewriteRule A/here/(.¥)
http://example.com:8080/elsewhere?$1 http://example.com:8080/elsewhere ; [P]
ProxyPassReverse /here/ http://example.com:8080/ http:// example.com:8080/
Request splitting/smuggling could result in bypass of access controls in the proxy
server, proxying unintended URLs to existing origin servers, and cache poisoning.
Acknowledgements: finder: Lars Krapf of Adobe (CVE-2023-25690)

- Apache HTTP Server: mod_proxy uwsgi HTTP response splitting: HTTP Response
Smuggling vulnerability in Apache HTTP Server via mod_proxy uwsgi. This issue
affects Apache HTTP Server: from 2.4.30 through 2.4.55.

Special characters in the origin response header can truncate/split the response
forwarded to the client. Acknowledgements: finder: Dimas Fariski Setyawan Putra
(nyxsorcerer) (CVE-2023-27522)

Note that Nessus has not tested for these issues but has instead relied only on the

application's self reported version number.
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9.

201198 - Apache
2.4.x < 2.4.60
Multiple

Vulnerabilities

CRITICAL

The version of Apache httpd installed on the remote host is prior to 2.4.60. It is,
therefore, affected by multiple vulnerabilities as referenced in the 2.4.60 advisory.
- Serving WebSocket protocol upgrades over a HTTP/2 connection could result in a
Null Pointer dereference, leading to a crash of the server process, degrading
performance. (CVE-2024-36387)

- SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes
to a malicious server via SSRF and malicious requests or content Users are
recommended to upgrade to version 2.4.60 which fixes this issue. Note: Existing
configurations that access UNC paths will have to configure new directive UNCList
to allow access during request processing. (CVE-2024-38472)

- Encoding problem in mod_proxy in Apache HTTP Server 2.4.59 and earlier allows
request URLs with incorrect encoding to be sent to backend services, potentially
bypassing authentication via crafted requests. Users are recommended to upgrade
to version 2.4.60, which fixes this issue. (CVE-2024-38473)

- Substitution encoding issue in mod_rewrite in Apache HTTP Server 2.4.59 and
earlier allows attacker to execute scripts in directories permitted by the
configuration but not directly reachable by any URL or source disclosure of scripts
meant to only to be executed as CGl. Users are recommended to upgrade to
version 2.4.60, which fixes this issue. Some RewriteRules that capture and
substitute unsafely will now fail unless rewrite flag UnsafeAllow3F is specified.
(CVE-2024-38474)- Improper escaping of output in mod_rewrite in Apache HTTP
Server 2.4.59 and earlier allows an attacker to map URLs to filesystem locations
that are permitted to be served by the server but are not intentionally/ directly
reachable by any URL, resulting in code execution or source code disclosure.
Substitutions in server context that use a backreferences or variables as the first
segment of the substitution are affected. Some unsafe RewiteRules will be broken
by this change and the rewrite flag UnsafePrefixStat can be used to opt back in
once ensuring the substitution is appropriately constrained. (CVE-2024-38475)

- Vulnerability in core of Apache HTTP Server 2.4.59 and earlier are vulnerably to
information disclosure, SSRF or local script execution via backend applications
whose response headers are malicious or exploitable. Users are recommended to
upgrade to version 2.4.60, which fixes this issue. (CVE-2024-38476)

- null pointer dereference in mod_proxy in Apache HTTP Server 2.4.59 and earlier
allows an attacker to crash the server via a malicious request. Users are
recommended to upgrade to version 2.4.60, which fixes this issue. (CVE-2024-
38477)

- Potential SSRF in mod_rewrite in Apache HTTP Server 2.4.59 and earlier allows an
attacker to cause unsafe RewriteRules to unexpectedly setup URL's to be handled
by mod_proxy. Users are recommended to upgrade to version 2.4.60, which fixes
this issue. (CVE-2024-39573)

Note that Nessus has not tested for these issues but has instead relied only on the

application's self reported version number.
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10. | 156255 - Apache CRITICAL | The version of Apache httpd installed on the remote host is equal
24x>=247/< to or greater than 2.4.7 and prior to 2.4.52. It is, therefore, affected

2.4.52 Forward by a flaw related to acting as a forward proxy.

Proxy DoS / SSRF A crafted URI sent to httpd configured as a forward proxy
(ProxyRequests on) can cause a crash (NULL pointer dereference) or,
for configurations mixing forward and reverse proxy declarations, can
allow for requests to be directed to a declared Unix Domain Socket
endpoint (Server Side Request Forgery).

Note that Nessus has not tested for this issue but has instead relied
only on the application's self-reported version number.
11. 153583 - Apache < CRITICAL | The version of Apache httpd installed on the remote host is prior to 2.4.49. It is,

2.4.49 Multiple therefore, affected by a vulnerability as referenced in the 2.4.49 changelog.

- - A crafted request uri-path can cause mod_proxy to forward the request to an origin

Vulnerabilities
server choosen by the remote user. (CVE-2021-40438)

Note that Nessus has not tested for this issue but has instead relied only on the
application's self-reported version number.
12. 153584 - Apache < CRITICAL | The version of Apache httpd installed on the remote host is prior to 2.4.49. It is,

2.6.49 Multiple therefore, affected by multiple vulnerabilities as referenced in the 2.4.49 changelog.

e - ap_escape_quotes() may write beyond the end of a buffer when given malicious

Vulnerabilities
input. No included modules pass untrusted data to these functions, but third-
party/external modules may. (CVE-2021-39275)

- Malformed requests may cause the server to dereference a NULL pointer. (CVE-
2021-34798)
Note that Nessus has not tested for this issue but has instead relied only on the
application's self-reported version number.
13, 134162 - PHP 7.2.x CRITICAL According to its banner, the version of PHP running on the remote web server is either 7.2.x
prior to 7.2.28, 7.3.x prior to 7.3.15, or 7.4.x prior to 7.4.3. It is, therefore, affected by multiple
< 7.2.28 / PHP
vulnerabilities:
73x<73.15/ - A heap-based buffer overflow condition exists in phar_extract_file() function due to incorrect
74x < 7.43 loop termination. An unauthenticated, remote attacker can exploit this to cause a denial of
\ service condition or the execution of arbitrary code. (CVE-2020-7061)

Multiple
- A denial of service (DoS) vulnerability exists in PHP SessionUpload Progress functions due to

Vulnerabilities Null Pointer Dereference. An unauthenticated, remote attacker can exploit this issue to cause
the php service to stop responding. (CVE-2020-7062)

- An Insecure File Permissions on the buildFromlterator function gives all access permission
to Tar files. (CVE-2020-7063)
14. 130276 - PHP < CRITICAL | According to its banner, the version of PHP running on the remote web server is

7.133/72x<
7224/ 73x<
7.3.11 Remote
Code Execution

Vulnerability

prior to 7.1.33, 7.2.x prior to 7.2.24, or 7.3.x prior to 7.3.11. It is, therefore, affected
by a remote code execution vulnerability due to insufficient validation of user input.
An unauthenticated, remote attacker can exploit this, by sending a specially crafted
request, to cause the execution of arbitrary code by breaking the

fastcgi_split_path_info directive.
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15. 58987 - PHP CRITICAL | According to its version, the installation of PHP on the remote host is

Unsupported no longer supported.

Version Detection Lack of support implies that no new security patches for the product
will be released by the vendor. As a result, it is likely to contain
security vulnerabilities.

16. 193422 - Apache HIGH The version of Apache httpd installed on the remote host is prior to 2.4.54. It is,

24 < 2.4.54 HTTP therefore, affected by a http request smuggling vulnerability as referenced in the
2.4.54 advisory.

Request Smuggling
- Possible request smuggling in mod_proxy ajp: Inconsistent Interpretation of HTTP

Vulnerability Requests (HTTP Request Smuggling’) vulnerability in mod_proxy_ajp of Apache HTTP
Server allows an attacker to smuggle requests to the AJP server it forwards requests
to. This issue affects Apache HTTP Server Apache HTTP Server 2.4 version 2.4.53 and
prior versions. Acknowledgements: Ricter Z @ 360 Noah Lab
Note that Nessus has not tested for these issues but has instead relied only on the
application's self reported version number.

17. 193423 - Apache HIGH The version of Apache httpd installed on the remote host is prior to 2.4.54. It is,

24% < 2454 therefore, affected by multiple vulnerabilities as referenced in the 2.4.54 advisory.
- Denial of Service mod sed: If Apache HTTP Server 2.4.53 is configured to do

Multiple i ) - i
transformations with mod_sed in contexts where the input to mod_sed may be very

Vulnerabilities large, mod_sed may make excessively large memory allocations and trigger an abort.
Acknowledgements: This issue was found by Brian Moussalli from the JFrog Security
Research team
Note that Nessus has not tested for these issues but has instead relied only on the
application's self reported version number.

18. 193424 - Apache HIGH The version of Apache httpd installed on the remote host is prior to 2.4.54. It is,

24x <2454
Multiple
Vulnerabilities

(mod_lua)

therefore, affected by multiple vulnerabilities as referenced in the 2.4.54 advisory.
- Denial of service in mod_lua r:parsebody: In Apache HTTP Server 2.4.53 and earlier,
a malicious request to a lua script that calls r;parsebody(0) may cause a denial of
service due to no default limit on possible input size. Acknowledgements: The
Apache HTTP Server project would like to thank Ronald Crane (Zippenhop LLC) for
reporting this issue (CVE-2022-29404)

- Information Disclosure in mod_lua with websockets: Apache HTTP Server 2.4.53
and earlier may return lengths to applications calling r:wsread() that point past the
end of the storage allocated for the buffer.

Acknowledgements: The Apache HTTP Server project would like to thank Ronald
Crane (Zippenhop LLC) for reporting this issue (CVE-2022-30556)

Note that Nessus has not tested for these issues but has instead relied only on the

application's self reported version number.
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19.

183391 - Apache
2.4.x < 2.4.58
Multiple

Vulnerabilities

HIGH

The version of Apache httpd installed on the remote host is prior to 2.4.58. It is,
therefore, affected by multiple vulnerabilities as referenced in the 2.4.58 advisory.
- Apache HTTP Server: DoS in HTTP/2 with initial windows size 0: An attacker, opening
a HTTP/2 connection with an initial window size of 0, was able to block handling of
that connection indefinitely in Apache HTTP Server. This could be used to exhaust
worker resources in the server, similar to the well known slow loris attack pattern.
This has been fixed in version 2.4.58, so that such connection are terminated
properly after the configured connection timeout. This issue affects Apache HTTP
Server: from 2.4.55 through 2.4.57. Users are recommended to upgrade to version
2.4.58, which fixes the issue.

Acknowledgements: (CVE-2023-43622)

- Apache HTTP Server: HTTP/2 stream memory not reclaimed right away on RST:
When a HTTP/2 stream was reset (RST frame) by a client, there was a time window
were the request's memory resources were not reclaimed immediately. Instead, de-
allocation was deferred to connection close. A client could send new requests and
resets, keeping the connection busy and open and causing the memory footprint to
keep on growing. On connection close, all resources were reclaimed, but the process
might run out of memory before that. This was found by the reporter during testing
of CVE-2023-44487 (HTTP/2 Rapid Reset Exploit) with their own test client. During
normal HTTP/2 use, the probability to hit this bug is very low. The kept memory
would not become noticeable before the connection closes or times out. Users are
to version which fixes the issue.

recommended to upgrade

Acknowledgements: (CVE-2023-45802)

2.4.58,

Note that Nessus has not tested for these issues but has instead relied only on the

application's self reported version number.

20.

193419 - Apache
2.4.x < 2.4.58 Out-
of-Bounds Read

(CVE-2023-31122)

HIGH

The version of Apache httpd installed on the remote host is prior to 2.4.58. It is,
therefore, affected by multiple vulnerabilities as referenced in the 2.4.58 advisory.
- mod_macro buffer over-read: Out-of-bounds Read vulnerability in mod_macro of
Apache HTTP Server. This issue affects Apache HTTP Server: through 2.4.57.

Note that Nessus has not tested for these issues but has instead relied only on the

application's self reported version number.

21.

192923 - Apache
2.4.x < 2.4.59
Multiple

Vulnerabilities

HIGH

The version of Apache httpd installed on the remote host is prior to 2.4.59. It is,
therefore, affected by multiple vulnerabilities as referenced in the 2.4.59 advisory.
- Apache HTTP Server: HTTP Response Splitting in multiple modules: HTTP Response
splitting in multiple modules in Apache HTTP Server allows an attacker that can
inject malicious response headers into backend applications to cause an HTTP
desynchronization attack. Users are recommended to upgrade to version 2.4.59,
which fixes this issue. Acknowledgements: (CVE-2024-24795)

- Apache HTTP Server: HTTP/2 DoS by memory exhaustion on endless continuation
frames: HTTP/2 incoming headers exceeding the limit are temporarily buffered in
nghttp2 in order to generate an informative HTTP 413 response. If a client does not
stop sending headers, this leads to memory exhaustion.

Acknowledgements: finder: Bartek Nowotarski (https://nowotarski.info/) (CVE-2024-
27316)

Note that Nessus has not tested for these issues but has instead relied only on the

application's self reported version number.
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22. 153585 - Apache HIGH The version of Apache httpd installed on the remote host is greater than 2.4.17 and
S= 2417 < 2.4.49 prior to 2.4.49. It is, therefore, affected by a vulnerability as referenced in the 2.4.49
mod htth changelog. A crafted method sent through HTTP/2 will bypass validation and be
- forwarded by mod_proxy, which can lead to request splitting or cache poisoning.
Note that Nessus has not tested for this issue but has instead relied only on the
application's self-reported version number.
23, 153586 - Apache HIGH The version of Apache httpd installed on the remote host greater than 2.4.30 and
= 2430 < 2.4.49 is prior to 2.4.49. It is, therefore, affected by a vulnerability as referenced in the
) 2.4.49 changelog. A carefully crafted request uri-path can cause mod_proxy uwsgi
" proxy LV to read above the allocated memory and crash (DoS).
Note that Nessus has not tested for this issue but has instead relied only on the
application's self-reported version number.
24. 140532 - PHP 7.2.x HIGH According to its self-reported version number, the version of PHP running on the
/73x < 1.3.22 remote web server is 7.2x or 7.3.x prior to 7.3.21. It is, therefore affected by a
memory leak vulnerability in the LDAP component. An unauthenticated, remote
Memory Leak attacker could exploit this issue to cause a denial-of-service condition.
Vulnerability
25. 129557 - PHP 7.3.x HIGH According to its banner, the version of PHP running on the remote web server is
<7310 Heap— 7.3x prior to 7.3.10. It is, therefore, affected by a heap-based buffer overflow
vulnerability in its mb_eregi component due to insufficient validation of user input.
B3¢ BUTEL An unauthenticated, remote attacker can exploit this, by sending a specially crafted
Overflow request, to cause a denial of service condition or the execution of arbitrary code
Vulnerability.
26. 134944 - PHP 7.3.x HIGH According to its banner, the version of PHP running on the remote web server is 7.3.x prior to
. 7.3.16. It is, therefore, affected by the following vulnerabilities:
A Muttlpte - An out of bounds read resulting in the use of an uninitialized value in exif. (CVE-2020-7064)-
Vulnerabilities A stack buffer overflow in mb_strtolower() allows overwriting of a stack-allocated buffer with
an overflown array from .rodata. (CVE-2020-7065)
- get_headers() silently truncates anything after a null byte in the URL it uses. An
unauthenticated, remote attacker can exploit this to leak sensitive information or cause the
web server to unexpectedly process attacker-controlled data. (CVE-2020-7066) Note that
Nessus has not tested for this issue but has instead relied only on the application's self-
reported version number.
27. 135918 - PHP 7.3.x HIGH According to its banner, the version of PHP running on the remote web server is
<7317 Out of 7.3.x prior to 7.3.17. It is, therefore, affected by an out-of-bounds read error in its url
decoding component due to insufficient validation of user-supplied input. An
Bounds Read unauthenticated, remote attacker can exploit this, by sending specially crafted
Vulnerability requests, to cause a denial of service (DoS) condition or execution of arbitrary code.
Note that Nessus has not tested for this issue but has instead relied only on the
application's self-reported version number.
28. 146311 - PHP 7.3.x HIGH The version of PHP installed on the remote host is 7.3.x prior to 7.3.27, 7.4.x prior

to 7.4.15, or 8x prior to 8.0.2. It is, therefore, affected by a denial of service (DoS)
vulnerability due to a null dereference in SoapClient. An unauthenticated, remote
attacker can exploit this, by providing an XML to the SoapCLient query() function
without an existing field, in order to cause PHP to crash.

Note that Nessus has not tested for this issue but has instead relied only on the

application's self-reported version
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29. 154663 - PHP 7.3.x HIGH The version of PHP installed on the remote host is prior to 7.3.32. It is, therefore,
<7332 affected by a vulnerability as referenced in the Version 7.3.32 advisory.

- In PHP versions 7.3.x up to and including 7.3.31, 7.4.x below 7.4.25 and 8.0.x below
8.0.12, when running PHP FPM SAPI with main FPM daemon process running as root
and child worker processes running as lower- privileged users, it is possible for the
child processes to access memory shared with the main process and write to it,
modifying it in a way that would cause the root process to conduct invalid memory
reads and writes, which can be used to escalate privileges from local unprivileged
user to the root user. (CVE-2021-21703)

Note that Nessus has not tested for this issue but has instead relied only on the
application's self-reported version number.

30. 142591 - PHP < HIGH According to its self-reported version number, the version of PHP running on the
7.3.24 Multiple remote web server is prior to 7.3.24. It is, therefore affected by multiple
Vulnerabilities vulnerabilities

31. 35291 - SSL HIGH The remote service uses an SSL certificate chain that has been signed using a
Certificate Signed cryptographically weak hashing algorithm (e.g. MD2, MD4, MD5, or SHAL). These

A signature algorithms are known to be vulnerable to collision attacks. An attacker can
Ak Weak exploit this to generate another certificate with the same digital signature, allowing
Hashing Algorithm an attacker to masquerade as the affected service.

Note that this plugin reports all SSL certificate chains signed with SHA-1 that expire
after January 1, 2017 as vulnerable. This is in accordance with Google's gradual
sunsetting of the SHA-1 cryptographic hash algorithm.

Note that certificates in the chain that are contained in the Nessus CA database
(known_CA.inc) have been ignored.

32. 135290 - Apache MEDIUM The version of Apache httpd installed on the remote host is prior to 2.4.42. It is,
24% < 2.4.472 therefore, affected by multiple vulnerabilities as referenced in the 2.4.42 advisory.

. - In Apache HTTP Server 2.4.0 to 2.4.41, mod_proxy ftp may use uninitialized
Multlple memory when proxying to a malicious FTP server. (CVE-2020-1934)
Vulnerabilities - In Apache HTTP Server 2.4.0 to 2.4.41, redirects configured with mod_rewrite that

were intended to be self-referential might be fooled by encoded newlines and
redirect instead to an unexpected URL within the request URL. (CVE-2020-1927)
Note that Nessus has not tested for this issue but has instead relied only on the
application's self-reported version number.

33, 193420 - Apache MEDIUM | The version of Apache httpd installed on the remote host is prior to 2.4.54. It is,

therefore, affected by an out-of-bounds read vulnerability as referenced in the
2.4.54 advisory.

- Read beyond bounds in mod_isapi: Apache HTTP Server 2.4.53 and earlier on
Windows may read beyond bounds when configured to process requests with the
mod_isapi module. Acknowledgements: The Apache HTTP Server project would like
to thank Ronald Crane (Zippenhop LLC) for reporting this issue

Note that Nessus has not tested for these issues but has instead relied only on the

application's self-reported version number.
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34.

128117 - OpenSSL
1.1.0 < 1.1.0l
Multiple

Vulnerabilities

MEDIUM

The version of OpenSSL installed on the remote host is prior to 1.1.0L. It is, therefore,
affected by multiple vulnerabilities as referenced in the 1.1.0l advisory.

- In situations where an attacker receives automated notification of the success or
failure of a decryption attempt an attacker, after sending a very large number of
messages to be decrypted, can recover a CMS/ PKCS7 transported encryption key
or decrypt any RSA encrypted message that was encrypted with the public RSA key,
using a Bleichenbacher padding oracle attack. Applications are not affected if they
use a certificate together with the private RSA key to the CMS decrypt or
PKCS7_decrypt functions to select the correct recipient info to decrypt. Fixed in
OpenSSL 1.1.1d (Affected 1.1.1-1.1.1c). Fixed in OpenSSL 1.1.0l (Affected 1.1.0-
1.1.0k). Fixed in OpenSSL 1.0.2t (Affected 1.0.2-1.0.2s). (CVE-2019-1563)

- Normally in OpenSSL EC groups always have a co-factor present and this is used
in side channel resistant code paths. However, in some cases, it is possible to
construct a group using explicit parameters (instead of using a named curve). In
those cases it is possible that such a group does not have the cofactor present. This
can occur even where all the parameters match a known named curve. If such a
curve is used then OpenSSL falls back to non-side channel resistant code paths
which may result in full key recovery during an ECDSA signature operation. In order
to be vulnerable an attacker would have to have the ability to time the creation of
a large number of signatures where explicit parameters with no co-factor present
are in use by an application using libcrypto. For the avoidance of doubt libssl is not
vulnerable because explicit parameters are never used. Fixed in OpenSSL 1.1.1d
(Affected 1.1.1-1.1.1c). Fixed in OpenSSL 1.1.0l (Affected 1.1.0-1.1.0k). Fixed in
OpenSSL 1.0.2t (Affected 1.0.2-1.0.2s). (CVE-2019-1547)

- OpenSSL has internal defaults for a directory tree where it can find a configuration
file as well as certificates used for verification in TLS. This directory is most
commonly referred to as OPENSSLDIR, and is configurable with the --prefix / --
openssldir configuration options. For OpenSSL versions 1.1.0 and 1.1.1, the mingw
configuration targets assume that resulting programs and libraries are installed in a
Unix-like environment and the default prefix for program installation as well as for
OPENSSLDIR should be '/usr/local. However, mingw programs are Windows
programs, and as such, find themselves looking at sub- directories of 'C:/usr/local,
which may be world writable, which enables untrusted users to modify OpenSSL's
default configuration, insert CA certificates, modify (or even replace) existing engine
modules, etc. For OpenSSL 1.0.2, /usr/local/ssl' is used as default for OPENSSLDIR
on all Unix and Windows targets, including Visual C builds. However, some build
instructions for the diverse Windows targets on 1.0.2 encourage you to specify your
own --prefix. OpenSSL versions 1.1.1, 1.1.0 and 1.0.2 are affected by this issue. Due
to the limited scope of affected deployments this has been assessed as low severity
and therefore we are not creating new releases at this time. Fixed in OpenSSL 1.1.1d
(Affected 1.1.1-1.1.1c). Fixed in OpenSSL 1.1.0l (Affected 1.1.0-1.1.0k). Fixed in
OpenSSL 1.0.2t (Affected 1.0.2-1.0.2s). (CVE-2019-1552)

Note that Nessus has not tested for these issues but has instead relied only on the

application's self-reported version number.
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35. 141355 - PHP 7.2 < MEDIUM According to its self-reported version number, the version of PHP running on the
72304/ 73x < remote web server is 7.2.x prior to 7.2.34, 7.3.x prior to 7.3.23 or 7.4.x prior to 7.4.11.
It is, therefore, affected by multiple vulnerabilties:
7323/ 74x<
- A weak cryptography vulnerability exists in PHP's openssl_encrypt function due to
7.4.11 Mulitiple a failure to utilize all provided IV bytes. An unauthenticated, remote attacker could
Vulnerabilities exploit this to reduce the level of security provided by the encryption scheme or
affect the integrity of the encrypted data (CVE-2020-7069).
- A cookie forgery vulnerability exists in PHP's HTTP processing functionality. An
unauthenticated, remote could expoit this to forge HTTP cookies which were
supposed to be secure. (CVE-2020-7070)
Note that Nessus has not tested for this issue but has instead relied only on the
application's self-reported version
26. 136741 - PHP 7.2.x MEDIUM According to its self-reported version number, the version of PHP running on the
<7231/73x< remote web server is 7.2.x prior to 7.2.31, 7.3.x prior to 7.3.18 or 7.4.x prior to 7.4.6.
It is, therefore, affected by a denial of service (DoS) vulnerability in its HTTP file
7.3.18, 7.4x < 7.4.6
upload component due to a failure to clean up temporary files created during the
Denial of Service file upload process. An unauthenticated, remote attacker can exploit this issue, by
(DoS) repeatedly submitting uploads with long file or field names, to exhaust disk space
and cause a DoS condition.
Note that Nessus has not tested for this issue but has instead relied only on the
application's self-reported version number.
37. 143449 - PHP 7.3.x MEDIUM The version of PHP installed on the remote host is 7.3.x prior to 7.3.25 or 7.4.x prior
<7325/ T4x < to 7.4.13. It is, therefore, affected by multiple vulnerabilities as specified by the
changelogs of the respective fixed releases.
7.4.13 Multiple
Note that Nessus has not tested for this issue but has instead relied only on the
Vulnerabilities application's self-reported version
38. 144947 - PHP 7.3.x MEDIUM The version of PHP installed on the remote host is 7.3.x prior to 7.3.26, 7.4.x prior
<7326/ 74x< to 7.4.14, or 8.x prior to 8.0.1.
It is, therefore, affected by an input validation error due to insufficient validation of
7.4.14/8x < 8.0.1
a URL, as specified by the changelogs of the respective fixed releases. An
Input Validation unauthenticated, remote attacker can exploit this, by including an '@' character, in
Error order to bypass the URL filter.
Note that Nessus has not tested for this issue but has instead relied only on the
application's self-reported version
39, 155590 - PHP 7.3.x MEDIUM The version of PHP installed on the remote host is prior to 7.3.33. It is, therefore,

affected by a vulnerability as referenced in the Version 7.3.33 advisory.

- In PHP versions 7.3.x below 7.3.33, 7.4.x below 7.4.26 and 8.0.x below 8.0.13, certain
XML parsing functions, like simplexml_load_file(), URL-decode the filename passed
to them. If that filename contains URL-encoded NUL character, this may cause the
function to interpret this as the end of the filename, thus interpreting the filename
differently from what the user intended, which may lead it to reading a different file
than intended. (CVE-2021-21707)

Note that Nessus has not tested for this issue but has instead relied only on the

application's self-reported version number.




M15199 A-1 (sid)

69

No.

Name

Level

Descriptiom

40.

152853 - PHP <
7.3.28 Email

Header Injection

MEDIUM

According to its self-reported version number, the version of PHP running on the
remote web server is prior to 7.3.28. It is, therefore affected by an email header
injection vulnerability, due to a failure to properly handle CR

LF sequences in header fields. An unauthenticated, remote attacker can exploit this,
by inserting line feed characters into email headers, to gain full control of email

header content.

41.

51192 - SSL
Certificate Cannot
Be Trusted

MEDIUM

The server's X.509 certificate cannot be trusted. This situation can occur in three
different ways, in which the chain of trust can be broken, as stated below :

- First, the top of the certificate chain sent by the server might not be descended
from a known public certificate authority. This can occur either when the top of the
chain is an unrecognized, self-signed certificate, or when intermediate certificates
are missing that would connect the top of the certificate chain to a known public
certificate authority.

- Second, the certificate chain may contain a certificate that is not valid at the time
of the scan. This can occur either when the scan occurs before one of the
certificate's 'notBefore' dates, or after one of the certificate's 'notAfter' dates.

- Third, the certificate chain may contain a signature that either didn't match the
certificate's information or could not be verified. Bad signatures can be fixed by
getting the certificate with the bad signature to be re-signed by its issuer. Signatures
that could not be verified are the result of the certificate's issuer using a signing
algorithm that Nessus either does not support or does not recognize.

If the remote host is a public host in production, any break in the chain makes it
more difficult for users to verify the authenticity and identity of the web server. This

could make it easier to carry out man-in-the middle attacks against the remote host.

42.

15901 - SSL
Certificate Expiry

MEDIUM

This plugin checks expiry dates of certificates associated with SSL- enabled services

on the target and reports whether any have already expired.

43

57582 - SSL Self-
Signed Certificate

MEDIUM

The X.509 certificate chain for this service is not signed by a recognized certificate
authority. If the remote host is a public host in production, this nullifies the use of
SSL as anyone could establish a man-in-the middle attack against the remote host.
Note that this plugin does not check for certificate chains that end in a certificate

that is not self-signed, but is signed by an unrecognized certificate authority.

a4.

104743 - TLS
Version 1.0

Protocol Detection

MEDIUM

The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a number of
cryptographic design flaws. Modern implementations of TLS 1.0 mitigate these problems, but
newer versions of TLS like 1.2 and 1.3 are designed against these flaws and should be used
whenever possible.

As of March 31, 2020, Endpoints that aren’t enabled for TLS 1.2 and higher will no longer
function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30, 2018, except for POS POI
terminals (and the SSL/TLS termination points to which they connect) that can be verified as

not being susceptible to any known exploits.

45.

157288 - TLS
Version 1.1
Deprecated

Protocol

MEDIUM

The remote service accepts connections encrypted using TLS 1.1. TLS 1.1 lacks
support for current and recommended cipher suites. Ciphers that support encryption
before MAC computation, and authenticated encryption modes such as GCM cannot
be used with TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 and higher will no

longer function properly with major web browsers and major vendors.
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51192 - SSL
Certificate Cannot

Be Trusted

MEDIUM

The server's X.509 certificate cannot be trusted. This situation can occur in
three different ways, in which the chain of trust can be broken, as stated
below :

- First, the top of the certificate chain sent by the server might not be
descended from a known public certificate authority. This can occur either
when the top of the chain is an unrecognized, self-signed certificate, or
when intermediate certificates are missing that would connect the top of
the certificate chain to a known public certificate authority.- Second, the
certificate chain may contain a certificate that is not valid at the time of
the scan. This can occur either when the scan occurs before one of the
certificate's 'notBefore' dates, or after one of the certificate's 'notAfter'
dates.

- Third, the certificate chain may contain a signature that either didn't
match the certificate's information or could not be verified. Bad signatures
can be fixed by getting the certificate with the bad signature to be re-
signed by its issuer. Signatures that could not be verified are the result of
the certificate's issuer using a signing algorithm that Nessus either does not
support or does not recognize. If the remote host is a public host in
production, any break in the chain makes it more difficult for users to verify
the authenticity and identity of the web server. This could make it easier to

carry out man-in-the middle attacks against the remote host.

57582 - SSL Self-
Signed Certificate

MEDIUM

The X.509 certificate chain for this service is not signed by a recognized
certificate authority. If the remote host is a public host in production, this
nullifies the use of SSL as anyone could establish a man-in-the middle
attack against the remote host.

Note that this plugin does not check for certificate chains that end in a
certificate that is not self-signed, but is signed by an unrecognized

certificate authority.
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139574 - Apache
24.x <2446
Multiple

Vulnerabilities

CRITICAL

The version of Apache httpd installed on the remote host is prior to
2.4.46. It is, therefore, affected by multiple vulnerabilities as
referenced in the 2.4.46 advisory.- Apache HTTP server 2.4.32 to
2.4.44 mod_proxy_uwsgi info disclosure and possible RCE (CVE-2020-
11984)

- Apache HTTP Server versions 2.4.20 to 2.4.43 When trace/debug
was enabled for the HTTP/2 module and on certain traffic edge
patterns, logging statements were made on the wrong connection,
causing concurrent use of memory pools. Configuring the LoglLevel
of mod_http2 above info will mitigate this vulnerability for
unpatched servers. (CVE-2020-11993)

- Apache HTTP Server versions 2.4.20 to 2.4.43. A specially crafted
value for the 'Cache-Digest' header in a HTTP/2 request would result
in a crash when the server actually tries to HTTP/2 PUSH a resource
afterwards.

Configuring the HTTP/2 feature via H2Push off will mitigate this
vulnerability for unpatched servers. (CVE-2020-9490)

Note that Nessus has not tested for this issue but has instead relied

only on the application's self-reported version number.

150280 - Apache
2.4.x < 2.4.47
Multiple

Vulnerabilities

CRITICAL

The version of Apache httpd installed on the remote host is prior to 2.4.47.
It is, therefore, affected by multiple vulnerabilities as referenced in the
2.4.47 changelog:

- Unexpected <Location> section matching with ‘MergeSlashes OFF' (CVE-
2021-30641)

- mod_auth_digest: possible stack overflow by one nul byte while
validating the Digest nonce. (CVE-2020-35452)

- mod_session: Fix possible crash due to NULL pointer dereference, which
could be used to cause a Denial of Service with a malicious backend server
and SessionHeader. (CVE-2021-26691)

- mod_session: Fix possible crash due to NULL pointer dereference, which
could be used to cause a Denial of Service. (CVE-2021-26690)

- mod_proxy_http: Fix possible crash due to NULL pointer dereference,
which could be used to cause a Denial of Service. (CVE-2020-13950)

- Windows: Prevent local users from stopping the httpd process (CVE-2020-
13938)

- mod_proxy_wstunnel, mod_proxy http: Handle Upgradable protocols
end-to-end negotiation. (CVE-2019-17567)

Note that Nessus has not tested for this issue but has instead relied only

on the application's self-reported version number.
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Vulnerabilities

No. Name Level Descriptiom
3. 161454 - Apache CRITICAL | The version of Apache httpd installed on the remote host is prior to
24.x < 2.4.52 2.4.52. It is, therefore, affected by a flaw related to mod_lua when
mod_lua Buffer handling multipart content. A carefully crafted request body can
Overflow cause a buffer overflow in the mod_lua multipart parser (r:parsebody()
called from Lua scripts). The Apache httpd team is not aware of an
exploit for the vulnerability though it might be possible to craft one.
Note that Nessus has not tested for this issue but has instead relied
only on the application's self-reported version number.
a. 158900 - Apache CRITICAL | The version of Apache httpd installed on the remote host is prior to

2.453. It is, therefore, affected by multiple vulnerabilities as
referenced in the 2.4.53 advisory.

- mod_lua Use of uninitialized value of in r:parsebody: A carefully
crafted request body can cause a read to a random memory area
which could cause the process to crash. This issue affects Apache
HTTP Server 2.4.52 and earlier. Acknowledgements: Chamal De Silva
(CVE-2022-22719)

- HTTP request smuggling: Apache HTTP Server 2.4.52 and earlier fails
to close inbound connection when errors are encountered discarding
the request body, exposing the server to HTTP Request Smuggling
Acknowledgements: James Kettle <james.kettle portswigger.net>
(CVE-2022-22720)

- Possible buffer overflow with very large or unlimited
LimitXMLRequestBody in core: If LimitXMLRequestBodly is set to
allow request bodies larger than 350MB (defaults to 1M) on 32 bit
systems an integer overflow happens which later causes out of
bounds writes. This issue affects Apache HTTP Server 2.4.52 and
earlier. Acknowledgements: Anonymous working with Trend Micro
Zero Day Initiative (CVE-2022-22721)

- Read/write beyond bounds in mod_sed: Out-of-bounds Write
vulnerability in mod_sed of Apache HTTP Server allows an attacker
to overwrite heap memory with possibly attacker provided data. This
issue affects Apache HTTP Server 2.4 version 2.4.52 and prior
versions. Acknowledgements: Ronald Crane (Zippenhop LLC) (CVE-
2022-23943)

Note that Nessus has not tested for this issue but has instead relied

only on the application's self-reported version number.
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5. 193421 - Apache CRITICAL | The version of Apache httpd installed on the remote host is prior to
24x < 2454 2.4.54. It is, therefore, affected by an authentication bypass
Authentication vulnerability as referenced in the 2.4.54 advisory.
Bypass - X-Forwarded-For dropped by hop-by-hop mechanism in mod_proxy:
Apache HTTP Server 2.4.53 and earlier may not send the X-Forwarded-
* headers to the origin server based on client side Connection header
hop-by-hop mechanism. This may be used to bypass IP based
authentication on the origin server/application.
Acknowledgements: The Apache HTTP Server project would like to
thank Gaetan Ferry (Synacktiv) for reporting this issue
Note that Nessus has not tested for these issues but has instead relied
only on the application's self-reported version number.
6. 161948 - Apache CRITICAL | The version of Apache httpd installed on the remote host is prior to

2.4.x < 2.4.54
Multiple

Vulnerabilities

2.4.54. 1t is, therefore, affected by multiple vulnerabilities as
referenced in the 2.4.54 advisory.

- Read beyond bounds via ap_rwrite(): The ap_rwrite() function in
Apache HTTP Server 2.4.53 and earlier may read unintended memory
if an attacker can cause the server to reflect very large input using
ap_rwrite() or ap_rputs(), such as with mod_luas r:puts() function.
Acknowledgements: The Apache HTTP Server project would like to
thank Ronald Crane (Zippenhop LLC) for reporting this issue (CVE-
2022-28614)

- Read beyond bounds in ap_strcmp_match(): Apache HTTP Server
2.4.53 and earlier may crash or disclose information due to a read
beyond bounds in ap_strcmp_match() when provided with an
extremely large input buffer. While no code distributed with the server
can be coerced into such a call, third-party modules or lua scripts that
use ap_strcmp_match() may hypothetically be  affected.
Acknowledgements: The Apache HTTP Server project would like to
thank Ronald Crane (Zippenhop LLC) for reporting this issue (CVE-
2022-28615)

Note that Nessus has not tested for these issues but has instead relied

only on the application's self-reported version number.
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7.

170113 - Apache
2.4.x < 2.4.55
Multiple

Vulnerabilities

CRITICAL

The version of Apache httpd installed on the remote host is prior to 2.4.55.
It is, therefore, affected by multiple vulnerabilities as referenced in the 2.4.55
advisory.

- A carefully crafted If: request header can cause a memory read, or write of
a single zero byte, in a pool (heap) memory location beyond the header
value sent. This could cause the process to crash. This issue affects Apache
HTTP Server 2.4.54 and earlier. (CVE-2006-20001)

- Inconsistent Interpretation of HTTP Requests (HTTP Request Smuggling)
vulnerability in mod_proxy ajp of Apache HTTP Server allows an attacker to
smuggle requests to the AJP server it forwards requests to. This issue affects
Apache HTTP Server Apache HTTP Server 2.4 version 2.4.54 and prior
versions. (CVE-2022-36760)

- Prior to Apache HTTP Server 2.4.55, a malicious backend can cause the
response headers to be truncated early, resulting in some headers being
incorporated into the response body. If the later headers have any security
purpose, they will not be interpreted by the client. (CVE-2022-37436)

Note that Nessus has not tested for these issues but has instead relied only

on the application's self-reported version number.

172186 - Apache
2.4.x < 2.4.56
Multiple

Vulnerabilities

CRITICAL

The version of Apache httpd installed on the remote host is prior to 2.4.56. It is,
therefore, affected by multiple vulnerabilities as referenced in the 2.4.56
advisory.

- HTTP request splitting with mod_rewrite and mod_proxy: Some mod_proxy
configurations on Apache HTTP Server versions 2.4.0 through 2.4.55 allow a
HTTP Request Smugsling attack. Configurations are affected when mod_proxy
is enabled along with some form of RewriteRule or ProxyPassMatch in which a
non-specific pattern matches some portion of the user-supplied request-target
(URL) data and is then re-inserted into the proxied request-target using variable
substitution. For example, something like: RewriteEngine on RewriteRule
Nhere/(*) http://example.com:8080/elsewhere?$1
http://example.com:8080/elsewhere ; [P] ProxyPassReverse /here/
http://example.com:8080/ http:// example.com:8080/ Request
splitting/smuggling could result in bypass of access controls in the proxy
server, proxying unintended URLs to existing origin servers, and cache
poisoning. Acknowledgements: finder: Lars Krapf of Adobe (CVE-2023-25690)

- Apache HTTP Server: mod proxy uwsgi HTTP response splitting: HTTP
Response Smuggling vulnerability in Apache HTTP Server via mod_proxy uwsgi.
This issue affects Apache HTTP Server: from 2.4.30 through 2.4.55. Special
characters in the origin response header can truncate/split the response
forwarded to the client. Acknowledgements: finder: Dimas Fariski Setyawan Putra
(nyxsorcerer) (CVE-2023-27522)

Note that Nessus has not tested for these issues but has instead relied only on

the application's self-reported version number.
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9.

201198 - Apache
2.4.x < 2.4.60
Multiple

Vulnerabilities

CRITICAL

The version of Apache httpd installed on the remote host is prior to 2.4.60. It
is, therefore, affected by multiple vulnerabilities as referenced in the 2.4.60
advisory.

- Serving WebSocket protocol upgrades over a HTTP/2 connection could result
in a Null Pointer dereference, leading to a crash of the server process,
degrading performance. (CVE-2024-36387)

- SSRF in Apache HTTP Server on Windows allows to potentially leak NTML
hashes to a malicious server via SSRF and malicious requests or content Users
are recommended to upgrade to version 2.4.60 which fixes this issue. Note:
Existing configurations that access UNC paths will have to configure new
directive UNCList to allow access during request processing. (CVE-2024-38472)

- Encoding problem in mod_proxy in Apache HTTP Server 2.4.59 and earlier
allows request URLs with incorrect encoding to be sent to backend services,
potentially bypassing authentication via crafted requests. Users are
recommended to upgrade to version 2.4.60, which fixes this issue. (CVE-2024-
38473)

- Substitution encoding issue in mod_rewrite in Apache HTTP Server 2.4.59 and
earlier allows attacker to execute scripts in directories permitted by the
configuration but not directly reachable by any URL or source disclosure of
scripts meant to only to be executed as CGI. Users are recommended to
upgrade to version 2.4.60, which fixes this issue. Some RewriteRules that
capture and substitute unsafely will now fail unless rewrite flag UnsafeAllow3F
is specified. (CVE-2024-38474)

- Improper escaping of output in mod_rewrite in Apache HTTP Server 2.4.59 and
earlier allows an attacker to map URLs to filesystem locations that are permitted
to be served by the server but are not intentionally/directly reachable by any URL,
resulting in code execution or source code disclosure. Substitutions in server
context that use a backreferences or variables as the first segment of the
substitution are affected. Some unsafe RewiteRules will be broken by this change
and the rewrite flag UnsafePrefixStat can be used to opt back in once ensuring the
substitution is appropriately constrained. (CVE-2024-38475)

- Vulnerability in core of Apache HTTP Server 2.4.59 and earlier are vulnerably to
information disclosure, SSRF or local script execution via backend applications
whose response headers are malicious or exploitable. Users are recommended to
upgrade to version 2.4.60, which fixes this issue. (CVE-2024-38476)- null pointer
dereference in mod_proxy in Apache HTTP Server 2.4.59 and earlier allows an
attacker to crash the server via a malicious request. Users are recommended to
upgrade to version 2.4.60, which fixes this issue. (CVE-2024-38477)

- Potential SSRF in mod_rewrite in Apache HTTP Server 2.4.59 and earlier allows an
attacker to cause unsafe RewriteRules to unexpectedly setup URL's to be handled
by mod_proxy. Users are recommended to upgrade to version 2.4.60, which fixes
this issue. (CVE-2024-39573)

Note that Nessus has not tested for these issues but has instead relied only on the

application's self-reported version number.
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10. | 156255 - Apache CRITICAL | The version of Apache httpd installed on the remote host is equal to or
24x>=247/ < greater than 2.4.7 and prior to 2.4.52.

2452 Forward It is, therefore, affected by a flaw related to acting as a forward proxy.

Proxy DoS / SSRF A crafted URI sent to httpd configured as a forward proxy (ProxyRequests on)
can cause a crash (NULL pointer dereference) or, for configurations mixing
forward and reverse proxy declarations, can allow for requests to be directed
to a declared Unix Domain Socket endpoint (Server Side Request Forgery).
Note that Nessus has not tested for this issue but has instead relied only on
the application's self-reported version number.

11. | 153583 - Apache < | CRITICAL | The version of Apache httpd installed on the remote host is prior to 2.4.49.
2.4.49 Multiple It is, therefore, affected by a vulnerability as referenced in the 2.4.49
Vulnerabilities changelog.

- A crafted request uri-path can cause mod_proxy to forward the request to
an origin server choosen by the remote user. (CVE-2021-40438)

Note that Nessus has not tested for this issue but has instead relied only on
the application's self-reported version number.

12. | 53584 - Apache < CRITICAL | The version of Apache httpd installed on the remote host is prior to 2.4.49.
2.4.49 Multiple It is, therefore, affected by multiple vulnerabilities as referenced in the 2.4.49
Vulnerabilities changelog.

- ap_escape_quotes() may write beyond the end of a buffer when given
malicious input. No included modules pass untrusted data to these
functions, but third-party / external modules may. (CVE-2021-39275)

- Malformed requests may cause the server to dereference a NULL pointer.
(CVE-2021-34798)

Note that Nessus has not tested for this issue but has instead relied only on
the application's self-reported version number.

13. 134162 - PHP 7.2.x CRITICAL | According to its banner, the version of PHP running on the remote web server

< 7.2.28 / PHP
163X RSN 5
74x<743
Multiple

Vulnerabilities

is either 7.2.x prior to 7.2.28, 7.3.x prior to 7.3.15, or 7.4.x prior to 7.4.3. It is,
therefore, affected by multiple vulnerabilities:

- A heap-based buffer overflow condition exists in phar_extract_file()
function due to incorrect loop termination. An unauthenticated, remote
attacker can exploit this to cause a denial of service condition or the
execution of arbitrary code. (CVE-2020-7061)

- A denial of service (DoS) vulnerability exists in PHP SessionUpload Progress
functions due to Null Pointer Dereference. An unauthenticated, remote
attacker can exploit this issue to cause the php service to stop responding.
(CVE-2020-7062)

- An Insecure File Permissions on the buildFromlterator function gives all

access permission to Tar files. (CVE-2020-7063)
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14. 130276 - PHP < CRITICAL According to its banner, the version of PHP running on the remote web server is
7133/ 72x< prior to 7.1.33, 7.2.x prior to 7.2.24, or 7.3.x prior to 7.3.11. It is, therefore, affected
7220/ 73x< by a remote code execution vulnerability due to insufficient validation of user
7.3.11 Remote Code input. An unauthenticated, remote attacker can exploit this, by sending a
Baaicn specially crafted request, to cause the execution of arbitrary code by breaking
Vulnerability. the fastcgi_split_path_info directive.

15. 58987 - PHP CRITICAL According to its version, the installation of PHP on the remote host is no
Unsupported Version longer supported. Lack of support implies that no new security patches for
Detection the product will be released by the vendor. As a result, it is likely to contain

security vulnerabilities.

16. 193422 - Apache HIGH The version of Apache httpd installed on the remote host is prior to 2.4.54. It is,
24x < 2.454 HTTP therefore, affected by a http request smuggling vulnerability as referenced in
Request Smuggling the 2.4.54 advisory.

Vulnerability - Possible request smuggling in mod_proxy_ajp: Inconsistent Interpretation of
HTTP Requests (HTTP Request Smuggling) vulnerability in mod_proxy ajp of
Apache HTTP Server allows an attacker to smuggle requests to the AJP server
it forwards requests to. This issue affects Apache HTTP Server Apache HTTP
Server 2.4 version 2.4.53 and prior versions. Acknowledgements: Ricter Z @ 360
Noah Lab Note that Nessus has not tested for these issues but has instead
relied only on the application's self-reported version number.

17. 193423 - Apache HIGH The version of Apache httpd installed on the remote host is prior to 2.4.54. It is,
24x < 2.4.50 therefore, affected by multiple vulnerabilities as referenced in the 2.4.54
Multiple advisory.

Vulnerabilities - Denial of Service mod_sed: If Apache HTTP Server 2.4.53 is configured to do
transformations with mod_sed in contexts where the input to mod_sed may be
very large, mod_sed may make excessively large memory allocations and trigger
an abort. Acknowledgements: This issue was found by Brian Moussalli from the
JFrog Security Research team Note that Nessus has not tested for these issues
but has instead relied only on the application's self-reported version number.

18. 193424 - Apache HIGH The version of Apache httpd installed on the remote host is prior to 2.4.54. It is, therefore,

affected by multiple vulnerabilities as referenced in the 2.4.54 advisory.

- Denial of service in mod_lua rparsebody: In Apache HTTP Server 2.4.53 and earlier, a
malicious request to a lua script that calls r:parsebody(0) may cause a denial of service due
to no default limit on possible input size. Acknowledgements: The Apache HTTP Server
project would like to thank Ronald Crane (Zippenhop LLC) for reporting this issue (CVE-2022-
29404)

- Information Disclosure in mod_lua with websockets: Apache HTTP Server 2.4.53 and earlier
may return lengths to applications calling r:wsread() that point past the end of the storage
allocated for the buffer.

Acknowledgements: The Apache HTTP Server project would like to thank Ronald Crane
(Zippenhop LLC) for reporting this issue (CVE-2022-30556)

Note that Nessus has not tested for these issues but has instead relied only on the

application's self-reported version number.
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19.

183391 - Apache
2.4.x < 2.4.58
Multiple

Vulnerabilities

HIGH

The version of Apache httpd installed on the remote host is prior to 2.4.58. It is,
therefore, affected by multiple vulnerabilities as referenced in the 2.4.58
advisory.

- Apache HTTP Server: DoS in HTTP/2 with initial windows size 0: An attacker,
opening a HTTP/2 connection with an initial window size of 0, was able to block
handling of that connection indefinitely in Apache HTTP Server. This could be
used to exhaust worker resources in the server, similar to the well known slow
loris attack pattern. This has been fixed in version 2.4.58, so that such connection
are terminated properly after the configured connection timeout. This issue
affects Apache HTTP Server: from 2.4.55 through 2.4.57. Users are recommended
to upgrade to version 2.4.58, which fixes the issue.

Acknowledgements: (CVE-2023-43622)

- Apache HTTP Server: HTTP/2 stream memory not reclaimed right away on RST:
When a HTTP/2 stream was reset (RST frame) by a client, there was a time
window were the request's memory resources were not reclaimed immediately.
Instead, de-allocation was deferred to connection close. A client could send
new requests and resets, keeping the connection busy and open and causing
the memory footprint to keep on growing. On connection close, all resources
were reclaimed, but the process might run out of memory before that. This was
found by the reporter during testing of CVE-2023-44487 (HTTP/2 Rapid Reset
Exploit) with their own test client. During normal HTTP/2 use, the probability to
hit this bug is very low. The kept memory would not become noticeable before
the connection closes or times out. Users are recommended to upgrade to
version 2.4.58, which fixes the issue. Acknowledgements: (CVE-2023-45802)
Note that Nessus has not tested for these issues but has instead relied only on

the application's self-reported version number.

20.

193419 - Apache
2.4.x < 2.4.58 Out-of-
Bounds Read (CVE-
2023-31122)

HIGH

The version of Apache httpd installed on the remote host is prior to 2.4.58.
It is, therefore, affected by multiple vulnerabilities as referenced in the 2.4.58
advisory.

- mod_macro buffer over-read: Out-of-bounds Read vulnerability in
mod_macro of Apache HTTP Server. This issue affects Apache HTTP Server:
through 2.4.57.

Note that Nessus has not tested for these issues but has instead relied only

on the application's self-reported version number.
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21. 192923 - Apache HIGH The version of Apache httpd installed on the remote host is prior to 2.4.59. It
24x < 2.4.59 is, therefore, affected by multiple vulnerabilities as referenced in the 2.4.59
Multiple advisory.

Vulnerabilities - Apache HTTP Server: HTTP Response Splitting in multiple modules: HTTP
Response splitting in multiple modules in Apache HTTP Server allows an
attacker that can inject malicious response headers into backend applications
to cause an HTTP desynchronization attack. Users are recommended to
upgrade to version 2.4.59, which fixes this issue. Acknowledgements: (CVE-
2024-24795)

- Apache HTTP Server: HTTP/2 DoS by memory exhaustion on endless
continuation frames: HTTP/2 incoming headers exceeding the limit are
temporarily buffered in nghttp2 in order to generate an informative HTTP 413
response. If a client does not stop sending headers, this leads to memory
exhaustion.

Acknowledgements: finder: Bartek Nowotarski (https://nowotarski.info/) (CVE-
2024-27316)

Note that Nessus has not tested for these issues but has instead relied only on
the application's self-reported version number.

22. 153585 - Apache >= HIGH The version of Apache httpd installed on the remote host is greater than
2417 < 2.4.49 2.4.17 and prior to 2.4.49. It is, therefore, affected by a vulnerability as
mod_http2 referenced in the 2.4.49 changelog. A crafted method sent through HTTP/2 will

bypass validation and be forwarded by mod_proxy, which can lead to request
splitting or cache poisoning.

Note that Nessus has not tested for this issue but has instead relied only on
the application's self-reported version number.

23. 153586 - Apache >= HIGH The version of Apache httpd installed on the remote host greater than 2.4.30
2.4.30 < 2.4.49 and is prior to 2.4.49. It is, therefore, affected by a vulnerability as referenced
mod_proxy_uwsgi in the 2.4.49 changelog. A carefully crafted request uri-path can cause

mod_proxy_uwsgi to read above the allocated memory and crash (DoS).
Note that Nessus has not tested for this issue but has instead relied only on
the application's self-reported version number.

24. 140532 - PHP 7.2x / HIGH According to its self-reported version number, the version of PHP running on
73x <7322 the remote web server is 7.2.x or 7.3.x prior to 7.3.21. It is, therefore affected
Memory Leak by a memory leak vulnerability in the LDAP component. An unauthenticated,
Vulnerability remote attacker could exploit this issue to cause a denial-of-service condition.

25. 129557 - PHP 7.3.x < HIGH According to its banner, the version of PHP running on the remote web server

7.3.10 Heap-Based
Buffer Overflow

Vulnerability.

is 7.3.x prior to 7.3.10. It is, therefore, affected by a heap-based buffer overflow
vulnerability in its mb_eregi component due to insufficient validation of user
input. An unauthenticated, remote attacker can exploit this, by sending a
specially crafted request, to cause a denial of service condition or the

execution of arbitrary code
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26.

134944 - PHP 7.3x <
7.3.16 Multiple

Vulnerabilities

HIGH

According to its banner, the version of PHP running on the remote web server
is 7.3.x prior to 7.3.16. It is, therefore, affected by the following vulnerabilities:
- An out of bounds read resulting in the use of an uninitialized value in exif.
(CVE-2020-7064)

- A stack buffer overflow in mb_strtolower() allows overwriting of a stack-
allocated buffer with an overflown array from .rodata. (CVE-2020-7065)

- get_headers() silently truncates anything after a null byte in the URL it uses.
An unauthenticated, remote attacker can exploit this to leak sensitive
information or cause the web server to unexpectedly process attacker-
controlled data. (CVE-2020-7066) Note that Nessus has not tested for this issue

but has instead relied only on the application's self-reported version number.

27.

135918 - PHP 7.3.x <
7.3.17 Out of Bounds
Read Vulnerability

HIGH

According to its banner, the version of PHP running on the remote web server
is 7.3.x prior to 7.3.17. It is, therefore, affected by an out-of-bounds read error
in its url decoding component due to insufficient validation of user-supplied
input. An unauthenticated, remote attacker can exploit this, by sending
specially crafted requests, to cause a denial of service (DoS) condition or
execution of arbitrary code.

Note that Nessus has not tested for this issue but has instead relied only on

the application's self-reported version number.

28.

146311 - PHP 7.3.x <
7327/ 74x<
7.4.15/8x<8.0.2
DoS

HIGH

The version of PHP installed on the remote host is 7.3.x prior to 7.3.27, 7.4.x
prior to 7.4.15, or 8.x prior to 8.0.2.

It is, therefore, affected by a denial of service (DoS) vulnerability due to a null
dereference in SoapClient. An unauthenticated, remote attacker can exploit
this, by providing an XML to the SoapCLient query() function without an
existing field, in order to cause PHP to crash.

Note that Nessus has not tested for this issue but has instead relied only on

the application's self-reported version

29.

154663 - PHP 7.3.x <
7.3.32

HIGH

The version of PHP installed on the remote host is prior to 7.3.32. It is,
therefore, affected by a vulnerability as referenced in the Version 7.3.32
advisory.

- In PHP versions 7.3.x up to and including 7.3.31, 7.4.x below 7.4.25 and 8.0.x
below 8.0.12, when running PHP FPM SAPI with main FPM daemon process
running as root and child worker processes running as lower- privileged users,
it is possible for the child processes to access memory shared with the main
process and write to it, modifying it in a way that would cause the root
process to conduct invalid memory reads and writes, which can be used to
escalate privileges from local unprivileged user to the root user.
(CVE-2021-21703)

Note that Nessus has not tested for this issue but has instead relied only on

the application's self-reported version number.
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30. 142591 - PHP < HIGH According to its self-reported version number, the version of PHP running on
7.3.24 Multiple the remote web server is prior to 7.3.24. It is, therefore affected by multiple
Vulnerabilities vulnerabilities

31. 135290 - Apache MEDIUM The version of Apache httpd installed on the remote host is prior to 2.4.42. It
24x< 2442 is, therefore, affected by multiple vulnerabilities as referenced in the 2.4.42
Multiple advisory.

Vulnerabilities - In Apache HTTP Server 2.4.0 to 2.4.41, mod_proxy_ftp may use uninitialized
memory when proxying to a malicious FTP server. (CVE-2020-1934)

- In Apache HTTP Server 2.4.0 to 2.4.41, redirects configured with mod_rewrite
that were intended to be self-referential might be fooled by encoded
newlines and redirect instead to an unexpected URL within the request URL.
(CVE-2020-1927)

Note that Nessus has not tested for this issue but has instead relied only on
the application's self-reported version number.

32. 193420 - Apache MEDIUM The version of Apache httpd installed on the remote host is prior to 2.4.54. It
2.4.x < 2.4.54 Out- is, therefore, affected by an out-of-bounds read vulnerability as referenced in
Of-Bounds Read the 2.4.54 advisory.

(CVE-2022-28330) - Read beyond bounds in mod_isapi: Apache HTTP Server 2.4.53 and earlier on
Windows may read beyond bounds when configured to process requests with
the mod_isapi module. Acknowledgements: The Apache HTTP Server project
would like to thank Ronald Crane (Zippenhop LLC) for reporting this issue
Note that Nessus has not tested for these issues but has instead relied only on
the application's self-reported version number.

33. 128117 - OpenSSL MEDIUM The version of OpenSSL installed on the remote host is prior to 1.1.0L. It is,

1.1.0 < 1.1.0l
Multiple

Vulnerabilities

therefore, affected by multiple vulnerabilities as referenced in the 1.1.0l advisory.
- In situations where an attacker receives automated notification of the success or
failure of a decryption attempt an attacker, after sending a very large number of
messages to be decrypted, can recover a CMS/ PKCS7 transported encryption key
or decrypt any RSA encrypted message that was encrypted with the public RSA
key, using a Bleichenbacher padding oracle attack. Applications are not affected if
they use a certificate together with the private RSA key to the CMS_decrypt or
PKCS7_decrypt functions to select the correct recipient info to decrypt. Fixed in
OpenSSL 1.1.1d (Affected 1.1.1-1.1.1c). Fixed in OpenSSL 1.1.0l (Affected 1.1.0-
1.1.0k). Fixed in OpenSSL 1.0.2t (Affected 1.0.2-1.0.2s). (CVE-2019-1563)

- Normally in OpenSSL EC groups always have a co-factor present and this is used
in side channel resistant code paths. However, in some cases, it is possible to
construct a group using explicit parameters (instead of using a named curve). In
those cases it is possible that such a group does not have the cofactor present.
This can occur even where all the parameters match a known named curve. If
such a curve is used then OpenSSL falls back to non-side channel resistant code
paths which may result in full key recovery during an ECDSA signature operation. In
order to be vulnerable an attacker would have to have the ability to time the
creation of a large number of signatures where explicit parameters with no co-

factor present are in use by an
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application using libcrypto. For the avoidance of doubt libssl is not vulnerable
because explicit parameters are never used. Fixed in OpenSSL 1.1.1d (Affected
1.1.1-1.1.1¢). Fixed in OpenSSL 1.1.0l (Affected 1.1.0-1.1.0k). Fixed in OpenSSL
1.0.2t (Affected 1.0.2-1.0.2s). (CVE-2019-1547)

- OpenSSL has internal defaults for a directory tree where it can find a
configuration file as well as certificates used for verification in TLS. This
directory is most commonly referred to as OPENSSLDIR, and is configurable
with the --prefix / --openssldir configuration options. For OpenSSL versions
1.1.0 and 1.1.1, the mingw configuration targets assume that resulting programs
and libraries are installed in a Unix-like environment and the default prefix for
program installation as well as for OPENSSLDIR should be '/usr/local'. However,
mingw programs are Windows programs, and as such, find themselves looking
at sub- directories of 'C:/usr/local’, which may be world writable, which
enables untrusted users to modify OpenSSL's default configuration, insert CA
certificates, modify (or even replace) existing engine modules, etc. For
OpenSSL 1.0.2, /usr/local/ssl' is used as default for OPENSSLDIR on all Unix
and Windows targets, including Visual C builds. However, some build
instructions for the diverse Windows targets on 1.0.2 encourage you to specify
your own --prefix. OpenSSL versions 1.1.1, 1.1.0 and 1.0.2 are affected by this
issue. Due to the limited scope of affected deployments this has been
assessed as low severity and therefore we are not creating new releases at this
time. Fixed in OpenSSL 1.1.1d (Affected 1.1.1-1.1.1¢).

Fixed in OpenSSL 1.1.0l (Affected 1.1.0-1.1.0k). Fixed in OpenSSL 1.0.2t
(Affected 1.0.2-1.0.2s). (CVE-2019-1552)

Note that Nessus has not tested for these issues but has instead relied only on

the application's self-reported version number.

34.

141355 - PHP 7.2 <
7234/ 73x<
7323/ 7.4x<
7.4.11 Mulitiple

Vulnerabilities

MEDIUM

According to its self-reported version number, the version of PHP running on the remote
web server is 7.2.x prior to 7.2.34, 7.3.x prior to 7.3.23 or 7.4.x prior to 7.4.11. It is, therefore,
affected by multiple vulnerabilties:

- A weak cryptography vulnerability exists in PHP's openssl_encrypt function due to a failure
to utilize all provided IV bytes. An unauthenticated, remote attacker could exploit this to
reduce the level of security provided by the encryption scheme or affect the integrity of
the encrypted data (CVE-2020-7069).

- A cookie forgery vulnerability exists in PHP's HTTP processing functionality. An
unauthenticated, remote could expoit this to forge HTTP cookies which were supposed to
be secure. (CVE-2020-7070)

Note that Nessus has not tested for this issue but has instead relied only on the

application's self-reported version

35.

136741 - PHP 7.2x <
7.231/73x<
7318, 7.4x < 7.4.6
Denial of Service

(DoS)

MEDIUM

According to its self-reported version number, the version of PHP running on the
remote web server is 7.2.x prior to 7.2.31, 7.3.x prior to 7.3.18 or 7.4.x prior to 7.4.6.
It is, therefore, affected by a denial of service (DoS) vulnerability in its HTTP file
upload component due to a failure to clean up temporary files created during the
file upload process. An unauthenticated, remote attacker can exploit this issue, by
repeatedly submitting uploads with long file or field names, to exhaust disk space

and cause a DoS condition.
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Note that Nessus has not tested for this issue but has instead relied only on
the application's self-reported version number.

36. 143449 - PHP 7.3.x < MEDIUM The version of PHP installed on the remote host is 7.3.x prior to 7.3.25 or 7.4.x

7325/ 74x< prior to 7.4.13. It is, therefore, affected by multiple vulnerabilities as specified

7.4.13 Multiple by the changelogs of the respective fixed releases.

Vulnerabilities Note that Nessus has not tested for this issue but has instead relied only on
the application's self-reported version

37. 144947 - PHP 7.3.x < MEDIUM The version of PHP installed on the remote host is 7.3.x prior to 7.3.26, 7.4.x

7326/ 7.4x< prior to 7.4.14, or 8.x prior to 8.0.1.

7.4.14 /8x < 8.0.1 It is, therefore, affected by an input validation error due to insufficient

Input Validation validation of a URL, as specified by the changelogs of the respective fixed

Eneh releases. An unauthenticated, remote attacker can exploit this, by including an
o
character, in order to bypass the URL filter.

Note that Nessus has not tested for this issue but has instead relied only on
the application's self-reported
version

38. 155590 - PHP 7.3.x < MEDIUM The version of PHP installed on the remote host is prior to 7.3.33. It is, therefore, affected

7333 by a vulnerability as referenced in the Version 7.3.33 advisory.

- In PHP versions 7.3.x below 7.3.33, 7.4.x below 7.4.26 and 8.0.x below 8.0.13, certain XML
parsing functions, like simplexml_load_file(), URL-decode the filename passed to them. If that
filename contains URL-encoded NUL character, this may cause the function to interpret this
as the end of the filename, thus interpreting the filename differently from what the user
intended, which may lead it to reading a different file than intended. (CVE-2021-21707)
Note that Nessus has not tested for this issue but has instead relied only on the
application's self-reported version number.

39. 152853 - PHP < MEDIUM According to its self-reported version number, the version of PHP running on

7.3.28 Email Header the remote web server is prior to 7.3.28.

Injection It is, therefore affected by an email header injection vulnerability, due to a
failure to properly handle CR-LF sequences in header fields. An unauthenticated,
remote attacker can exploit this, by inserting line feed characters into email
headers, to gain full control of email header content.

40. 104743 - TLS Version MEDIUM The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a

number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that aren’t enabled for TLS 1.2 and higher will
no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30, 2018,
except for POS POI terminals (and the SSL/TLS termination points to which
they connect) that can be verified as not being susceptible to any known

exploits.
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41. 157288 - TLS Version MEDIUM The remote service accepts connections encrypted using TLS 1.1. TLS 1.1 lacks
1.1 Deprecated support for current and recommended cipher suites. Ciphers that support
Protocol encryption before MAC computation, and authenticated encryption modes
such as GCM cannot be used with TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 and higher

will no longer function properly with major web browsers and major vendors.
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