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2.2.2.1.3 Destination IP (dstip) IP dananisuadunniia
2.2.2.1.4 Destination Port (dstport) WasaUananisvasunning
22215 Protocol (proto) 1slamaaiild 15w TCP, UDP

2.2.2.1.6 Service (service) USN1IWIaUaUNRLATUNLN LTI LT

HTTP, HTTPS
22217 Session ID (sessionid) WuNBLaVLTETHATMUALATUNS
\Houda
2.2.2.1.8 Status (status) FOUSVDILTRD LT start, close, deny
2.2.2.1.9 Bytes Sent (sentbyte) ahmuia;&aﬁgﬂﬁamﬂﬁumd
2.2.2.1.10 Bytes Received (rcvdbyte) 31147 %D A “71' an §99270
Janang

2.2.2.2 Security Log (Liufiningnisaldnuanadasasis)
2.2.2.2.1 Action (action) M@ NARNTALEALUNTINAN 1% allow,

block, reset



22222 Attack Name (attack) T8289n131anGNYNATIINY (1%
SQL Injection, DDoS Attack)
2.22.2.3 Virus Name (virus) T8 1138Ngna 79wy

2.2.2.2.4 Application Name (app) TavasuawalaTunignuiannia

dsuauana

2.2.2.2.5 Category (catdesc) %mwyjmaaﬁsgﬂmu LT% Malware,
Phishing

2.2.2.2.6 User (user) %aﬂ'mﬁg”lﬁﬁﬁmﬁaaﬁ'uLmﬂﬁcﬁ

2.2.2.2.7 Reputation Score (crscore) ALHUHAITY U L‘%I' afavad
laataud

2.2.2.3 Event Log (Huiiningnisniazuy)

2.2.2.3.1 System Event (msg) iamwﬁa%mamqmnﬁﬁlﬁ@%u
L% Firewall policy applied, Configuration change detected

2.2.2.3.2 Administrator (user) %ia;&”@uas:uuﬁ@hLﬁumimﬁ'ﬂuuﬁm

2.2.2.3.3 Configuration Change (config_id) 3188¢ LgaUaINIT
WagnulasAInIsaIa

2.2.2.3.4 High Availability (ha_role) ununuasguninilulnua HA
L% Master, Slave

@28819 log LFAIAININN 2-1

date=2025-02-05 time=23:40:42 devname="BPS-FW-01"
devid="FGT50E3U17012538" logid="0000000013" type="traffic"
subtype="forward" level="notice" vd="root"
eventtime=1738773642498225300 tz="+0700" srcip=10.88.100.54
srcname="A47600" srcport=35669 srcintf="LAN-INTERNAL"
srcintfrole="lan" dstip=74.125.200.156 dstport=443 dstintf="wan1"
dstintfrole="wan" srcuuid="800eb708-3946-51ef-83f3-
c3daa97d8445" dstuuid="4e234d8c-3944-51ef-2d10-
0e6d285b0de5" sessionid=482079 proto=6 action="close"
policyid=1 policytype="policy” poluuid="c9dfa72a-3946-51ef-e3f0-
636c9d3b7115" service="HTTPS" dstcountry="Singapore”
srccountry="Reserved" trandisp="snat" transip=192.168.1.102
transport=35669 duration=242 sentbyte=4117 rcvdbyte=4254
sentpkt=18 rcvdpkt=19 appcat="unscanned"” sentdelta=203
rcvddelta=309 osname="Windows" srcswversion="8.1"
mastersrcmac="b0:dc:ef:89:91:17" srcmac="b0:dc:ef:89:91:17"
srcserver=0

2NN 21 Example Log from Firewall FortiGate 50E

2.3 Logstash



Logstash [10] umanduaslaiwumasafinamulas Elastic iwinnduaanaislu
MU U3zanana uazfidadayaanunasaig o ludsdanonmafiniinue Taodu
§IUNTIVD9 Elastic Stack (ELK Stack)

lassainan1ivinanuaed Logstash gnaanuwuuiilu Pipeline Geuvsoamdnau
89AUT=NaUNAN bauA Input, Filter Lae Output TAsUARZTUABHEINITARRLAAI NI
Plugins 614 ¢ Lﬁialﬁmmmﬂ%’mwiaﬂifzmuﬂ’liﬂizu’sawaiagavléfasmﬁwgiuuaz
mmzawﬁ'uﬁﬂwmwaﬁaga“ﬁ'ﬁwﬁﬂ

2.3.1 Input (M37070YA)

Inputs 1uasdisznaudAuay Logstash ﬁﬁﬁﬁﬁﬁﬁ%’uﬁagammmdama § 1o
Wi gnEuIunIlszanang I@mao%’umﬁuﬁagamn%mmiaa‘ma 1ag Input Plugin
Alesuanuiion laun

2.3.1.1 File lddwivdmdayaaininglu Fiesystem landansmznisriam
AFLALAEI tail -F unszuuL§En1s UNIX

2.3.1.2 Syslog TUW178AY Syslog HUNBTANIATIIN 514 UazulasToys
AINNAIFIU RFC3164

2.3.1.3 Remsﬁoﬁagaanﬂ Redis Server 1% Redis Channels lLas Redis
Lists la# Redis &Tﬂgﬂl‘flﬂu Message Broker Tulassa$e Centralized Logstash Lﬁiaﬁ’l
winfisa@7 (Queue) Logstash Events fisU131n Remote Logstash Shippers

2.3.1.4 Beats 7093UUazUIzu2aNa Events ﬁgﬂﬁdmmﬂ Beats %GLﬂu"g@
Lﬂ’%aaﬁaﬁm%’mamwLLa:daﬁaHaLmum:mUguﬁ

Input Plugin waazilszian’ldiuniseanuuuldmunindsdayadngruyldadneg
ﬂs:ﬁ'ﬂ%mwLLa:mmzauﬁ'uLmdﬁa%mﬁl,mn@han”u

2.3.2 Filters (MInI8IuazlIzanNanataya)

ﬁagaﬁ"tﬁ%’umn Input ﬁ]:gﬂﬂs:mawalmﬁu@au Filter Lﬁ‘auﬂmlﬁa%ﬂugmmuﬁ
IANNTENAaNNTILATIER LAz ARy laoa1u1saldsauny Conditionals LtWaAs1988Y
Lﬁiau"lmLLaz@hLﬁumiﬁ'mTaHamww:ﬁmammﬂmeﬁﬁﬁwu@ @089 Filter Plugin 71631
anuion laun

2.3.2.1 Grok 1%5?m§'uLmﬂLLa:LLﬂJaafa;&aﬁvlsjﬁiﬂiaa%alﬁlﬂuiayaﬁ'ﬁ
1a39819 wazaNTaFuAL e

2.3.2.2 Mutate 1‘*1?5%1%%@Lﬂé‘lﬂuuﬂadﬂaﬁmaﬁaga 1w LWApuTe au wie
WA e

2.3.2.3 Drop 1%6"(1%%’1_m3a\1LLa:auim‘J’aﬁthﬁﬂLﬂuaaﬂmmwu L% TaYs

Debug



2.3.2.4 Clone lFlun13aseduuivestoya Taggunsotiuniaauiad
UN9F e
2.3.2.5 GeolP I%E%W%“‘uLﬁ'uﬁagaLﬁimr‘fm‘hmemagﬁma@i’maoﬁag IP &4
susaugaInaLduunuilu Kibana 1o
2.3.3 Output (M3d9daTaya)

Output Lﬂu"}fu@auq@ﬁwﬁ Logstash ﬁiﬁaﬂaﬁmumiﬂizmawﬂﬂﬂ'ﬂﬂmﬂmaﬁ
fwua lag Output Plugin LL@iazﬂmnmaﬁumiﬁa‘*ﬁagﬂﬂJﬂi:uuﬁmmmu a28819
Usnamsilasuanudion leun

2.3.3.1 Elasticsearch l#fnitdaiivuaziinnzidayauuuiioalngd
2.3.3.2 File Output ﬁuﬁﬂﬁaHﬂﬂdl%“éﬁﬁﬂl‘ﬂ%ﬁ:ﬂﬂ5%
2.3.3.3 Graphite do"ﬁ’agavlﬂ{Tas:uuuaﬁmaﬁﬁia’imﬁzﬁm@%ﬂ

2.3.3.4 StatsD 1%@%’1%%%3’@Lﬁuaﬁ&m:’imﬁ:ﬁﬁaga

wana Nt Logstash §3358950 Codec Plugin G9s1un3nld52amy Input %38 Output
LﬁaLiﬁiﬁ'ﬁﬁﬁanamﬁ'af*ﬂ”agaﬁauuaz%é’amsﬂs:maNa #0819 Codec Plugin finawls
léur JSON uaz Multiline

@Tﬁyiﬂsaa%“’]aﬁﬁ@mjul,l,az Plugin I8 1N#a1e Logstash &141303895UN138@N1S
iagaﬁffﬁ'u%au mehﬂlﬁmzmumiﬂi:mawa‘*ﬁagaﬁﬂi:ﬁﬂ%mwmﬂ"fu LANNZEIR I

My gl lwan Log Management, Security Analytics LLaz Data Processing

2.4 OpenSearch Dashboards
= & ¢ A oo o
OpenSearch Dashboards [11] tJumaWdwisloinnaasan TanIUNTLIAINALAS
3Lﬂiﬁzﬁﬁa§aﬁﬁmﬁu1u OpenSearch 1ag3845UNNI819UATLESA (Dashboards) 13
#71ataya (Data Exploration) uazniaiimwiaya (Data Visualization) tNazaslwild
mmsmﬁﬁﬁa%gmﬁaﬁﬂvﬁazmﬁﬂs:ﬁﬂ%mw
AMENLANANYBI OpenSearch Dashboards
2.4.1 Data Visualization
L= v a lﬂl ‘ﬂl o v dl v 1 1
FRITUMIRTIIUAUDA NI UAZUHUA LwamLauama;&ahgﬂLmummlﬁmw B8
IWanainsnlienzdum lifuuazgduuuvesdoyaldadndaian
2.4.2 Data Exploration and Discovery
Q’L*’ﬁmmmlﬁ Discover %\1Lﬂum%adﬁa@Tuml,l,azﬂsao*’ﬁa;&a LNBALATIZW LI LTt
LLa:mnaawﬁa;&alm%aﬁﬂ

2.4.3 Dashboard Management



ma%’umsai”'ml,a:ﬂ%'uLL@iaLL@mua§@LﬁaLLa@a°ﬁa§aﬁéﬂ ) SINNINMRRALAgLNG
wazlsuuasasntsznaud 9 IWnunzaunumsisns
2.4.4 Support for Multiple Query Languages
OpenSearch Dashboards Sa\‘l{Uﬂ’l‘lﬂ’lﬁ’u%’mmﬂgﬂLLUU 7% Dashboards Query
Language (DQL), SQL, a8z Piped Processing Language (PPL) Lﬁmﬁwm’mﬁ@msjﬂu
RGN RHE
2.4.5 Installation and Configuration
sunsafaasuazinnuadnlénasds 5w Docker, Tarball, RPM, Debian, Helm

W8z Windows LiNa LA an3130 1T 9% b6 bR NN AR B NNRAINAAE

Mo mENLANATaUARuINa1H OpenSearch Dashboards tulavasdamaAnydniy
= v d ) v v v
MyiaTMzlazuaaINaTayaaIn OpenSearch TatiulwilianInanamauunllin

Y LENGER HIMIILATIZALTIRN LLaz‘nJhLauaﬁagavlﬁamaﬁﬂizﬁw%mw

2.5 wdsefiiaatas

ﬁ)’mmiﬁﬂmmiw”@uuﬂmaa%wavﬁugmém%’ummm%‘uia;&a Woa95uN3
Aenziiuiindayani13331931A30178 (log file) Francesco Amori UazAms [13] It
Filebeat lumimiumiuuazsdstayaanlug log 17 Kafka ludinasiaszidoudoys e
wisnanunTaunawin lulgnu wazld Logstash Lﬁaﬂiaa‘*ﬁaga mmfufidﬁﬂ‘*ﬁa%ml,iﬂ;j
OpenSearch LﬁaﬁumLLaz‘imﬁzﬁ%;ﬂamumlﬁm fmIumIdliudinsfeaiuain
Usaasiuas CNAF lafinsnanunsldann OpenSearch 11y Wazuh LRBUEAINABENS
Jusz@nsnw

luguasmalienziduiindayanisananaiate Lﬁaizquazmnﬁuﬁam‘mﬁ
vJusuase Poongkuyil Muse wazame [14] latauadsmslensaninm ELK (Elasticsearch,
Logstash, Kibana) Lﬁav‘i'm'ﬁmaaaﬁ'mumﬁmﬂﬂﬁmﬂ"ﬁagafﬂ’%ﬂunmﬁa lagldgadaya
JuinanuGswiias Apache HTTP LLa:'ﬁﬂLmﬂﬂixm*nmmﬁ@ﬂﬂﬁmaa@%ﬁ"lm%aﬁaim
l5AaLaa3 "mutate” L Logstash @9 Aataa$ "mutate” a:gﬂlﬁﬁmﬁuﬂa@ﬂmjﬁ%a’h
"bot" lutiufin uazusasnamIlaTzidayatiufind1u Kibana

wan91Nd RAzvan Stoleriu WazAmMe [15] §I%1LaWTUUALT ELK §1%5UN13
avvduuazdianzinislaninislaowes lauld Packetbeat lumstdufindayan1yanas
LA38718 331\1Lﬁu"l,ﬂﬁmﬂawﬁﬁLﬁ'miaaﬁ'umsl,%amia HTTP &z DNS iagammﬁazgﬂ

#4169 Logstash 1Wansas IP Address waz DNS 7ia391U Indicators of Compromise



(I10Cs) ‘ﬁ's:qvlﬂu MISP mnfuiaga%gﬂda@ia“ﬂ'& Elasticsearch LWasalfiy uaz
URAINAGIY Kibana

Tuumuzidsany Mohsen Bin Mohamad Hata wazagus [16] boVinnsiasnshuuin
Toyan1IIMaTaIadny Lﬁias:qLLa:mnﬁl”uﬁﬁmﬁuﬁlﬂuﬁumwsﬂmzuu SIEM lagle
ﬂ'uﬁﬂmﬂqﬂmtﬁl,ﬂ%a"ﬂ']ﬂmmuaﬂ (External Network Devices) G'f%agﬂdamu Filebeat W8
17 Logstash Filter lun13nsas usn uazdajUuuudays 1w nrsusniadaindaniny
fufin wazmsudsstayalwagluzUuuy JSON lay Elasticsearch viwsihiidugiudoys
fnsudaiivuazdunideyatuiin uazldiu Splunk {Waa37980L IP reputation V09
szuydanauniela yﬁaa'mf*ﬁ’aga OSINT (Open Source Intelligence) LAZLRAINANTY
Kibana

u,wa@wai’u'ﬁ'mmmLLﬂaﬁu"ﬁ’ayaLﬁimﬁ'um@lmstﬁ%%aﬁ'mqﬂmwﬁ%mu
LNa@AWasN Ricardo Fernandes Lasa M [17] \ian}d Malware Information Sharing
Platform (MISP) 1{la4271n MISP QﬂaﬂﬂLLUUN’]LﬂiE}d\‘iLﬁ%ﬂJﬂ’]iLNULLWiﬁQHﬂLﬁﬂ?ﬂyuﬁﬂ
Qﬂﬂ’]ﬂJ%%ﬂL%@;ﬂ’litﬁﬁLﬁﬂ’Jfﬂd L7 Indicators of Compromise (loC) ms’l,uqmu laod
Qmjwmmﬁa"ﬁ’mlﬁ%u’;mm@m 9 mmmL%'amiaLLaszaﬁuia%mLﬁimﬁ'umﬂﬁmﬁ
wianugnaaldadnaliysz@nEnn Aleena Terese George uazaniz [18] ldld API va4
MISP lumsasiagausniuzuas IP address Mdnaaszuy lagszuvazssnaallds MISP
I{Waas198au31 IP address ifugﬂuﬁaﬂﬁavm WINWLIN IP address AnUAan 1wULIL
fnuanzuuwandafiaiu o s'fimmﬂmwmf'];ﬁ'l:ﬁ%%aqﬂmrﬁifmzvlajvleﬁ“%'uagnujmiﬁ
NINITNENNT

wonniissiunaanofuauiindonfeni 15w OSINT Framework waz STIX/TAXII
1agl Renato Marinho LAzt [19] 15 Open Source Intelligence (OSINT) Lﬁimzquazﬁ%’w
Iﬂs"l,wa‘ﬁ'mqﬂﬂmwm"lﬁmua§ﬁLﬁ@§u1ﬁﬂ lawld Logstash Twitter Plugin 33U adaya
37N Twitter TesUianag1932a152uaznainnats wazldinafian1sUszaiana
MBATIINTIG (Natural Language Processing - NLP) Stats¥taninuuasdfitngtas
wienainsluslnduessvgnanulasiSoufisuiugiudays MITRE ATTECK thaidla
ﬂaqﬂfuazmﬂﬁﬂmﬂﬁmmﬁﬁiﬁ waz Asif Siddiqui kazatue [20] 14 STIX (Structured
Threat Information Expression) w8z TAXIl (Trusted Automated eXchange of Indicator
Information) a‘im%’umiﬁ'@mil,l,a:uanLﬂﬁﬂufaagaﬁﬂqnmumﬂmua‘fT,@m STIX 1ot
1a39&319 Indicators of Compromise (IoC) ﬁ%’@wu LT IP addresses, domains, URLs
W8z hashes vmazfl TAXII a°1mﬂmwa:mnlummanLﬂ?}lﬂu‘*ﬁa;&al,mi"uﬁiz%dwizuu
19 9 adrsaaiouassaludd luaudsoil IPtables l49aya loC \Waa$9 access

control lists (ACLs) figunsadsuidfsuauaniunisal degalunisufennsdniean



v oA & o = . ) \ o
LL%ﬂGV]Lﬂ%au@liqﬂ‘l@aEl’]\?i']@llai') LAe Suricata (ili’s’i]ﬁmﬂ’lil‘!ﬂgml,a:m log VL']JEW

Logstash é’:’m%’umﬂﬁmammLLa:‘Emﬁ:ﬁﬁagaafjwﬁﬂizﬁﬂ%mw

UNN 3

25NITANRIITWIVY
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=2 ad, o Aaw A 4 v v v [ 6 v A

nnnsAnsngefidaguazuidoiiieides gl ldsnansfesdanaiine
iandszgndltlunidariszuuassdvuszudadendslmueslasldgiudays MISP
Threat Sharing laganuNsamBRaTUAaK NI LRUNNTAI Ieasda lUR

=2 a [ a A v [ a o

3.1 dAnwussiianzAtymNineaToanuuiay

3.2 m3sanuuLITILLAzaUnIal

3.3 mInawzuuLazgUnInt

3.4 nageumslinuvasszuuuazgunal

a 3

3.1 dnsuasdiansidamiifisadasiunwise

mu’iaﬁ”uﬁ”L@quﬂmri Firewall FortiGate 50E %115 l4n1384 Log Traffic bi/e3
Logstash T3¥minfaansas (Filter) Toya lassruuazinn13nIad Destination IP
Address LAZAIIIFOUAINNROAANSINL Dataset Blacklist IP Address BIN WL 3N
Destination IP Address @ 390U fagalu Blacklist Dataset ScUUasfiNA WA Tag vl
"blacklist-ip-address” WAWIN bIWL 329 Ua Tag 1% "none-blacklist-ip-address” fams
AANTEILAAauTinIa39A% Log Traffic ﬁmumiﬂs:mawaazgﬂdﬂﬂ{i’@Lﬁulu
OpenSearch Lﬁial"ﬂummamle,a:ﬁmﬁ:ﬁ"ﬁa%m 'ﬁg\‘if: Dataset Blacklist IP Address
1du191n MISP Default Feeds laald Python ﬁwmsﬁaiagamnmeﬁmﬂunﬂ 9 1
F2la9 lunsdiinnisise Qﬁﬁ'ﬂvlﬁﬁﬂmmgumaumsw“’wmLLaz@iﬂLﬁumumuém”u
sadaluit

3.1.1 @nwin13vneiuvasgdnsol Firewall FortiGate 50E l4n1389 Log Traffic
suislassaronaziiionives Log teldiduumanmslumsswuadanlonisaanses

v

WaNAUW Logstash

U

3.1.2 #nu32uulas9aiI9InITYiNIIwed Logstash TINAINTZUIRNNTAAGS N3
AMuAFILND 3L Log n3Aan3ay (Filter Log) Lasn13finnua Tag Ut Logstash

3.1.3 An13zuulasIai1an15Hineuuad OpenSearch 3INHIIFNITUEAINA Log
La=M3A9e Dashboard Lﬁaﬁﬁagaﬁ'ﬁaomimmm

3.1.4 @nwn1hdayadIn MISP Threat Sharing 1nlglun13TiaTeiiazn 93y

>

=) a et . n:i L et
ﬂ@]‘ﬂﬂ']&l I@Uﬂ’?ﬂ“/]ﬂﬂmﬁ\‘iﬂﬂ Log Traffic YIVL@T]J"inﬂiZUU

3.2 m‘saammus:uuuazqﬂnsn’i

va @ o

NI Elﬂ']‘ﬁu@‘llallLm@ﬂadﬂﬁﬁﬁ%ﬂfqaﬁiti(ﬂﬂ&jdLﬁuﬂ"l‘iaaﬂLLUULLﬂza@@T\‘i‘%UU

U

arvduuazuIndeunsloiest lasldgutoys MISP Threat Sharing 32ULAINET64
Toya Blacklist IP Address 910 MISP Default Feeds tWatnanil3suifisuny Destination
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IP Address fiiufin131u log 1899Un 704 Firewall FortiGate 50E mﬂwudwﬁ'a%i IP @39nU
qﬂﬁagaﬁgﬂm}uﬂ'@%@ﬁ FTUVNIUTIA DU

NNt Q’?a‘fﬂﬁwmiﬂsuﬁuﬂizﬁw%mwmaai:mﬂ,@U@mﬁ]aaudwmﬂﬂ?wLﬁﬂuﬁu
Blacklist IP Address ﬁnmmam}”a%mwgd 3 unsldnasnsasanuludasimrinle gadpdsld
AABANTEUIBNNTISBAILEAIl NNA 3-1 uazlassaiaesunaanafuaTIagaL
Blacklist IP Address a9n1wf 32 1 al#ainleadaszuuaiu1snas29su Blacklist IP

Address VLGTG gaftszEninwuazaaanf gL QULT@LLN${WQﬂ§$ﬁﬂﬁﬂ 29M7398

idayaan Logstash
uamnanalu OpenSearch

. l

#a Log Traffic lalds
Logstash

J,

faaiaua Blacklist IP
Address ann MISP

l

ws3day IP Address fu
Log Traffic Taalsf
Logstash

amvin OpenSearch
Dashboard wazudmaina
Blacklist IP Address

l

MuAtaua Blacklist IP
Address fesaulily
nagay

l

iszfiudszanianns
#5339 Blacklist IP
Address

\/

6gstash dmawvin "blacklistip
address" uaz "none-blacklist-ip-
address”

&
auans
Yes|

No

AN 3-1 LEBANLRAINIZUIRANTIDE
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=

S (ISP
=N Threa©\Sharing
u -

& ~oB+
The firewall sends log

T traffic to Logstash

e 3
g
8.
+ Ml The Logstash host retrieves

blacklist IP address data from MISP
via a Python script.

©)
® T@OpenSearch

Client requested
connection to a malicious Logstash checks the blacklist status

IP address. of the destination IP addresses in

log traffic, tagging them as either frt The Aadmin can

‘blacklist IP address’ or ‘non-blacklist -- r monitor logs and

IP address’ 4 blacklist IP addresses
via OpenSearch

2NN 3-2 Iﬂix‘]ﬁ%”]d“llﬂ\‘]LLW&@IW@%&I@IT}%&QU Blacklist IP Address

3.3 nsnawIszuULazaUnol
L 1 [ 1 2 1 6 6 6 6 1
mMswawszuuntsaanidu 2 &u laud a15aurs uaz sanduas laslusaiuves
(% . 3 ~ v A ° o { '
g13awas Usznauee Firewall FortiGate 50E Gavinniinfiiu Gateway fMIUNITausa
Swmaiifiauaziufin log traffic Wz Lenovo M700 (CPU i5, RAM 24GB) ilfidualnyal
o o A qq// A o o o 6 s’ni ni v 1
fmiuAaassruulians (0S) uazsassumasanusassanausninegITas Tusiuas
aWdawIs iwifisl log traffic A4dayaan MISP Threat Sharing tWaanLLTouisy
LaLLIZNIANALNDLRAINAA NS VBIN1TATIIIL Blacklist IP Address
% (% 6 6
3.3.1 MINAWGIKITAUIT
AI9e ldvninigendegdnininiinisninaiafiuaasls nwd 3-3 thelild

Tas9a39LasaruLaNaueNa NIWN 3-4
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U @

Access Point Router

I FortiGate50E | LAN [
1 4 WANl
III E] W [ E] - -

-

Lenove M700

:i A : &
2NN 3-3 ﬂ'ﬁL“ﬁE’J&l@]i’]E!l]ﬂim‘ﬂ’Nﬂq HNAN

INSIDE

SRV-SYSLOG

"N -
i

dl U =} 1 A
AN 3-4 La3Ia9LaIadnaLalan
o o A A i & A A o A A
wasnduiunngendagunisimunni 3-3 WD LA ba LaTIRIL AT AT L R At

ANUNTNN 3-4 ;ﬁﬁi’ﬂﬁﬁﬁﬂﬁﬁmu@mséﬁm Firewall FortiGate 50E @& log b3

Syslog Server lag/l@&9 Command Line Interface (CLI) ANNUEAS AN 3-5
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CLI Console e o T D B x

BPS-FW-01 #
BPS-FW-01 #
BPS-FW-81 #
BPS-FW-01 #
BPS-FW-01 #
BPS-FW-01 # show log syslogd setting
config log syslogd setting
set status enable
set server "10.88.10.11"
set facility syslog
set source-ip "10.88.10.1"
end

BPS-FW-01 #

AN 3-5 Command Line 1AL Log iy Syslog Server

3.3.2 MINAMWIa I nTaN AT
1 6 (ni o L% %
Tusrnvasmanadursninanldinmw dsznauas
3.3.2.1 PROXMOX ¥I#sinftduulnaanasud1niuaanITuasIuiaIadtaian
& a @ X Y o L5 Qs { H
(Virtual Machines) T4l44194398 %1981 505% SRV-SYSLOG anunuaadly Awf 3-6

lagvhwinfiidu Syslog Server éwiumidaiivuazinzAiuindaya (Log) luszuy

X PRO MO X Vvirual Environment 8.2.2 &
Server View B \itual Machine 102 {srv-log) on node ‘proxmox01 r
5 Dalacenter
B oot & Summary Add
53 100 (windows10) >~ Console E= Memory 16.00 GiB
0 3 Hardware @ Processors 4 (1 sockets, 4 cores) [x86-64-v2-AES]
& Cloud-Init 8 5ios Default (SeaBIOS)
& Options & Display Default
@ Machine Default (440fx)
C = Task History —
= i local vm (proxmox01) S sCsi Controller Vil SCS| single
AL ® cor (ide2) local iso/ubuntu-24.04-live-server-amd6d iso media=cdrom size=2690412K
& Backup B Hard Disk (scsi0) local-vmvm-102-disk-0,iothread=1
1 Replication = Network Device (net0) virtio=BC-24:1161-F 2 C6 bridge=vmbrd,firewall=1
D Snapshots
U Firewall

o Permissions

NN 3-6 7198289 PROXMOX VM

3.3.2.2 SRV-SYSLOG tfluszuufly Ubuntu 24.04.1 LTS tuszuudfudnis
wan aunLaaslunng 3-7 lasyinninisu Services NI TudwIun13338 13U Python,

Logstash, OpenSearch uasTana@lIsan § NiNaITes



15

P srvlogadmin@srv-log: ~

cat /etc/xease
DISTRIB_ID=Ubuntu
DISTRIB_RELEASE=24.04
DISTRIB_CODENAME=noble
DISTRIB_DESCRIPTION="Ubuntu 24.04.1 LTS"
PRETTY_NAME="Ubuntu 24.84.1 LTS"
NAME="Ubun
VERSION_ID="24.e4"
VERSION="2U.04.1 LTS (Noble Numbat)"
VERSION_CODENAME=noble
ID=ubuntu
ID_LIKE=debian
HOME_URL="https://www.ubuntu.com/"
SUPPORT_URL="https://help.ubuntu.com/"
BUG_REPORT_URL="https://bugs.launchpad.net/ubuntu/"
PRIVACY_POLICY_URL="https://www.ubuntu.com/legal/terms-and-policies/privacy-policy"
UBUNTU_CODENAME=noble
LOGO=ubuntu-logo

Mwn 3-7 wihaasruudUian1svas SRV-SYSLOG

3.3.2.3 Python iJunmmnltluntswamlusunsudmivdsdoyn Blackiist

IP Address 910 MISP Default Feeds lagldWsridi crontab wavhnsdsdayaiduszes
o A ~ % A v v = vo o

nn 9 1 TN AVNNLEAI L NINA 3-8 ma;&aﬂ"l,mngﬂﬁmmULLaszsm"bmmulﬂu

13037988 Blacklist IP Address 1 Logstash lasnaawizastayauaaslu nwi 3-9

é 1 b = U Qs
PIDILURUL ﬁk}%ﬂizﬂ?%ﬂ’ﬁ’] Lﬂi’]tﬁLLﬂ: WIILADUA Elﬂ‘ﬂﬂ’] E\

7 srviogadmin@srv-og: ~

To fin
minute (

t through
redirected)

For more informatio

m h dom mon dow
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ANN 3-9 Naﬁwﬁmaﬁaga Blacklist IP Address 104310 MISP

v
[

vi39t Tdawas Python ﬁ‘l“ﬁém%’uﬁdﬁagaﬁnﬂ MISP Default Feeds w14t 3 su
e

3.3.2.3.1 N13A94318N015 Blacklist IP Address 311 MISP Default
Feeds #awiLInn1389318n15 Blacklist IP Address 71 MISP Default Feeds wijatuls
I@ﬂmmmg@ﬁaai'mvl,@‘”l,umwﬁ 3-10 Gsluaragradunisaraveituisedn
fetch_greensnow() LasinRwaaauls url %3789 w89 MISP Default Feeds Auti4is
318N17 Blacklist IP Address I@]Ul%‘ﬁﬁ%ﬂlﬂﬁ https://blocklist.greensnow.co/greensnow. txt
daanld try lun13fistoyadan requests.get(ur, timeout=10) Gavenilwvnisas HTTP
GET request '1U#l URL i mua lagld timeout = 10 3wt tWatdasnunissalnaaui
dwld wandvladldaauauasnialu 10 3unfl Wardduaz nyavinu uazidng except
&% response.raise_for_status() vunsleasiasey shaanIuzved HTTP Response
WINN13589Vad1L52 (HTTP Status Code 200 OK) WinT®azin1d1uda uaniiia

v

aHAWANA 171 404 Not Found Weriduaznaarinuniudl uazlin except nasnniuaz

o ) e, = A & 9 . &
14 data = response.text.strip().splitines() lun13@sdayanidudanay (sting) 30 lWd
A \ . @ ' o = @ '

greensnow.ixt TIHNNTAULEI319 wenTaanuuaazuTInaaantdusents wazli@audn

Toyalaoniy retum data Nifazdn1vandudefananadie except
requests.exceptions.RequestException H1LAATBRANAIA WINTUIT ANNTBAITNLII

\@awid Error fetching greensnow: {Sﬁﬂazl,ﬁsl@ﬂ’aﬁ@wm@} Vi The request timed out.
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fetch_greensnow(

url = "ht

try:
response = requests.get(url, timeout=18)
response.raise_for status()

data = response.text.strip().splitlines()
return data

t requests.exceptions.RequestException as e:
print(f"Error fetching g
return []

NN 3-10 16 Python 71lE64TayaN MISP Default Feeds

3.3.2.3.2 N334 Blacklist IP Address 310 MISP Default Feeds 6@
faultyhwi A3 Blackiist IP Address annnunaitayanaan lasld set() iNaLfief

T3t a9nIWN 3-11

combined results = set()

combined results.update(fetch blocklist de())
combined results.update(fetch greensnow())
combined results.update(fetch emergingthreats()
combined results.update(fetch cinsscore

combined results.update(fetch cybercure
combined results.update(fetch mirai
combined results.update(fetch ipsu
combined results.update(fetch_home n
combined results.update(fetch threatview()
combined results.update(fetch myms())

AN 3-11 1d@ Python 7il431u783831n MISP Default Feeds

3.3.2.3.3 N1319 31] LUy Blacklist IP Address 31N MISP Default
Feeds ﬁgmmvﬁ wufinasing YAML Taaldaaaunind 3-12 azdniunidagduuy
Blacklist IP Address AwSauldauny Logstash la ﬂ"ﬁ’ﬁ’]éﬁj formatted_results = [f"{ip}":
blacklist-ip-address' for ip in sorted(combined_results)] Lﬁalﬁ’waé'w 5o gluEﬂLLUU "1P":
blacklist-ip-address waz g sorted(combined_results) Lﬁaﬁﬂdéﬁ@v‘u IP Address 91ni#ag
lusnrenfiaztiaudaadudanina mnifuﬂ’agm:gm%uaﬂﬂﬂ@ﬂﬁmumww"l,‘wa(
output_file W "/home/srvlogadmin/projects/logstash/config/dictionaries/misp-blacklist-ip-

address.yml" WNaltlunmsifinuifsany Logstash ¢iab
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formatted_results = [f'"{ip}": ss' for ip in sorted(combined_results)]

output_file = "/ admin/ ctionar sp-blacklist-ip-

try

N 3-12 1 Python Nl3agtuuudayaain MISP Default Feeds

3.3.2.4 Logstash TusuIand Logstash MMRUINTU log mﬂqﬂﬂini Firewall
FortiGate 50E W% service port UDP 514 aNNNWRAIIUATNT 3-13 lasn13@da1nI13y

log 289 Logstash ugadatilunui 3-14

7 srviogadmin@srv-log: ~

:~$ docker exec -it cbl93eaea5bld sh
$ logstash -V
Using bundled JDK: /usr/share/logstash/jdk
logstash 8.9.0
$

$ exit

:~$ docker ps -a | grep cbl93eaea5bl
opensearchproject/logstash-oss-with-opensearch-output-plugin:8.9.0 "/usr/local/bin/d
ock.." 7 weeks ago Up 11 days 0.0.0.0:514->514/udp, 0.0.0.0:12201->12201/udp, 0.0.0.0:5044->5044
/tcp, 9600/tcp  pbs—logstash-11
:~$

~$
:$ |

2NN 3-13 %98 Logstash Version

confd 2 00

1  input {

og-udp-514"

> "udp”

AN 3-14 N136196719L syslog UDP 514
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INIUANNNT filter A1 destination P address 31N log traffic lagsiuty3auifisy
AulWa misp-blacklist-ip-address.yml %aﬂﬁawnmsﬁﬁagamu Python luaaudu n1n
WUI" destination IP address a;ui‘l,u dataset 92 @ tag "blacklist-ip-address" LLa:ﬁ,’nTaHa
‘quvlﬂagﬂu [threat][software][type] LG®IN LINY 22fa tag "none-blacklist-ip-address”
aufiugasle nwd 3-15 ﬁ]’mifudﬁa%laﬁmuﬂﬁﬂs:mawavl,ﬂﬂ?ﬁ OpenSearch Ll

Wl vuazuzainasaly auAnaasls Awn 3-16

dest ion][ip
translate

utput.conf

[input][type] == "udp” {
if [data_stream][dataset
opensearch {
= ["
ta_stream][da

AINN 3-16 ﬂﬁi@ql’\‘iﬁ’m’ﬁﬁ\‘]ﬁ'a%lﬂﬁf«i’]%ﬂ’]i@lii)ﬁ]aauvlﬂET\‘I OpenSearch

3.3.2.5 OpenSearch 1%%%3’5'81?: OpenSearch ﬁﬂ%ﬁﬁﬁLﬂuLﬂéadﬁameNa
fniunaraduuazudndenns e lauldgutaya MISP Threat Sharing lun1s
\W3suLAiey Blacklist IP Address 910 MISP Default Feeds 111l log traffic N=U2%nN 55491
Tdayansanldnulasnis@auiin "blackiist-ip-address” Waz "none-blacklist-ip-address”
Tutitonn log WH1WHI T8 threat.software.type F9l@sua7n Logstash WazONHIUERDHI
OpenSearch Dashboard 1a ﬂ%lﬁﬁ'uﬁmqfagamsamasm%amngﬂLﬁﬁﬂ,u indexes ¢4
e luWd 3-17
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Indexes (98) . T

M 3-17 M Idduiindayansanasiaiesnslu OpenSearch

3.4 nagauNIlRIwBBIsTULUAzgUn Il

3.4.1 NagaUMITNIRIaIaniands lagarasauinaaninibendadswnadiiele
wazdin1389 Log Traffic g4 Syslog Server asmgﬂﬁaamuﬁﬁmu@

3.42 NAFAUNITNNIIUBITIUY LaUAIIARAUINEINITOURAINA Blacklist IP
Address 33 1%T8Ya MISP Default Feeds L&

3.4.3 nagauLaztUSouLAsuUTsANTA T WYeITuY 1UN1TAIIIRBY Blacklist IP

Address fiUg1uTaya MISP Default Feeds latld3un13 Blacklist IP Address fita3ualy
IIUIB 10 IN8NT

NN 4

NANIIANWRWBNITIVY
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PNANMIFLARNITIIY ANB wazNawTTUUaTIULasuIsfaunt Iouaslasls
3 uTaya MISP Threat Sharing szuuldsunisaanuuuli@adays Blackliist IP Address
91N MISP Default Feeds tWasinu/5uutfiouniy Destination IP Address fivwfinllu
log 284g1/n70k Firewall FortiGate 50E ‘W]ﬂWiJ’j’]‘ﬁla%j IP asirutayalutyddn szuvez
NTUIILAUNUN

lasedndlunasul threat.software.type 1891UAinTayaN139M99LATOTBILURGY
1% "none-blacklist-ip-address” aauaaslunIng 4-1 waznInasanudtaglusenns

Blacklist Anaziaadtdn "blacklist-ip-address"

883 hits

g P 5 d.. y L = -
NINN 4-1 ‘]J%‘Y]ﬂ"]]E]ﬂﬁlﬂﬂ’li’i]iﬁ’ﬂimiﬂﬂl'\ﬂm% OpenSearch

1147 OpenSearch Dashboard e3ugaalun W 4-2 uFAITaY AT VITUAN
N1933133LA3098 ‘%dﬂizﬂauﬁ’sEl?ﬁ’mil%L%QﬂﬂifﬁﬁLﬁ@if%ﬂ%%&l@ Swanmasendai
lasuauaauazlaildiuaunia dnsldnuiaiadng $1u3u Non Blacklist IP Address
W8 Blacklist IP Address lun1sianda 318013 Blacklist IP Address fidn1siin 19 91m
§1wAnT18N"T Blacklist IP Address f8n13it 19w dnslEnedatnaaasz ezt
JINDINTTIABUAL Blacklist IP Address 10 8WAULIN GUN19 IP Address 5 8WAULIN

1a18m19 IP Address 5 auaunIn wazlislanas 5 auaunIn
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S Search Dashboards
ashboar Dashboards-1 . & Edit

Network Utization (Bytes]

454 319 54 1.3GB

Top 10 Backdist 1P Address (Bytes) Top s Sources (Bytes) Top 5 Destimations (Bytes Top 5 Protocols (Bytes)

J
m?
-

w,
"

“‘

ANN 4-2 %iiN3a OpenSearch Dashboard

T 00w TN AFEL szuvldldgataya Blackiist IP Address 3nunaITa YA
IPsum, Myip.ms a2 Blocklistde 8898z 100 18NN35 FULARINITNAROUNIRUA 10 AT
Tasluudazassazvinnns §u (Random) 7@ IP Address L] Walseiudssansnnues
seuvlnnis asasuuasusdendelaued nedt niawesszuulunsdia 5vlainy
Blacklist IP Address L&AISINTNA 4-2 1145 HASWENNIATIIFOLILUAAIHY Dashboard

{ e &/ o a a @ 1 [ 1 e kg
NAWAWI % I@]UN&ﬂ’]i@]’lL%uﬂﬁTJ’%ElLL‘IJx‘iE]E]ﬂL‘ﬂ% 4 §1ua 9%

4.1 Naﬂ’liﬂﬂaanﬂgﬂﬁ/aﬁa Blacklist IP Address 2849 IPsum
o Aa % Y ° o % . 4 . &
mynasauduinnislasld script §1%3U tenet 13 host 90 file list NFuUNN

(random) #1% service port TCP 443 URZATIARALNARNSH1 OpenSearch Dashboard

S} Search Dashboards
wved) + Creal

= o o ! Editing Dashboards-

At vents Ahowed Connections Oenied Connections G Wetwork Utiization Byt

448 57 8 33.1MB

‘‘‘‘‘‘‘‘‘‘‘

nnnnn

xxxxx

-
%

~
Yan?

AINN 4-3 HANNINARAY Blacklist IP Address U89 IPsum
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NAN1INARDL Blacklist IP Address U89 IPsum a9uaadlun Wi 4-3 wuinszuy

FIUITNATIIWY 100 IP Address NONFUATIIRBUATUN I Uazilaadlsznauvas
o o . e ¥ da X .

Dashboard @3% 31nNN7 4-4 ugasdwImngmMIBinInuaniifiadunsluszuudwam

448 110NT Vel MWD 4-5 Uaz MWD 4-6 uaaInITandanldsuaugasiwIu 57

18MI uazmMageudengnufiasiiuin 8 :1am3

All Events @

448

ANT 4-4 HANINAROU Blacklist IP Address 289 IPsum (All Events)

4

Allowed Connections L]

57

AN 4-5 HAN1INAROU Blacklist IP Address U84 IPsum (Allowed Connections)

4

Denied Connections @

8

AN 4-6 WANINAROL Blacklist IP Address U84 IPsum (Denied Connections)

a4

MWD 4-7 LRAIUSUI AT ITINWLAI DA TINNIA® 33.1 MB LAZNINTN 4-8 LAY

mﬂ"ﬁmugaq@ﬁﬂszmm 14.3 MB lug91081 22:12 w.

Network Utilization (Bytes) ]

33.1MB

AN 4-7 WANTINARDLU Blacklist IP Address U84 IPsum (Network Utilization)

a
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Network Utilization Over Time (Bytes) @

Network Utilization

@timestamp per second

@ hitps @ tcp_8006 @ tcp/B0S0 @ udp/5353 tep/5228 dns @ http @ tcp/T680 ntp

= @ udp/5004 @ udp/443
E=! o

AN 4-8 WANTINAROL Blacklist IP Address U84 IPsum (Network Utilization Over

Time)

NN 4-9 waz NIWA 4-10 LEAISIWIUNITLTandaaIN IP Address ﬁ"l;ia%islu
Blacklist §142% 175 A33 u,azﬁ'agj'lu Blacklist §71W2% 272 A%3 MWA 4-11 LEAIIIWI IP
Address ‘ﬁ'a%ﬂmwmi Blacklist 19%a@ 100 185 AWT 4-12 UEAITEazIEEaVas P
Address 1 Blacklist wiaad3anmdanasiy 36.4 KB WRENWT 4-13 Uaa3 IP Address 1o

é’um"’ugeqw 10 ARAL I@:1Lwia:mamsﬁﬂ%mmﬁayawﬁﬁuﬁ 9.09%

Non Blacklist 1P Address fc3

175

Hit Count

o

ANN 4-9 WANTINAROL Blacklist IP Address U84 IPsum (Non Blacklist IP

Address)

Blacklist IP Address fo3

272

Hit Count
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AN 4-10 HaN1INAREL Blacklist IP Address 289 IPsum (Blacklist IP Address)

Blacklist IP Address List Count @3

100

Count

o4

AN 4-11 NaN1INAFBLY Blacklist IP Address 284 IPsum (Blacklist IP Address

List Count)

Blacklist IP Address List ]
IP Address « Bytes v
95.47.63.37 5848
178.178.194.203 5528
222.172.32.246 4728
39.108.127.195 4608

36.4KB

o

ANN 4-12 HaN1INARSY Blacklist IP Address 289 IPsum (Blacklist IP Address

List)
Top 10 Blacklist IP Address (Bytes) 3
Y .'dn“ = |
@ ‘~-" ).127
@ 1553386 @ 136419397 @ 15.235.2.68

@ 2497253246 @ 39.109.127.195 @ 43.157.107.67
@ 45.66.247.244 @ 45.84.107.101 @ 45.156.128.121

@ 45.156.129.60 @ Other
4

i

ANT 4-13 a1 INagay Blacklist IP Address 284 IPsum (Top 10 Blacklist IP

Address)
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NN 4-14 uaAIUREININNTaITaYA lay IP Address 10.88.100.54 JuTunmutaya
anfiga Aol 92.44% vaanisnua Nwi 4-15 uaasaonisvastoya lag IP Address
A 1a A A A a o«
10.88.10.11 fSumunfiga Aaidu 22.03% ve9adanfa 10.88.10.10 Aauilu 9.32%
A & | A v A Y &
oz 1.1.1.1 Aaudlu 5.93% drudananedunanudaidu 52.54% vesdayanivue uaz
A A o A @ .
N 4-16 uaaslislanaafnlfuunfiga 5 918073 el dns, https, ntp, tep/7680 Waz

o ' A a @ oA
tcp_8006 ‘ﬁ\‘iLL@]aleUﬂ"li&lﬂiu’]m"ﬂaﬂﬁl,ﬂ’]ﬂuﬂﬂ 9.09%

Top 5 Sources (Bytes) @

@ 10.88.10054 @ 10.88.100.51 @ 10.88.10.14
® 10.88.10.10 @ 10.88.100.50 @ Other

4

mwﬁ 4-14 HanN1IN@RDL Blacklist IP Address 983 IPsum (Top 5 Sources)

Top 5 Destinations {Bytes) e

\ 10.88.10.11 (22.03
Other {52.54%) ' 10.88.10.10 (9.22%)
". 11.1.1(5.93

@ 10831011 @ 10881010 @ 1111 @ 17264413

@ 162.159.61.3 @ Other ;

NN 4-15 HaN1INARAL Blacklist IP Address 289 IPsum (Top 5 Destinations)

Top 5 Protocols (Bytes) @
s i
S 2
1dp/443 w% !nn» 9.09
) & ot (9.09%)
U’

@dns @http @ https @ ntp @ tcp/5228
@ tcp/7680 @ tcp/8080 @ tcp_8006 @ udp/a43
® udp/5004 @ Other

1]
.
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AINN 4-16 WAN1SNARSY Blacklist IP Address 289 IPsum (Top 5 Protocols)
4.2 N&ﬂ’liﬂﬂﬁﬂﬂ@ﬂﬁ’aﬁa Blacklist IP Address 289 Myip.ms
o a ) . ° o o . . A, £
nsnagaudiunslasls script #1WIU telnet 1Ue9 host a1 file list UGEGIET

(random) #1% service port TCP 443 Laz@TI98OUNAANTH1% OpenSearch Dashboard

S Search Dashboards
g Editing Dasnboards-1 (ursaved) T

AnEvents Allowed Conmections Denied Connecticas. T Metwork Ubilzation (Bytes)

254 39 7 32.4MB

xxxxx

ANN 4-17 HAaNINARY Blacklist IP Address 2843 Myip.ms

WANINAFaU Blacklist IP Address 283 Myip.ms a9u&asln g 4-17 WUzl

§1U1INATIINY 100 IP Address NYNFNATIIFAUATUGIN Uazilasdsznauvas
e, | i . B T, b .

Dashboard 4% NN 4-18 ugasdwananIninInuaiiiaiumeluszuuiiuiu 254

UMY Dozl NINA 4-19 WAZNIWA 4-20 uaaInIaLBandad lasuayyasiuimn 39

183 uaznsbeudangnlfiasdiuiu 7 :ons

All Events 83

254

AN 4-18 WaN1INAFaL Blacklist IP Address U84 Myip.ms (All Events)

Allowed Connections =

39
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ANN 4-19 WANINAFBL Blacklist IP Address 2843 Myip.ms (Allowed Connections)

Denied Connections @

7

AN 4-20 HANINAFBL Blacklist IP Address 2843 Myip.ms (Denied Connections)

Bl

AINN 4-21 LRAIUTNIHNITITINWLAT DU UTINNIRY 32.4 MB LAz AINN 4-22

LLﬂ@]x‘lﬂ?ﬂ‘ﬁﬂ%@x‘i@@ﬁﬂiZ&l’]m 19.1 MB FL‘Wﬁ’J\‘iL’Jﬂ’] 23:36 .

Network Utilization (Bytes) 9

32.4MB

AN 4-21 NaNINARDLU Blacklist IP Address 2843 Myip.ms (Network Utilization)

=]

Network Utilization Over Time (Bytes) @

Network Utilization

N

@timestamp per second

dns @ https @ http udp/138 @ tcp/5228 @ tcp_8006 @ udp/5004 @ tcp/8080

® udp/443 @ udp/5353
4

iiii

AN 4-22 HANINARSY Blacklist IP Address 2843 Myip.ms (Network Utilization

Over Time)

NINWA 4-23 LATAIWA 4-24 LRAITIWIBNILTaNAD9N IP Address ﬁ"l,u'ag'lu
Blacklist 311473% 119 A34 LLazﬁﬂ%ﬂ% Blacklist 3147% 135 A5 MNN 4-25 LIAIIIUIN IP

Address ﬁagj‘lmmms Blacklist N9%N® 100 318ANT ATNN 4-26 LEAITILRLDAVRI IP
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Address lw Blacklist wianUIanadayaTin 19.2 KB Uazn Wi 4-27 uaad IP Address T
é’u@”ugaq@ 10 AUAL I@ElLL@iﬂ:i']Elﬂ']iﬁﬂ%&lﬁmfaHaLﬂﬁﬁ%ﬁ 9.09%

Nen Blacklist IP Address a3

119

Hit Count

o4

AN 4-23 WaN1INARAL Blacklist IP Address 284 Myip.ms (Non Blacklist IP

Address)

Blacklist IP Address b3

135

Hit Count

N

AN 4-24 HANINARY Blacklist IP Address 2843 Myip.ms (Blacklist IP Address)

Blacklist IP Address List Count @

100

Count

N

AN 4-25 NAN1INARSY Blacklist IP Address 89 Myip.ms (Blacklist IP Address

List Count)
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Blacklist IP Address List er)
IP Address ~  Bytes ~
15.204.91.76 4608
61.246.184.102 4608
103.133.109.93 4608

19.2KB
< 1 >

4

AN 4-26 WAN1INARSY Blacklist IP Address 89 Myip.ms (Blacklist IP Address

List)
Top 10 Blacklist IP Address (Bytes) @
.18 2
1 ) ’ 5%‘
4
Qg

@® 562.137.87
@ 8.224.21

23.111.23.82 Other

1

AN 4-27 WANNINARAL Blacklist IP Address U84 Myip.ms (Top 10 Blacklist IP

Address)

ﬂ’]Wﬁl 4-28 LLa@ﬁLL%ddﬁﬁJ’ﬂlﬂ\‘]ﬂ’a}&a I@]U IP Address 10.88.100.54 ﬁﬂ?mm‘ﬁ'@ga
wnfign Aaudu 90.79% vasriinua MWl 4-29 urastasmeesdays Tag 1P Address
10.88.10.11 ﬁﬂ%mmmnﬁ‘qm Aatdu 30.67% va9a981Aa 10.88.10.10 Aaidu 10.67%
e 162.159.61.3 ﬁ@]Lﬂ% 4% dauﬂma‘}’l’mgm’mﬁ'uﬁmﬂu 44% madﬁagaﬁgmu@ 153+
NAWA 4-30 LLamIﬂﬂmﬂaaﬁi%mumnﬁq@ 5318017 ewA udp/5004, udp/443,

A . A 1a v oA
tcp_8006, tcp/7680 uaz dns TIudazmumsiidTanutayairinniuda 10%
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Top 5 Sources (Bytes) @

10.88.100.51 {3.95%)

V!

10.88,100.54 (90.79%)

@ 10.88.100.54 @ 10.88.10051 @ 10.88.10,14
@ 10.88.10050 @ fe80::a08d:c676:7a...

o

AINT 4-28 WAN1INARAL Blacklist IP Address U8 Myip.ms (Top 5 Sources)

Top 5 Destinations (Bytes) 3

10.88.10.11 (30.67%)
Other (44%)

l." 10.88.10.10 (10.67%)

162.159.61.3 (4%)

® 10881011 @ 10881010 @ 1111 @ 162159613
® 49.234.126.83 @ Other

El

AN 4-29 WaN1INAFBL Blacklist IP Address U8 Myip.ms (Top 5 Destinations)

Top 5 Protocols (Bytes) @

dns (10%)

udp/5004 (10%) "“
' l https (10%)
"

udp/443 (10%)

tcp_8006 (10%)

tep/5228 (10%)

@ dns @ http @ https @ tcp/5228 @ tcp/8080
@ «p_8006 @ udp/138 @ udp/a43 @ udp/5004
@ udp/5353

o

AN 4-30 HaN1INARAL Blacklist IP Address 284 Myip.ms (Top 5 Protocols)
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4.3 N&ﬂ’liﬂﬂﬁﬂﬂ@ﬂﬁ’aﬁa Blacklist IP Address 284 Blocklist.de
o a 2 . o % % . . { &
mynasaudinnislasld script #1%3U tenet 1153 host 90 file list NFuTUNN

(random) H1% service port TCP 443 Laz@TIIRALNARNTH1 OpenSearch Dashboard

S Search Dashboards
= o Editing Dashboards-1 (unsaved)

@ Aslowed Comnections @ Demied Connections S Metwork Utization (Bytes)
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