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ABSTRACT

This independent study aims to investigate, detect, and prevent attacks from
LockBit Ransomware by simulating a real-world attack scenario. The objective is to
closely examine the behavior and operational patterns of the ransomware under a
controlled virtual environment that mirrors real-world conditions as accurately
as possible.

To achieve this, the study employs advanced cybersecurity tools, including a
Security Information and Event Management (SIEM) system, to perform real-time
monitoring and analysis of security events. Additionally, specialized forensic tools
such as Redline and Any.Run are used to analyze malware behavior, while Wazuh
is implemented to detect and correlate anomalous activities across the system.

The results of this study are expected to enhance the understanding of
LockBit’s attack mechanisms and provide effective detection and prevention
strategies. These findings can assist organizations in strengthening their cybersecurity

posture and reducing the risk of ransomware attacks in the future.

(Total 49 Pages)
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vén vildlumeiugeasudinifiimaunissuines wnnd wava¥uemudemeogneguuss
79 LockBit Ransomware [1] Faduusudinnindrududougs wazsjsriulaufiosdnsmnnnans
favwmlnglagianty LockBit Ransomware ldmaliansrsaliasiuiunisiuy Sendila
dawalideyadfyueavd slianunsadiisld wavdesndgyiuanuidsdumsgadedoyanns
ynlidhseRumuiiglaufGenses

Lockbit Ransomware €43l A aauyd Lo ulun 1N1UNT NT2ENUAT U WAL
5193 eanssudean (Social Engineering) il anaana alwind of ad walauad fenuies
nuAteldn e efnwsUuuunislaufives Lockbit Ransomware way thiauaisnis
993U uaetlestumsTasidana Tneshdefiasnanfiided

2.1 usuguWIs (Ransomware)

2.2 Lockbit Ransomware

2.3 MITRE ATT&CK

2.4 9fnenmansadna (Digital Forensic)

2.5 MINTINFOUANNANYTAIVRIlE (File Integrity Monitoring)

2.6 szuudamstoyauazmansaifuaiutiunsasade (SIEM)

2.7 miAdeiiAedes

2.1 usuuw?s (Ransomware)

LSUT IS NeE T awds Ussianui 97 00N uuNILi o115 alHE niesdn
nsdnfadeyaveunie waziSondosaldii elainisadAudeya vieddszuuld
Tnunsnsyaerusafivd e, auiidusunsne, nienislauinietesdnivessonduas
Tnouvseenidu Locker Ransomware @9dannnsidniisgunsal uay Crypto Ransomware
Fatrsalnsvonndousudunslgiaunlrdudouiu ilinistestu waznsiadueiniu
danaliAnenndemesieyana wagaadnsilan [3], [5]



2.1.1 Locker Ransomware AesfauaiiFonanlaussinvmileiiden viedianisidiis
gunsalveunde Wu resfiawmes aundvliu viewiudn Wudu laghidhewalndmeluaios
wiazyh gl lianunsalfnuszuulsdauninazdieala shuansmhasudafeuiiidonimmuy
Lardfnsvrse dedreiitaeny 18LA WinLocker uag Police Ransomware 781491
Dumhsnudeiulingmnaonasnlivionnla wazgondieiu 3]

Locker Lok Victim
RANSOMWARE o Extortion paid
ATTACKS PHASES screen ransom

InStep 1, the
victim
receives
malicious
downloads.

In Step 5, the
victim uses the In Step 2, the
Tor browser to
Py the money
RY i digital How does

currency. :
s Locker-Ransomware

Work?

Step 4 a ransom
message is
displayed, and
payment is
demanded.

AN 2-1 N15YIUVRILTUTUWISUSELAN Locker Ransomware [18]

nsvUIuMIYaLTes Locker Ransomware Tagvialuansnsnutseenididu 5 dumoundn
Fauanslunmil 2-1 15unduneuusn e wdold fulndiidusunsie (Malicious
Downloads) #afnslugunuuvesdiuailuds (Phishing Email) w313 uleddidsdariana
Inanaurs i ond oldalwddana 1 Faurdozswhauiud Tngvinn1sdenszuy
vidodriamaiiidueiosmeufinnesveamie dwaliliaunsalinugunsalldnumni



Tudunoudaun fawazuanstoanuienaild (Ransom Note) lnsszyinuie
Foetrsziiunisluszesinaniinvun dagdueialyannsadandenssuulddnsely
Tngvomnsnstrsziuinivualidnidunisii Tor Browser iiteingiiuludveslasd
uathszeeanaliuAIva W Bitcoin w3e Cryptocurrency 81 9 1udu Faduisadieli
dlanfansnsauntade wagvdnideamsanmuginssuldedistiuszansamn

2.1.2 Crypto Ransomware AesfauasGonenlafisiaiums dhaialid veando wu tonans
sunm 33e Wudu sldliaansodavielfnulndmanduld andussdensesanldifiouan
flunauanensia (decryption key) lngonafmunseesnaInsaneity wnlddelunaniitnue
Indoragnau viawnsanns feen Crypto Ransomware fifidodes 18un WannaCry, Locky,
CryptoLocker %38 LockBit Ransomware @ sldn1siisaiidudou 1w AES, RSA n3e ECC
linsaensiarilaenn viseuwudulUlilamalifiad WDusiu (4], (8]

a Q) =

User receives Attachment is The /
spammed message downloader malware crypto-ransomware is |
with archived that connects to URLs downloaded onto the /
attachment hosting the computer
crypto-ransomware
15
" !
< % ;= < 8 !
,,.: =i l i
===()
Victims must use A ransom message Files in the affected
Tor browser to pay is displayed, stating computer are
using Bitcoins the deadline and encrypted

amount

AN 2-2 ASTNNUTILIUTLLISUSELAN Crypto Ransomware [18]

N I S o (Y e?/’ a o

n38UIUN15IAUA v03 Crypto Ransomware gy U ad ud unaud Yoy uay
& a A A vvey o A A a A o= s A o vy I3
\Wusguu Buanmsimgelasudiumany visedwailyds Fengluuwwulnangnivdall wu g
WINEna .zip w3 rar lnegoudlauds b anely W ewd ovaad o wazilald wuy
fawsneluazgnBenidan Jusu lneweusaluds URL vised@sunesildduumaunsnszane
VOIUITUTLINS Wentlvian Lazfinms Crypto Ransomware adlusyUUTOLED

NaINARAUTIUSO8LA dawrsazisunssuaunmsisialnadfgluneunimes

A oA s 1 1 a D = 4 o o a
voundeviudl danalilndane q Wawnsaleldanu viandela nssuaunsildndndunis
9819390157 wazlfeuldau L endnid 8an1593993UNTUsUNINTNwIAuUaense
wasndsiaasedu daursazuanstaniuisendila (Ransom Note) lneudaliinge
N31U3d 03 sEli Ui awaniun s Aulild wieunassyTuiwliu uagafinvue



vnlisudunsamelunaidvue feyaeiagnvinans vieliausadaulsdndelufuans
Tunwil 2-2

Toeunglanfazimualiviefereruaietiellannsafamals o6 Tor Browser
uaythszufeanaiuidia wu Bitcoin ieanaliududiliannsansinaeuidunisgsnss
Ietdne 1usu Faduismsidieliglasdundadinu uazvanideenisgnAnniuainmieny
sueusiunsUaonsy

2.2 Lockbit Ransomware

LockBit Aousudsuniigniimunliidu Ransomware-as-a-Service (RaaS) Genguenyaying
annsolififienizszuu Wwsnevdnves LockBit Ransomware Aeasdnsuunalvauaslnseasng
flugiuiidey LockBit Ransomware ldinediafidudou wu madnfddaelivadignalue
(Valid Accounts - T1078) Msensgfuavs (Privilege Escalation - T1068) wazmsiinsiatoya
WiaSenenle (Data Encrypted for Impact — T1486) Wieassmudee wazdendeaiuain
widl o wsuduuwad Gl anuanunsalunisundnsesses (Defense Evasion — T1027) wae
anunsauns nszanenulule3 0 1ue9Angla 081959057 1O uAYu LockBit Ransomware
Igsunmsiamnegwaiiles wasdmadasnesdulml o wu LockBit 2.0 uwag LockBit 3.0 il
wliamslaufdudousnntu dwalifunmedunddussuduniisuaneiigslutiagu ),
9]

Infection Propagation Preparation
K., 7 ]

(i 4 : N

Exfiltration Encryption Double extortion

—_— N\

— 2 /o $

mwﬁ 2-3 ANSYIN9IUVe9 Lockbit Ransomware [19]



N3¥UIUN1TIANAYBY LockBit Ransomware (LockBit Ransomware Attack Lifecycle)
annsoutseaniu 6 funeundn TaeiEuain nsfaide (Infection) asfaunfaziingszuy
wWhnunelageidumaliaaig ¢ Wy n13dsdwailasds (Phishing), N3Nz Y09lRIV09TEUY
(Exploiting Vulnerabilities) M%aﬂﬂiﬁbﬁ%auﬂaﬁaﬂﬁuﬁ%&ﬂ%a (Leaked Credentials)
iielwansntfsszuulaglild$ueygyn Wedaurfamnsounsndutng szuuldudn
ﬂzL%’nq'sﬂyumauﬁ’miﬂﬁa N15uNINTza18 (Propagation) @9 LockBit Ransomware
wfunsindeunenelussuuiaietig (Lateral Movement) Tagldlustnnoadinyld
7lU W Remote Desktop Protocol (RDP) uag Server Message Block (SMB) 1dugu
Wienszaneinludigunsalduluedetnedeatu
Mﬁﬂ%?ﬂﬁuﬂzﬁﬂd%umuﬁamﬁ’eJ NSPTHUNTT (Preparation) %3 LockBit Ransomware
sgyatenalnn1sdesnuvesssuy laen1sd anisvinauveslusunsunaud s
(Antivirus Software), #gAN5¥19UVBIVTNNTIFUU (System Services) uazraudayadises
(Shadow Copies) Wl atfosiulallsing oanunsad Audeyald andusaursaedndunislu
Funoumsaluedoya (Exfiltration) Insazdnaeualuedoyadiey (Sensitive Data) uazdsoonly
Fadsnnesvouland (Attacker’s Server) ui aldlunisnadumd evnlyiveustorqld
Fauamslunnit 2-3

Tusunoudisae n1ssWalng (Encryption) LockBit Ransomware azidnswalug
favmmuugUnsaivesvile (Encrypt Victim’s Files) ¥ounadsumuanalndlidusuuuy
.an12983 LockBit Ransomware dwilsilndlaianunsndn wiedndslésn gavinefodunou
n13gnsslanaeatu (Double Extortion) 4 sflaufiuanainaziionalaiil ouandy
nauInensaNd) fugitezidamedoyaiignulue (Data Leak) soansisavy mamdelsl
pewthsviunuiifese nagnstitefuusnadu uarlenmaiimiovssendnealanndeiu
Fauamslunni 2-4
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B W TWITTER > E HOW TO BUY BITCOIN > @ CONTACT US
LEAKE D DATA e¢ PRESS ABOUT US [ AFFILIATE RULES &% MIRRORS
LOCKEITEN)
biso.at millwgs.com skystar.it zep.it

14D 02h 21m 465 13D 06h 20m 635 19D 16h 30m 04s 19D 16h 29m 00s

BISO GmbH The development of BISO harvesting
solutions can be compared to the car tuning: the
combine manufacturer supplies a solid base machine

Millennium Logistics - Final Mile and White Glove
Delvery Located in Frankiin, MA, Milennium logistics
provides nationwide services for Final Mile White
Glove Delivery & Asset Recovery.

Since 1996 Sky Star has speciaized in the supply of
Integrated Logistics Services for Companies

We are a passionate group who have been
perfecting cleaning formulas for over 85 years with
one purpose: Make the planet cleaner, safer, and
more productive.

rydershealth.com

[ PUBLISHED

Ryders Health Management is now known to
everyone, first of al, for its indifferent atttude to the
protection of personal data of ts clients and
employees, as well as corporate information of the

greensboro.edu

Greensboro College provides a liberal arts education
fostering intellectual, social and spiritual development
while supporting the individual needs of all students.

losh.com

We began in 1990 as Losh Communications
instaling Business telephones systems for AT&T.
‘We stuck with it as that division of AT&T became
Lucent and eventually, Avava. Over the vears, we

alpepipesystems.com

1 14D12h 48m 525 9D 12h 04m 095 9D 11h 59m 465

THE wholesaler for pipes and civil engineering
components and have specialized in trading with
steel pipes (that ALPE "Fuchsrohr™ system) and cast
iron pipes concentrated. With experience and knovi-

optoflux.com

9D 11h G1m 41s

We produce precision optics that are used in
numerous industries, for example automotive,
medical, industrial or consumer. High qualty and
absolute precision are just as much our focus as the

grebe-korbach.de

9D 11h 46m 40s

The company Grebe & Sohn GmbH operates a liquid
gas distribution storage facility in your neighborhood
in the Am Hagen industrial area on Effringhauser
Weg in Korbach

mariocoelho.com

9D 11h 43m 42s 9D 11h 39m 13s

Mario Coelho Ltd

tavlit.co.il

Tavit- Irrigation and Water Products For more than
40 years TAVLIT has been supplying high-end and
innovative products to leading international
companies in the irrigation & water industry and to

i 2-4 feayaann LockBit 3.0 Leak Site Fuluiuledvesngu
wsuduwsTlUnnevoyavenge [19]

2.3 MITRE ATT&CK

MITRE ATT&CK ‘Vﬁ@% a1fi1n Adversarial Tactics, Techniques, and Commmon Knowledge
HunseuunAnfignivanntulagesding MITRE Corporation tellunsvhaudflauasinse
sunuungAnssuveslanilulanlswes Tneniuluinmsesuned unousne 4 vesnisland
w9297 13 uneneund 1 aszuu audentsmuau wiovhaned oy ai oglussuuidvaneg
nsouuAai ifissusveliinTinsgianansossynvasvesnsTandldi Tuniidy udds
annsoululssgnaliiflenauuimslunistestu n519dy wazneuauswiimmMsairuAM
sunsUaensitluiweslfediuszavis amdniesauandlunini 2-5 [9]

ANUlAALA YRS MITRE ATTRCK ABN153 Ay amuanmny Ua9n1siauf auwnanwesy
Wwsne Fsaeliesdnsannsadentidoyalinssivanimnadenesmuies Jagiu ATTRCK
Framework wUssanidu 3 nguman leun Enterprise ATT&CK Al dmsUsEUU Windows,
macOS, Linux, 53u0952UU Cloud Wag SaaS, Mobile ATT&CK éim%’uqﬂﬂiaim?{auﬁ YU
Android wag i0S A fdnwazianizveangAnssusiawnd uugUnsalnami uag 1CS ATT&CK
dmsusruumUANEAEIMNTIN (Industrial Control Systems) W SCADA %3 PLC iJudu
faitnidudmanevesmslanifisatiuasamnudemeselasaisiug s sume
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Software Execution x

selection controls layer contrals technique controls

- = 2 AV
L X B *HATIIee 1 om
. R . Privilege . Credential . Lateral .
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection
9 techniques 10 i 18 i 12 hnigues 37 i 14 i 25 techniques 9 techniques 17 techniques
Replication Native API BITS Jobs Process Obfuscated Files or Credentials Replication Screen Capture
Through Injection g 1) Information (5/5) from Password Through
Removable Windows Hijack Execution Stores. (@3 Removable Data from Local
Media Management Flow 5, Access Token Deobfuscate/Decode File and Directory Media System
Instrumentation Manipulation (5., | Files or Information Network Discovery
Drive-by Traffic Sniffing Lateral Tool Audio Capture
Compromise Command and Signaling ., Exploitation for Modify Registry Process Discovery Transfer
Scripting Privilege 0S Credential Archive
Valid Interpreter ;g Valid Escalation Process Injection (& Dumping g q System Network Exploitation of  Collected
Accounts 5, Accounts ;) Configuration Data 3/
Exploitation for Hijack Execution Rootkit Brute Discovery Services
Exploit Public- Client Execution Account Flow“m) Force (i Clipboard Data
Facing Manipulation (1) Indicator Removal on System Owner/User Taint Shared
Application Shared Modules Valid Host 55 Steal Web Discavery Content Video Capture
Browser Accounts ;) Session Cookie
External Remote  Scheduled Extensions Access Token Query Registry Remote Automated
Services Task/Job (318 Boot or Logon Manipulation (55 Two-Factor Services (6/6) Collection
Boot or Logon Autostart Authentication System Network
Hardware Software Autostart Execution g,,, M Virtualization/Sandb i Connections Software Data from
Additions Deployment Tools Execution g5, Evasion 55 Discovery Deployment Removable
Group Policy Unsecured Tools Media
Phishing ;/q, Inter-Process Compromise Modification BITS Jobs Credentials (a6 System Time
Communication 2 Client Software Discovery Internal Man in the
Supply Chain Bina Scheduled Hijack Execution Exploitation for Spearphishing ~ Browser
Compromise wa System Task/Job (58] Flow Ty Credential System Service
Services ;) External Remote Access Discovery Remote Data from
Trusted Services Abuse Elevation Masquerading (5,5, Service Network Shared
Relationship User Execution 221 Control Forced Peripheral Device Session Drive
Scheduled Mechanism ., W Traffic Signaling [l Authentication  Discovery Hijacking .,

aaa

Task/Job (@6l

Boot or Logon

Valid Accounts ,/,,

Input

Remote System

Use Alternate

Data from Cloud
Storage Object

Boot or Logon Initialization Capture 5, Discovery Authentication
Initialization Seripts 35 Indirect Command Material 5, Data from
Scripts s Execution Man-in-the- Application Window Configuration
Create or Modify Middle , », Discovery Repository .,
Create System Group Policy e
Account ;) Process ;.. Modification Modify Network Service Data from
Authentication Scanning Information
Create or Modify | Event Triggered Rogue Domain Process g, Repositories |, ,,
System Execution 1,0 M Controller Network Share
Process .., Steal Discovery Data Staged |,
XSL Script Processing  Application
Event Triggered . Access Token Software Email
Execution ..o, Abuse Elevation Discovery ., Collection /-
Control Steal or Forge
Implant Mechanism , ., Kerberos Network Sniffing Input
Container Image Tickets (318 Capture (3j4)
L_ Pirmmt Unbimn Annnes o=

AW 2-5 MITRE ATT&CK Matrix Weing Tactics (Nagms) wag Techniques

(wadla) Akannasitlunszuiunisiaufnslouas [20]

daa

2.4 UAINYIATENIN

a v

INa

1a (Digital Forensic)

(Digital Forensic) @8 NSEUIUNITIIVIIN TLATIEH LAy

TRINY1A1ENS A

D

aa a v

Aushwmdnguddna Maeateatvervginssunislaues wsemenisalfidwansenuse

=) 1

spuunoufneg LagiaTetny 9ausrasdndnie MInsavaey uazszyndngiuiidediold
dethlulilunsiiesgiimmnisal nsifudeya wiensatuayuynangmane [1], [3]

As¥UIUNTS Digital Forensic Sdumauvdn 4 Sunsundauandtunmd 2-6 oun

2.4.1 m3szydeyandng1u (Identification)

véngrundviaidudssududensiinneinnisal visliiluteyaauslunszuiuns
finrsanvosea Inedoyandnguiiagiuldaldiu desannsossyundsiinmesdoya
ndngiulddrdeyadananntumianile sandssiangunsalle warléisnnsesaals
Tunslendsteyandngudanann Fahludeslesfuvangiudu 4 vieyanaiiieitedls
Fefundngruiiividdursdesiinisssyiiin wagdinislfunvemdnguegsdnuiioly
a1313anTIvEeUANINGNABILA
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2.4.2 M3vIvTINteya (Collection)

NANFIUATNAN AT UABIIN1TNANTUIINETIUTINTRY AR 19ls waziiUadela q
Pinasionsindulaezlstng wu nmsiiudeyandngiuriuidelvduinsizdoyandngiu
wianuasniely Wudu mszdeyandngiuuisegrsiududeyaluniisainudidinsng
(RAM) Aifawineuey Jasenimangiufiagaaisls (Volatile evidence) lneiuaindoya
< v 2 o 1 & [ v o ] v v (=] & ' 3 6|
gaaarslasiiiganou 9nuu iudeyardeasdeylaudlaudlniaes wu arsalas
< % = 1 1% Al 1 . -

Jusiu Faendmangiunlidgayaais (Non-Volatile evidence)
2.4.3 mslaungadeya (Acquisition)
ﬂ3waumﬂé’fm%wﬁﬂgmﬁuaﬂ'u (Original source evidence) ﬁﬂm’lwﬁﬂgﬂuw’m
nen1w (Physical) kagnangIunemssng (Logical) Aesinistesiundingiuaidsiaainnisgn
a - Y v o v & vy 9 va 1Y g
au gniddeuuuas unly laewlelavdnguduatuinudaziull Tnglilviinsiinluungdos
Aunangiuduaty windnisvenangiululdau agvinisdesdiuivewangiuduady
(Digital evidence copy) tulWiiugSeswe (umingruduatuld lillinnswisuudas vie
wilale) wazdaalin1sduiinvlgn1sAseunsesdnagwe1u (Chain of custody)
Jwdnguiimsgniiifdlagles welns egls mewnuassls
lunisduarunienszuunsiigaundngiuadva nslaundsdeyasiadudunoud

v A

dfyian wazifgtasiudmumansal Toya wasndngiunlaudesdisngazideanasuiiu
0

o
v =

ANFed Feraeaniiumiedsnis nseuiu wnTesle Tomvunveanilas wavansawIsrianue
wdsdensufiawes Ndunsgiu waziluissusulidanadanivun waznguuiele q
dmsunsliundandnguninia

244 mmamyaaﬂmaﬁagawé’ﬂgm (Preservation)

'
1 a

Tunsaeuanu visemsiniued deyandngrufefussduszneuiifinudiyednad
1 osandualaenssdoniiugndes uagaauund odevennnnisal vieadtu 1
fafuisdndudesiinisundesdeyavdngiusdrumnzay dermdnisdisesdoya
msdmfvegaduszuy wagnsnsraaeumnugndes Wieliiulaindeyandngiutnsaany
anysad Lignudly Anudas visegnuasuudaslunnnsdl
n98UIUN15LUANTIIVIIN Lasdaliuteyandngiundviad sdesnidunis
Froamuseinseds neldinnsgiu uazduneuiildunistuses weluiuisng wdesdiofld
uazynansgiuiuay eliannsaihdeyaluliuszneunssiiuadlsogisiiuszdnsnm
Snvadifesdenndasiuteimunmningrinevesssmemiu q de mszmnifeunniadly
Tunoudina o1vdmalingundngiuvieanuindefie warliaunsoiluldiondia
ANTEYNHALADE9QNABININNTFUIUNITLRTTIH
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* |P address * Volatole Data
* Date-time Stamp - * Non-Volatile Data
* Digital Action b
* Response Message/{

.

y.
/

£
£

/ 1.Identification 2.Collection \
Process Process )
I B |
| "%
4 Preservation 3.Acquisition
- Process Process
\\
X /
\ 4
* Safeguarding \“\ 4 4
Evidence \‘\\ o ' *ogical Acquistion
* Little Changes T * Physical Acuistion

* No Change

A 2-6 NITUILNNG Digital Forensic [3]

2.5 n13n3FaUANNENYITAIvadlNg (File Integrity Monitoring)

M3nsIvERUAYINENYslvatlng (File Integrity Monitoring 38 FIM) Aanszuiumslunis
H152T wazasaaouaugndesvedlidluszuy lneifunisnsiad unsiua sundaad
Llasveun Wu msgnuily au nisasialuy Tnotanzlusyuulnd i fauddey wu
SwUUU RN grudeya weundiadu wazaunsalwiovie Wudu [10]

n13uves FIM dnldinadia n1sasisrngiu (Baseline) fagdane3sun1suay 1u
SHA-256 W38 SHA-512 it eifiuaniuzaatld wasiUSsudisutuanueiagiunnadsiiting
PTIVABU INANUAIIUUANA 19 anNI0UT Id T uAnn n13ai7 o1auA sadasifunisyngn
RRHGITer

NUITers Jukuntla wavansz [10] lawanslifiuin nsldaa3us PowersShell $auiu
WuIAR Hash Line uaz Baseline ansnsaifiumsusiug uazaudaveuvesszuu FIM 161 Tng
41115005393 UN15a313 (Created), N1suily (Modified), wazn1sau (Deleted) Wldlawuy
Real-time wasvaiaueliliiufidaiufiianuuaonde wu OneDrive Vault etntiosues
i linded (10, [11]
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2.6 szuudan1sdaya uazman1salauANNuAIUaansiy (SIEM)

Huszuuiignesnuuuaniiierlgluns asadu Iinesi wasmeuaussiodspnALNIg
loweslunuuiF valysiet 198 nluld Tnesimiiii srusndoanunassing 4 neluszuy
arsaunAvesasrns Wiazdu firewall, ssuunsaadu wazdesdunisyngn (IDS/IPS),
TUswnsudeanulsa, ssw%’ﬂmmmﬂaam‘”maﬂLﬂ?m@uﬂsu"m (endpoint security),
Uuiinwnmsalveadiniies (server logs), Tayanisiudsoyalunseyie (network traffic logs)
maamuﬁﬁazﬂaa]Wﬂqﬂﬂiﬁﬂ%’ﬂmmmﬂaa@ﬁwizLﬂ‘wﬁ'u 9 SIEM vhendlagle 2 nsguiunsven

2.6.2 mié’]’mmﬁauuaé’mmmﬁumﬂaamﬁa (SIM Security Information Management)
nsdanisdeyadiuniuiunsUasady (SIM) Aoszuu wiansyuaunisitdunis
T FaLiiv wardieszideyatuiinmenisal (Logs) a1nuuasdoyasis q angluszuy
wialuladansaume wu W@sroes gunsalineviy Wusdu szuugiudeya wiegunsnlsne
audasade Tasteyamaiiazgninu iasgidounds itessyuuiliy wodnssy vio
sUsuvvasfognaufieafintuluefin
2.6.2 mﬁmmsmeicﬁﬁmmmﬁumﬂaamﬁa (SEM Security Event Management)

MsdansiumnsaliuanuiunsUasnsdy (SEM) Aeszuu viEenszuiumsisjasunis
AinspideyammmsaifummnsiunsaendeuuuBealml (Real-time Analysis) Ingazsiweii
peduiansaiiaund Ve medudnnauandeyailiiunngunsainnutasndesii 4
U Firewall, IDS/IPS, Endpoint Security LaLSYUURY 9 ﬁL%E)@JIENE)gﬂULﬂ%@ﬁ’]EJ WWudu
2.7 “widsilieadas

mAdeludumsmsaiuneriinrsiusudunsldinstamedwuiedoduimaedi
HIUIN I@Sﬁmiﬂi%qwﬂ‘fj’ﬁlﬂﬂi@ULLu%ﬁ(ﬂ MITRE ATT&CK $2UU SIEM (Security Information and
Event Management) LLazLﬂ%qﬁammaaaummaugsaﬁmﬂﬂa‘ (File Integrity Monitoring: FIM)
L‘ﬁ@"?meﬁ‘wqﬁﬂiimaaﬁal,n%asmlﬂuisw Suk-on Wazame [1] AnwinislaufAues LockBit
Ransomware U132UU Operational Technology (OT) laelt Joe Sandbox tag MITRE ATT&CK
Framework WioTnsnesidnsutunounsland wuin LockBit ansnsaldiveiie T1078, T1068 way
T1486 leklsuamiisiatoyaldegnanniEs wenanil Jukuntla uaraa [10] Hiausuumig
Waru FIM aely PowerShell Script wanufiv Hash Line tag Baseline 521y OneDrive Vault
detostumsudlulidlnglailéfueunn vl Suhendi uazany [11] Uszgndld Honeypot
9 Wazuh SIEM Wlensadumsaununesauas brute-force attack léuu Real-time uag
annsaidoslesmgingsuiniu ATTRCK Framework leeg1saseungu Tusnuvesmgingsuns
NIH90ANIT UVBY Lee Uazany [4] did@ualuifn “Hiding in the Crowd” Iae LockBit
waz REvil WlndUanu (Link File) uazily script W explorer.exe iondnidein1snsinduain
SIEM ua% EDR @21 Chen & Lin [7] l8@nwin1suns i o1y Social Engineering waz RDP
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Flaifinsdnsia %ﬂﬁﬂﬂa‘jmi@m system restore Wazau event logs lngsRluilA NEWFIRINNTT
Rnmartouns vauedl Sharma wazny (9] shaiulufinisdins1e Targeted Ransomware Wawiane
Tms193un U Privilege Escalation 1 “Special privileges assigned to new logon” way
“Command started by abnormal process” ﬁawmsmzquﬁﬂﬁmqul,mwé’aé‘aﬂﬁuizwlﬁ
agausiugn 3ndunils Verma & Tiwari [6] Wiiauengfnssuuasusudinassesu Process wag
/0 Tagwuian LockBit sinisanld AP U CryptEncrypt, DeleteFile, WriteFile Wulusia
powershell.exe, cmd.exe #ag notepad.exe dastioufianalnnisvheuiinizdnludesesu
S¥UUUURANNS

mu‘ié’maﬂQ’i%’aﬁmmaamé’mﬁmmﬁmummmaﬁ’m IngladnassanIniInaou
939U Windows Server 2022 uag Windows 10 1l e nwing@inssuves LockBit
Ransomware lagldia3asile Redline, Any.Run was Wazuh lun13ns793uluy Real-time
Gﬁﬂaﬂmmizqmamizﬂuﬂﬁjm Execution, Discovery, Privilege Escalation, Impact wae
Defense Evasion lsfegnausiugh deyadildfinimdnniinisnsaadusne Antivirus mlU uas
anunsolusesendu Dataset dwsuimun Machine Learning Model Tuaunan iiiauiiu
auuiiuguazan False Positive Tneninsaneiseiinaunanumsnnasadsiiineimans
nsldiaTeadionss uasn1siBenlomnAnssuiu MITRE ATTECK Framework Sausigdlallaly
wiaia A/ML Tngnss wanaunsaiiesisikassuiienudeanauldegniiusedninn uas
annsnthluimusegealusyuuneuauesdnludi@lalusuian
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A5n15A L HUIU

Iuwuﬁ]mmmwumaumimLuumsa%mq 1 Wiglinsisesndululdiuseansnm
WAZRE | N’Jﬁ]EJ’%N’J’NLLNU%IJG]E]UH’]TJR]&NH

3.1 enUUUTLREUNNTIY

3.2 A lun1sIY

3.3 asudumaunsaniunsivey

3.1 29NLUUIUADBUNITIY

153901920 U T UAIEIUMEAUAD NITILATIEUNNAAINGIAIFNT LAZATIVTY

Ya a

FiTosuduanmsesnuuuIBmsiinesineudususuusn wedesnsundeyailiainnis

Y
a

ATIEYLawIS Lockbit Ransomware mmii’mi'gm%’ayjaLﬁaﬁﬂmimw'ﬁwéTumivTNm
Y093aI3S Lockbit Ransomware

TuduusnAonsieseinailiinenmans (Forensic Analysis) ilelaszvingAnssu
A159M91uveeTaud LockBit Ransomware Iagduusnion1ssamasouaninwing o
Wevhnisnadeuawss wisusegrataws Tnedum waz avlvansieg1adawisain
wia s @edold wWioldmegstaursuiudafazadunisinlndiaunsluinsigiaas
Sandbox taufufayanisviieniluszduid sadu Tnewiufudoyannfinssu (Behavioral
data) ua¥ Indicator of Compromise (I0C) wag yn1siUaldudawisuusyvuuunnis
Alddanioaly uagihdeyangAnssumsvhnuvestamnsluinmsinsegineiniele
Redline Lilevhmsiasevimginssumaisvesiamniiiioasune

duiidesfon1siinanInMITiinTgingAnssunsviuretaing tundsenaudu
NMSNARBUSEUUNSASI9sUTUITauS (Malware Detection) Tneduusnenissnnie
ANINUIAZDUNAFBULT 0V1N15NAdoUATIITUTaWIS InensUTawIS 7 Y153 ias e
‘wqmﬂiiﬂumumﬂmmmasuuuamwmmaaummmmﬂ’sLwammaamﬁ UUNTITIU
fis1a097 ULty @nnsansiaduiansaunszurunsieuilesasisin malm way
Juiinnansvaaey LLazuwlﬂagﬂmaLwamiﬂiw@a wagiannsyUusely fannd 3-1
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#5749 Virtual Machine
Windows Server 2022

PENLUUTEUUATaTedE MU
NRADY

l

A

AuMLaEAIUlvanfI9819

LockBit Ransomware

dawspussuudmiunIs
A5799U

L4

kJ

vhatawd lusulussuunwS eul)

Fuawslussuuianaassuy
M5799U

'

L J

WU Loe uae Event uaz
A5 1ENRIE Redline

dunanaztuiinnsudiou
(Alert)

l

¥

AATIZMNGRANTT LockBit
Ransomware A28 Any.Run
(Sandbox)

AATIBVNISHNADUY

True Positive / False

¥

hd

ajungAnssumsinnu
YNl INMSIAT 1B

ATUNAN15ATI9IY

w )

2NN 3-1 ATTUIUNITIVY

3.2 ALUUNISIY
TudruresunaunIsIATIERNIg
Tassdan1nnaedlunisnagautanast
lududuusnlagnis aseszuudunnisia

URINYIA1ERNT (

s

17

Forensic Analysis) §338ladnas
ANSYIN9UVDY Lockbit Ransomware
38 Virtual Machines fgsguuUfUR
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windows server 2022 #1la1n15a4 Sysmon uaglaltiaiosdiont s Redline [4] Wieviinng
Apsziuayly Sandbox [1] S1AlATz9iae laedldunau AInIng 3-2
1. asesruudfuinisiaiou

AN O A W DN

. aflunsAuAIg1aTa S
=
. 38U Sanbox any.run
. Sulfawisuuszuuaiiou
. Sugawisuu any.run Sanbox
. AATIZANGANTIUNITVNUDY Lockbit Ransomware

Lahessuudjiinmaaiiou

UAZIFIBUTEUU Any.run

ANY RUN

2. fifumsdumnshiegna Malware 3. Run Malware uuszuy

S e

4. A LN ANSTUA1SYINNUYEY Lockbit Ransomware

AT 3-2 TURBUNITHZEUNIT LAZIATIBRNGRNTTUNITYI91UVBY Lockbit Ransomware

H37ladnsTnaesan nwindenlunisnaaeudawds Ingldlusunsy Vmware

Workstation Pro 1193g@319sguudf]iRnisiaiion 1189310 Vmware Workstation Pro

IS s A = U a wa 19 s 1 lelyq v 14 d' ¥
AHINTUNaINRA1Y TINDITOITU i%UUUgU@ﬂT{LﬂWa’]EJLLW@@W@ilI Iumuumasﬂmaaﬂh

5euUUUR windows server 2022 lun1sdnassaninwndeulunisvegeudaws Iesesile
Redline Tun1s3asizidawis munni 3-3
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AN 3-3 5¥UUUUR windows server 2022 Ty Vmware Workstation Pro

AouEIdelavhnsfinaaaTesilo Sysmon sy wireshark LA R BINSANGANTTUNTT
1197183 Lockbit Ransomware Tuvauerimssulnddiauws snunmi 3-4 uaz 3-5

Introduction

Overview of Sysmon Capabilities

A 3-4 v duled Microsoft Learn dwisuniiluania3asiia Sysmon



Download Wireshark

AN 3-5 N AUlYENI9N1589 Wireshark wansutinaulvanluswnsuiieldausiunis
ANduLarllATIEitayaIAsaune

songAselevhnsdavnineenataunsiiules httpsy/bazaarabuse ch udaderiTauas7
A% olnd 86e17aa882c690ede284f3e445439dfe589d8f36e31cbc09d102305499d5c498 . exe
TuMsVREBUATIRMUAIN 3-6 LA TNNMTNAFBUL AT ULSEUUMUAINS-7 WAL 3-8

i - dcver # oemsin, URL ar e hash has been idertifie on any plstior from o
certralized saerch tool. Test it out s i - and happy buning &

MALWARE bazaar
iy

MalwareBazaar Database

Database Entry

e detections: 18

Al 3-6 iIuled MalwareBazaar wansiagadeyaiawis LockBit 91ngiudeya



dielalndTawsuudnvinmssulwduussuuUfiRnis

[ & | < Manage

Home Share View Application Tools

& ~ 4 4 > ThisPC > Downloads v O Search Downloads
MName Date modified Type Size

# Quick access
~ Last week (5)

[ Desktop
‘ Downloads | B6e17aaBB2c690e on

y autopsy-4.22.0-64 L 1 E Installer... 1,2
& Documents sl  SmartScreen can't be reached right now

MAUtDI’UﬂS ZIP archive
&=/ Pictures
n AnyDesk _ 5 .
AnalysisSession] B8 G5e1720822c600¢ Check your Internet connection. Microsoft Defender Sma 71P archive
unreachable and can't help you decide if this app is ok to run.
I3 This PC ~ Earlier this mont

30 Objects 3 sdl-redlinesip Publisher: Unknown Publisher 7 File
[ Desktop 3 86e172a882c690e: App: 86e172a88 90ede284f3¢ 39dfe589d8f36e31cbc09dl... ile

[ Documents 3 pestudio-9.60.zip Z File
‘ Downloads 3 sdl-redline (2).zip ile

J' M 3 Sysmon (1).zip ile

) usic

. 3 Sysmon.zip Z File

=/ Pictures 3 sysmon-config- ile
B videos =| kZdgjLIwz.READ ument
‘i Local Disk (T 8 winrar-x64-701

E4 DVD Drive (D:) 555_ ‘L5 ChromeSetup
m systerninformer-
‘ Wireshark-4.4.5-x|
¥ Network 86e172aB82c6%0e

pestudio-9.60

sdl-redline

& i DVD Drive (D) 555_Xt

Sysmon

~ Along time ago (8)

@ autoruns Compiled HTML ... 25KB
B Autoruns Application 1,718 KB

2Gitems 1 item selected 194 KB

LockBit Black

All your important files are stolen and encrypte
You must find kZd6jLIwz.README.txt file
and follow the instruction!
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AN 3-8 5¥UUU{URANTSAA Lockbit Ransomware

Wos3vUUURNIAA Lockbit Ransomware udq #33elaaniunisinds Tdau
\3agdle Redline way any.run TunsiAsIEATaLISAIUNINT 3-9 Lay 3-10

]inli{fﬁfifw

T T P T (marew

PRRRRRIRRRTRETE

AR AR SR AR R AR AR R AR

PRRPRERRRRELS
TITTiiiiiiiiiiiiigy

SEREaR R AR

A R RN N R AR SR RN I

TRRTRRTTRTRReinin}|

i 3-9 FoyanlnainsyuulUANIARA Lockbit Ransomware
111" IASIZNUULATDIID Redline

AR GA A GA

AN 3-10 uanITIBadYANITIATIERlAS 0 aIAS LockBit WIusEUU Any.Run
Sandbox wieudayangnssulusyuuuuRns
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Tudugavegludiveansiwseinginssunisvinuvesiawsseaimanlaainnis
Basgvinnliimenaans uvihnisasuna wetdeyauUsenauludiuveinisnsiadu
AolumunIng 3-11

ANY[SSRUN

General Info

Behavior activities

AN 3-11 TAYATIBNUHANITNAGBUIIN any.run

TudestunoumsvageussuuaTITUTawss (Malware Detection) & saniildnams
JiseingAnsusiawnsluduusnuds {ifeideyailddullilunisesnuuunmanasgey
53UUATI9T U auIs urvnisnaasulaesulawds vuan nwing oud 1aseuls
Tawadaszuuufsanisaiiou v3e Virtual Machines Wil ashassanminndeuiaietielag
Usznausie Firewall pfsense 5UU Wazuh Aififleidun1595793u nevauessuuens (XDR)
way NsIANsTeya uazmvnnsalauauUaeniy (SIEM) szuuddfnig Windows Server
2022 $1uru 1 03 esvimiiriidu Active Directory (AD) Wag szULUFUANT Windows 11
Tamasuau 2 waes Inefidunou fal

1. 99ALUVUITUULATOUNY
asszuulianisialiou
NARDUITUUATINIUITAMIS
SudasuuszuULIATeTIE o
asunansnageou

bk BN



192.168.10.0/24

== Windows 10

192.168.10.88 192.168.10.99

user: somchai user: lucksa

) Internet

192.168.10.1
192.168.20.1

192.168.20.0/24

192.168.20.189

N4
WAZUH

192.168.20.10

dl A 1
AN 3-12 UHUNINYDIE1UASNITTULATOUE
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AdelaiimseenuuuiiednaesanmwindeunsetielneiunuranmvesaaUngnssy

\A3eYne IneidlseseidunfsgunIn 3-12

HI3laiinisdaesanninndesiaseviglunismaaeulau’ lagldlusunsy Vmware
Workstation Pro 11%38@351958uuUfURn1swaiion 199910 Vmware Workstation Pro
AflaAdunviainvaty 53udeseeu seuulianistivansunannesy Tudiuididgladenly
Firewall pfsense 5¥UU Wazuh fifleifun15n5393u waznouauaswuuvens (XOR) kagnns
dannsteya wavvgnisaliuaudasnde (SIEM) ssuuufunis Windows Server 2022
91U 1 183 vimiiidu Active Directory (AD) wag seuuUfURn1s Windows 11 vianue
° = a
U 2 1ATOY UMW 3-13 - 3-16

Blsense

Status / Dashboard

+0

A 3-13 Firewall pfsense Tu Vmware Workstation Pro
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AGENTS SUMMARY
® scivet

® Dessonmsctad 1)

ge{Fereiyeetrochimoeval{paucet Aoy fromnow.74n temow]i:

Critical severity

26

Fuleleval 15 or bigher

Configuration Ass=ssment
Scan your assets 35 Bart of & configuration assessmant audi,

File Intagrity Morvtoring

aierts relted t0 s changes, including peissions, contac,

Malware Detection

Cnesk Incizaiars of compramise iriggarad by mamare nfsciians
o cymarattacs,

SECURITY OPERATIONS.

FoIDss

(Siobal sacuriy stardard for ort
N payment caranciger caie.

that proces, stoce, or

HiPAR
54381 Insurance Portsbilty sad AcCountabily Act of 1995

) provicas data picacy apd sacunty provisirs for
infermatizn,

for Secaurity, Avadatiity, Proc
sty and Frivacy.

I com=

T General Bats Protacticn Reguston [DPRI

precassing of personal cata

guidaiines for

[] ruste0o-sa
National Wsttute of SIndarss ang Teehaciogy S
Puslication 33053 IMIST 800-53) sets quidedings for faderal
infearraben, sy

High severity

R v 1211

B ————

LAST 24 HoURS ALERTS
Medium severity Low severity
971 2,233
Rue el 711t Rue el 0 8
‘Threat Hunting f‘O Viinerabilty Detection
Browse TIGUGN yeur secutty ks, WEnTiying lssuas and Discover What aOpICAEkNS In Your EnMIroNMEnt are afecied oy
hreats i your amwironeant, P ——
MITRE ATTBCK
Explor sscurty s mappad to-adversary actics snd
sochigues far beties (hreat uncer
cLous sEousITY
Dackar aws amazon Web Sarvicas
Moriior and colact the e relatdt 0 your . calected

craation, Panning, S1aFLNg, stoppng or paLsing Evena

Google Cloug

directly via ANS 481

@ owe

Secumy avents ratsd 1o your Google Cious
callscted diractly via GCP A7

Office 365
Secumy svents ratad 1o your Offics 365 srvices.

mwﬁ 3-14 S3UU Wazuh Tu Vmware Workstation

Recycle Bin

Sysmon

Sy
s
R

wazuh-agen,

R Type here to search

Pro

Windows Server 2022 Standard Evaluation
Windows License valid for 165 days

Build 20348 fe_

ﬂﬁ‘wﬁ 3-15 Windows Server 2022 Active Directory (AD)

Tu Vmware Workstation Pro
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Malicious file

A 3-17 SudawastuduuszuuyfuRnig vussuueIetIeaiiou
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soudIdglavihnsdilnddawsnlainsiwseimelfiineimans (Forensic Analysis)

UIMAFBUTUVUANINLING 83LAT 0U 187 b @3 1917 Taesulawis uuas 9953 uuU]uinns
Windows 11 IP Address: 192.168.10.99 anuawil 3-17 uay 3-18

LockBit Black

All your important files are stolen and encrypted!
You must find kZd6jLIwz.README.txt file
and follow the instruction!

AN 3-18 1ATeITEUUUURN1S Windows 11 IP Address: 192.168.10.99 finglawas
Susfawrstvlduuszuuuianns vussuunIevieaiiou

TudugnMeintnTIn1Edayan Wazuh faunsansiadusenineiulig
wag Aliunisasunan1snsIaduluuni 4
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o e o 0 NRIOE Wbt o cron Wi 55550 18045 5408 o N 7 1025 @ 81142008 N 28,3075 5225000

MITRE ATTECK Compliance

Top Tacties. gl

Vudnerability Detection

Critical Tep 5 Packages

AW 3-19 S¥UU Wazuh Nianusansivdusdeanaula

3.3 ayUTunaun1saiiun1sIdY

(%
a

Tunmssnfumuideaded §idoutanssuiunsoenduassdumdn léun n1sieses
nefAIneA@ns (Forensic Analysis) Lagn1505233UNAIIS (Malware Detection)
TagiFuainnssiassaninmndoudeiaionailou (Virtual Machine) UuszUUU{UANS
Windows Server 2022 tieldlunisnaassiiauas LockBit Ransomware daldanuvasiian
fdedeld anidurinisiaszidesdusie Sandbox (Any.Run) 1l edainanginssu
vosfauf warsrusamdoyaidosiu Wi Indicator of Compromise (10C) wiauAnsna
inTosiloaiuayunsiATIeyt Wy Sysmon wag Wireshark wéasuauafluannunden
AUAY wagyiNTnTEiddndeiedesiio Redlne iileAnwmaAnssuiiAntuneluszuy
i n15dswalnd n1sau Shadow Copy warnisildsuuvasidans Judu
Mntuisihdeyanginssuildunldlunisdraesszuunsiadu Tasadessuuiaietieiadiou
fiUsznause pfSense Firewall, Wazuh SIEM/XDR, Windows Server wag Windows 11
ievhmsmageunsnsady Tnesusfansluedeatming wazlinseimnnisalinussuy
Wazuh il eussiiiuUsgansamlunisudadiou uazasadungfinssufiaenadosiunis
AATIERABUNTN W%fauﬁgaaiqﬂmaﬂﬁmaﬁu LAYLUINSN SRR
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31NNTANTUNIUNTNAZOUNITIATIEUNLATINGIPNENS Lazn15nTITUNISIANR
184 LockBit Ransomware lagldSuiinmgnisal (Event Logs), 13 asilodiasievisauas
Any.Run kag Redline 53ufien1sdnassaninuingeunielussuudvifinis Windows
dedananginssuvesious nuvdnguddluBeium uasaunmilannsoaguldsd

a

4.1 WANISAAIIZHNLAMEIAEASAE Redline
mMssulwadaws LockBit Ransomware Ul Windows Server 2022 Wag LASIZ%A1E

Redline wu"

a.1.1 fvdgndrsiariaonan 697 g

4.1.2 finsa¥19lwa Ransom Note 9112u 518 578113

4.1.3 WuUn13au u3n13 Volume Shadow Copy (VSS) wagluauisagaulngain
Previous Versions 161

4.1.4 Event Logs gnav

4.1.5 Registry finsiasunvassiununnlunailndidestunssuiaws

4.2 WAN1SINABINOANTIUNALISAY Any.Run

HANITILATIZAUL Windows 10 HNuLwanwasy Any.Run wWuin
4.2.1 1 Process nil 166 51815 Tae 28 518113 Aeadasiudaws
4.2.2 #3139U Malicious Process @ 2 579015
4.2.3 woRnssudAnyiiny loun;

4.2.1.1 {Wa Notepad wiontaanuisunalla
4.2.1.2 wWrswalwa .doc, jpg, json, .txt
4.2.1.3 au Shadow Copy #1# vssadmin delete shadows
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4.2.4 AINTIUUU Registry Finuun Any.Run
PINMTIATERReweseilo Any.Run WU mEIN15uTawss LockBit Ransomware
An15a 1T UAINTINUU Registry 91UUNIN Lawdn1581uA1 (Read) 69 12,314 519013
Weou wionAluan (Write) 99U21 1,250 518015 wazaual (Delete) 97u7U 1 518015
Fauansliiuismnuneronmesiamslunmsanaasudeyanislussuy uazuuussdaey
Fnurseg i oldlunsidrsialad nieiladalussuuoguuuiiiow Aanssunani
fodunidunginssudigitannsaldiduvdngulumsiessimadiinemansldegisdnnu

A135199 4-1 WANINTIUUU Registry ANUUL Any.Run

UseLnNNINTIU Registry 5m’;umqmmﬁ1’7‘imnwu
Read 12,314 19019
Write 1,250 5189013
Delete 1 578013

UseLANnanssu Registry

14,000 12,314
12,000
10,000

8,000

6,000

4,000

2,000 1,250

Read Write Delete

AW 4-1 a3UNanINTIUUY Registry Aimuuy Any.Run

4.2.2 NawgANIINNIUANU MITRE ATT&CK Ul Any.Run
IINNITTLATILUNGA NTTUVDY LockBit Ransomware Haukwanwasy Any.Run
wuImgAnssuvewlawsaInsaduaiunsauMTIAT Y MITRE ATTRCK legednmuluvany
s 6un nagnd Execution TnelHimatia User Execution $1uau 18 wmmsal Fauanafiamssy
Tridsfauwaslags 1t visensyutunsdwlud@ ¢y Credential Access wumsidndsdeyasusesly
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1wl& (Credentials in Files) 9743 10 WiRN"50d NAEYS Discovery WUNSAUMNYDLATEUUN I
Query Registry 91U43U 28 lwinn130d Waggavi1eAe Impact anun1sid1siadeya (Data

Encrypted for Impact) 31u3u 23 winn15ed

A5197 4-2 nangAnssugniugiu MITRE ATT&CK Uy Any.Run

Tactic Technique IUIUUANT0]
Execution T1204 - User Execution 18
Credential Access T1552 - Credentials in Files 10
Discovery T1012 - Query Registry 28
Impact T1486 - Data Encrypted for Impact 23

WOANTTUQNIUANY MITRE ATT&CK Ul Any.Run

30 28
25 23
20 18
15
10
10
5 l
0

Execution Credential Access Discovery Impact

[y

AW 4-2 agunangAnssugniugiu MITRE ATT&CK Uy Any.Run

4.3 WAN1IATINIUMANIITAIAIE Wazuh
Wazuh gnlfiflediasgin1sns19adu wazidhsefauun Real-time wavannsady
wnnsaifAedasiu LockBit Ransomware Tévanasienis dail
4.3.1 Usznvamansuiduseulagsiy
9INMINTIT VWA NNTEIAE Wazuh 1udn fnsudadeudiA et saiunginssuves
LockBit Ransomware T3 20 Uszian Tngludiunndd 11 Yssioniidadumnisal


https://attack.mitre.org/techniques/T1012
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Uszlam True Positive Gsaenadasiumaianmslanfivesiawfeswdniau wu madhsalid
15314 service Tuszuu Msau log MssnszAUAnSEle uarn1snsnasudeyanislussuy
v an 9 wensaidadu False Positive dedrulngidufanssuialuvesszuy
W M3 Logon vefld nsudaifionves Windows wazivpnisaiann VirusTotal Ahifdeya
viail Wazuh wansdnenmlunisasadunginssudiidusunneldodansounquluwuy
Real-time laglanzifloldsauiunmsiinsghiuiun agaunsntiganainunaInLAdeuaIn
False Positive hagesuanuuiuglunmsinseideanaulasg1aiussavzam

nl' v A
A1919N 4-3 NaﬂizLﬂ‘VlGU@ﬁNamiLLNLG]’eJ‘L!IﬂEJi’JiJ

Usziannsudaiiou IR0
True Positive 11 vgn1sal
False Positive 9 L’Vi(ﬂﬂﬁﬂj
Uszannsudaiou
12
10 9
8
6
il
2
0
True Positive False Positive

AN 4-3 agunanisidaieulnysay

432 Aanssulu File Integrity Monitoring finuly Wazuh
NAIRTIVEADUA8IZUU File Integrity Monitoring (FIM) 989 Wazuh wdsnssudauns
LockBit Ransomware Wu3Aansa sundasdluszuudwnunnn Tnedllndfignifialml
(added) $1uu 421 18M5 FedlngidulidiZonanla (Ransom Note) fignasidluviane
fwmisweaszuy Dlndigaudly (modified) $1uau 254 519m13 Feaenndosiungingsunis
Asvialld waznulafignau (deleted) $1uru 23 1ems dsenaiduduvilwesnsausesses
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wisolwddAguesszuy deyawmantasviouliviudmanszyulaenswoulawinamsonsiadu
Huiliaes FIM ldegwdnau

mi'Nﬁ 4-4 wananssulu File Integrity Monitoring ﬁwmﬁ,u Wazuh

fans5uTu File Integrity Monitoring IR0
added (Idgnidis) 421 57813
modified (lndgnunly) 254 598013
deleted (lWdgnau) 23 5783

fanssulu File Integrity Monitoring

500
421

400

300 254
200

100
23

added (idgnifin)  modified (Inldgnudly)  deleted (Idgnav)

AN 4-4 agunansuasioulnesiunaianssuly File Integrity
Monitoring #iwulu Wazuh

4.3.3 M5AATILHRU MITRE ATTRCK fimuly Wazuh

1NN1TATITUMA NS A8 Wazuh WUIINEANTIUYOY LockBit Ransomware
annsodugfumaielunseu MITRE ATTRCK Isegrsdmauluvansnagms lnenagvsiinsany
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51 |Mar 28, 2025 @ 01:07:31.333
32 |Mar 28, 2025 @ 01:07:31.317
33 Mar 28, 2025 @ 01:07:31.301
34 |Mar 28, 2025 @ 01:07:31.286
35 |Mar 28, 2025 @ 01:07:31.270
36 |Mar 28, 2025 @ 01:07:31.255
37 |Mar 28, 2025 @ 01:07:31.239
38 |Mar 28, 2025 @ 01:07:31.223
39 |Mar 28, 2025 @ 01:07:31.208
40 |Mar 28, 2025 @ 01:07:31.192

41 |Mar 28, 2025 @ 01:07:31.177
42 |Mar 28, 2025 @ 01:07:31.160
43 Mar 28, 2025 @ 01:07:31.145

44 |Mar 28, 2025 @ 01:07:31.129
45 |Mar 28, 2025 @ 01:07:31.114

45 |Mar 28, 2025 @ 01:07:31.098
47 |Mar 28, 2025 @ 01:07:31.083
45 |Mar 28, 2025 @ 01:07:30.317
49 |Mar 28, 2025 @ 01:07:30.302
50 Mar 28, 2025 @ 01:07:30.286
51 |Mar 28, 2025 @ 01:07:30.270
52 |Mar 28, 2025 @ 01:07:30.266
53 |Mar 28, 2025 @ 01:07:30.266
54 Mar 28, 2025 @ 01:07:30.224
55 |Mar 28, 2025 @ 01:07:30.207
56 |Mar 28, 2025 @ 01:07:30.192
57 |Mar 28, 2025 @ 01:07:30.176
56 |Mar 28, 2025 @ 01:07:30.161
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c

syscheck.path syscheck.event

c:\users\ucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\ucksa\appdata\local\patadded
c:\users\lucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\ucksa\appdata\local\pat added
c\users\ucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pacmodified
c:\users\lucksa\appdata\local\pacadded
c:\users\ucksa \local\pacadded
c:\users\ucksa\appdata\local\pat added
c:\users\ucksa\appdata\loca\pacadded
c:\users\ucksa\appdata\ocal\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\ucksa\appdata\local\pacadded
c:\users\ucksa\appdata\local\pac added
c:\users\lucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pac added
c:\users\ucksa\appdata\local\pacadded
c:\users\ucksa\appdata\lbcal\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\ucksa\appdata\bcal\pacadded
c:\users\ucksa\appdata\bocal\pacadded
c:\users\ucksa\appdata\lbcal\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\ucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pacadded
c\users\ucksa\appdata\jocal\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\ucksa\appdata\local\patadded
c:\users\lucksa\appdata\local\pacadded
c:\users\ucksa\appdata\bcal\pacadded

c:\users\ucksa\appdata\bocal\pac added
c:\users\lucksa\appdata\local\pacadded
c:\users\ucksa\appdata\bcal\pat added
c:\users\lucksa\appdata\lbocal\pac added
c:\users\ucksa\appdata\local\pacadded
c:\users\ucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pacadded
c:\users\ucksa\appdata\local\pacadded
c:\users\lucksa\appdata\local\pac added
c:\users\ucksa\appdata\local\pacadded
c:\users\lucksa\appdata\bocal\pacadded
c:\users\lucksa\appdata\local\pa«modified
c:\users\lucksa\appdata\local\pac modified
c:\users\lucksa\appdata\lbcal\pac added
c:\users\ucksa\appdata\local\pacmodified
c\users\ucksa\appdata\localipamodified

[}

E

rule.descrption
Fie added to the system.

Fie added to the system.

Fie added to the system.
Fie added to the system.
File added to the system.
Fie added to the system.
Fie added to the system.
Fie added to the system.
Fie added to the system.

Fie added to the system.
Fie added to the system.
Integrity checksum changed.
Fiie added to the system.
Fie added to the system.

Integrty checksum changed.
Fie added to the system.

rule Jevel
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1 ltmestamp agent.name rule.mitre.id rule.mitre. tactic rule.description rule.level  rule.id

2 Mar 28, 2025 @ 01:07:3Lsecure-pc2 ["T1565.001"] ["Impact”] Integrity checksum changed. 7 550
5 Mar 28, 2025 @ 01:07:31. secure-pc2 ["T1565.001"] ["Impact"] Integrity checksum changed. 7 550
4 Mar 28, 2025 @ 01:07:30. secure-pc2 ['T1565.001"] ["Impact'] Integriy checksum changed 7 550
5 Mar 28, 2025 @ 01:07:30..secure-pc2 ['T1565.001"] ["Impact”] Integriy checksum changed 7 550
5 Mar 28, 2025 @ 01:07:30. secure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
7 Mar 28, 2025 @ 01:07:30. secure-pc2 "T1565.001" “Impact” Integriy checksum changed 7 550
& Mar 28, 2025 @ 01:07:30. secure-pc2 "T1565.001" “Impact” Integrity checksum changed. 7 550
9 Mar 28, 2025 @ 01:07:30.1secure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
10 |Mar 28, 2025 @ 01:07:29.secure-pc2 ['T1565.001"] ["Impact'] Integriy checksum changed 7 550
11 Mar 28, 2025 @ 01:07:29."secure-pc2 ['T1565.001] ["Impact”] Integrity checksum changed 7 550
12 Mar 28, 2025 @ 01:07:27. secure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
13 |Mar 28, 2025 @ 01:07:27. secure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
14 Mar 28, 2025 @ 01:07:27. secure-pc2 "T1565.001" “Impact” Integrity checksum changed. 7 550
15 |Mar 28, 2025 @ 01:07:27.1secure-pc2 "T1565.001" "Impact” Integriy checksum changed 7 550
16 Mar 28, 2025 @ 01:07:27.1secure-pc2 ["T1565.001"] ["Impact”] Integrity checksum changed 7 550
17 |Mar 28, 2025 @ 01:07:27.1secure-pc2 ["T1565.001"] ["Impact”] Integrity checksum changed 7 550
18 |Mar 28, 2025 @ 01:07:27.Isecure-pe2 "T1565.001" “Impact” Integrty checksum changed 7 550
19 Mar 28, 2025 @ 01:07:27.Isecure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
20 Mar 28, 2025 @ 01:07:26. secure-pc2 "T1565.001" “Impact” Integrity checksum changed. 7 550
21 |Mar 28, 2025 @ 01:07:26. secure-pc2 "T1565.001" "Impact” Integriy checksum changed 7 550
22 |Mar 28, 2025 @ 01:07:26.1secure-pc2 ["T1565.001"] ["Impact”] Integrity checksum changed 7 550
23 |Mar 28, 2025 @ 01:07:26.1secure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
22 |Mar 28, 2025 @ 01:07:26.1secure-pc2 "T1565.001" “Impact” Integriy checksum changed 7 550
25 Mar 28, 2025 @ 01:07:26.Isecure-pc2 "T1565.001" “Impact” Integrity checksum changed. 7 550
26 Mar 28, 2025 @ 01:07:25.!secure-pc2 "T1565.001" “Impact” Integrity checksum changed. 7 550
27 |Mar 28, 2025 @ 01:07:25.!secure-pc2 ['T1565.001"] ["Impact'] Integriy checksum changed 7 550
25 |Mar 28, 2025 @ 01:07:25.isecure-pc2 ["T1565.001"] ["Impact”] Integriy checksum changed 7 550
22 |Mar 28, 2025 @ 01:07:20.!secure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
30 |Mar 28, 2025 @ 01:07:20.!secure-pc2 "T1565.001" “Impact” Integriy checksum changed 7 550
31 Mar 28, 2025 @ 01:07:20.!secure-pc2 "T1565.001" “Impact” Integrity checksum changed. 7 550
32 |Mar 28, 2025 @ 01:07:20.-secure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
33 |Mar 28, 2025 @ 01:07:19.-secure-pc2 ['T1565.001"] ["Impact'] Integriy checksum changed 7 550
32 |Mar 28, 2025 @ 01:07:19.:secure-pc2 ['T1565.001] ["Impact”] Integrity checksum changed 7 550
35 |Mar 28, 2025 @ 01:07:19.1secure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
36 Mar 28, 2025 @ 01:07:18. secure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
57 Mar 28, 2025 @ 01:07:17. secure-pc2 "T1565.001" “Impact” Integrity checksum changed. 7 550
35 |Mar 28, 2025 @ 01:07:16.! secure-pc2 "T1565.001" "Impact” Integriy checksum changed 7 550
39 |Mar 28, 2025 @ 01:07:16.'secure-pc2 ['T1565.001"] ["Impact”] Integrity checksum changed 7 550
40 Mar 28, 2025 @ 01:07:16.!secure-pc2 ['T1565.001] ["Impact”] Integrity checksum changed 7 550
41 |Mar 28, 2025 @ 01:07:16..secure-pc2 "T1565.001" “Impact” Integrty checksum changed 7 550
42 |Mar 28, 2025 @ 01:07:16. secure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
43 |Mar 28, 2025 @ 01:07:16.:secure-pc2 "T1565.001" “Impact” Integrity checksum changed. 7 550
44 |Mar 28, 2025 @ 01:07:16./secure-pc2 "T1565.001" "Impact” Integriy checksum changed 7 550
45 |Mar 28, 2025 @ 01:07:15.'secure-pc2 ['T1565.001"] ["Impact”] Integrity checksum changed 7 550
45 |Mar 28, 2025 @ 01:07:15.!secure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
47 |Mar 28, 2025 @ 01:07:15.!secure-pc2 "T1565.001" “Impact” Integriy checksum changed 7 550
48 |Mar 28, 2025 @ 01:07:02.!secure-pc2 "T1565.001" “Impact” Integrity checksum changed. 7 550
49 |Mar 28, 2025 @ 01:07:00.'secure-pc2 "T1565.001" “Impact” Integrity checksum changed. 7 550
50 |Mar 28, 2025 @ 01:07:00.isecure-pc2 ["T1565.001"] ["Impact'] Integriy checksum changed 7 550
51 |Mar 28, 2025 @ 01:06:59. secure-pc2 ['T1565.001"] ["Impact”] Integriy checksum changed 7 550
52 |Mar 28, 2025 @ 01:06:59. secure-pc2 "T1565.001" “Impact” Integrity checksum changed 7 550
53 |Mar 28, 2025 @ 01:06:59. secure-pc2 "T1565.001" “Impact” Integriy checksum changed 7 550
52 Mar 28, 2025 @ 01:06:59. secure-pc2 "T1565.001" “Impact” Integrity checksum changed. 7 550
55 |Mar 28, 2025 @ 01:06:59.secure-pc2 "T1565.001" "Impact” Integriy checksum changed 7 550
56 |Mar 28, 2025 @ 01:06:57.!secure-pc2 ['T1565.001"] ["Impact'] Integriy checksum changed 7 550
57 |Mar 28, 2025 @ 01:06:57..secure-pc2 ['T1565.001] ["Impact”] Integrity checksum changed 7 550
sz |Mar 28, 2025 @ 01:06:57.Isecure-pc2 ["T1565.001"] ["Impact”] Integrity checksum changed 7 550

AR N-6 Uayasu MITRE ATT&CK Tusguu Wazuh

Browse / Malware sample

MalwareBazaar Database

You are currently viewing the MalwareBazaar entry for SHA256
86e17aa882c690ede284f3e445439dfe589d8f36e31cbc09d102305499d5¢c498. While MalwareBazaar tries to identify whether the

sample provided is malicious or not, there is no guarantee that a sample in MalwareBazaar is malicious.
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Event Viewer (Local)

[: :I Snap-in Unavailable
. e

This snap-in performed a nen-valid operation and has been unloaded. Te continue working with this
snap-in, restart MMC or try loading the snap-in again.

Exception Type: System.InvalidOperationException

Exception Message: Service eventlog was not found on computer '
at
Microsoft. Windows.Managementll. CombinedControls. 5ubscriptionDetail Control.InitializeResultsView(Boc
showDestinationLog)
at Microsoft.EventViewer. Snapln.SubscriptionFormViewControl.InitializeView()
at Microsoft.EventViewer. Snapln.SubscriptionFormViewControl. OnShow()
at Microsoft.EventViewer. Snapin.FormCeontrolBase. OnFormShow()
at Microsoft.EventViewer. Snapln.FormViewEx. OnShow()
at Microsoft.ManagementConsole.View.ProcessMotification(MNotification notification)
at Microsoft.ManagementConsoleViewMessageClient.ProcessMotification (Notification notification)
at Micresoft.ManagementConsole.nternal.|MessageClient.ProcessMotification(Motification notification)
at Microsoft.ManagementConsole.Executive.SnaplnMotificationOperation.ProcessMotification()
at Micresoft.ManagementConsole.Executive. Operation.OnThreadTransfer(SimpleOperationCallback

AN -8 MMIIRR Event viewer 71 log gnilauisay

ystem32> Get-Service
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