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ABSTRACT

This study presents a layered security approach for Continuous Integration
and Continuous Delivery (CI/CD) pipelines to enhance security. The research aims to
provide a guideline for reducing vulnerability in the build stage, which is the main
point in reducing security risks from the beginning before the production
environment, and to analyze the performance of resource usage that the build stage
uses, as well as the whole stage of the layered secure pipeline. Herein, analyzed
resources include Execution Time, Memory, and CPU. The experiment used Jenkins
to deploy Node.js applications of different sizes and types. The results show that
vulnerabilities in the build stage are reduced by up to 16.5% after remediation,
while the CPU usage was more utilized efficiently. In parallel, the memory usage of
the layered security pipeline was increased during the final stages of the pipeline,
which is slightly higher than that of unsecured practices. Portainer, a lightweight
monitoring tool, evaluates these resources for this work. Finally, this study shows
that integrating security in the CI/CD pipeline does not negatively impact resource
usage and provides insight into resource monitoring for DevOps engineers to

effectively implement security practices within their CI/CD pipelines.

(Total 70 Pages)
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1.6.2 lavayagsdnmesmunslinsneinsiifuieins DevOps (DevOps Engineer) %i3e
%’gﬂﬂﬂﬁqa%qﬁugm (Infrastructure  Engineer) Lﬁaﬁ’lLLu’;VINﬂﬁfT@lﬁ’luﬂ’JmﬂaaWUaﬂ

cl/cD TudladluusulaiuesAnsvasnu
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LA AN LY LLaZIIUIY NNV

eninusiiiingusrasAiondlugeslninddelu Build Stage Fadunildludunouves
Cl/CD TWdlad wiaadaszinisldninenns lagdidelmihnisduniesesiiess 9 uazfinw
mATeNReItes Inglaudsesnluaewindes laun nsesdenld wazsnAdeiifeites O

[%

a v
FNY[SLRYAAIU

2.1 w3psilofild
2.1.1 wesdloadauazdans /e Tudlad

2.1.1.1 Jenkins [10] A9 @snaslomugasa (Open source) dniuiin DevOps
fnelinnsasns nsvadeu waznisdweunseusuldvenduasdululnesnluia wienanls
1 Jenkins Wudesilodnnisnszuiums CI/CD fivmunsdisa1wan Uava) uwasiudnsy
(Plugins) Tidenldunnune estueauasantunisiaunludla Wevhnsaswasusu
Tanduas lag Jenkins @ansavieuladiafiies (Standalone) Tunssuaunisvessiuedls
Toganunsavinauuuulsi@snies (Serverless) IugﬂLLUUﬂaumuLua%ﬁamé}gﬂuizwﬁauﬁa
994151 FeReirdasnenfinnediatiouiitsadnaty §ﬂ‘171y’a€fﬁaq%’usxwﬂﬁﬁ’ami (Operation
System) ynUszLAN

2.1.1.2 GitHub Actions [11] fe Usmsfiegnelu GitHub Aiteliinsasng nng
ey warn1susuldvenduasiululnednlusifiduiy wazd GitHub Marketplace unang
flagteufutsanifivenuazaanliud  GitHub Workflows I¢ viedif3deléfimaidey
iwsesleflilummaaes esninguszasdvosmAdefensnsaaeuninensves CI/CD
TWdlayd ud GitHub Actions tHuudmsfivhauuudsninesaes GitHub vlwldaunsa
psRdeunsNensveansyuiuns  C/CD  TWdladlalaense n1smsiageunsnensazsie
Aadeduies (Runnern vud@dnesiiuby Fezdmalvinisldninennsunniulusn de
mq}maﬁ Jenkins Gsanunsofndauaznsavaeuninensidlnenssuuaiouaiiou Jagnidenld
Tunsneaes AUAIIeT 2-1 géﬂLﬂﬂﬂ’]iL‘U%EJ‘ULﬁSU‘ﬁaﬂﬂaLLﬁSﬂ’]ﬂ%ﬁ’mizMjN Jenkins wag

GitHub Actions #41l



M990 2-1 nswlSeudisudeyaiasesiieatiawaydnnis CI/CD Tudlad

519015 Jenkins GitHub Actions

NNEIUILANNATAINLUATT Jenkins Plugins GitHub Marketplace
dan1s Cl/CD Tudlad

AUAILNTOIUNITIIVTIN v v
WWSe9dlasnwANNUanniy

TunsazTunou

NIATIVARUNSNEINTIIAT v v

(Execution Time)

ANATIVABUNTNENS v x
PUIWAIINDN

(Memory usage)

N1INTIVFDUNINEINTNNT v X

Ussuiawa (CPU usage)

2.1.2 wiasflefnwanutasadediysannslu /e ldlairnulasafouuumanedy
Tunsnaesil ldysannisiefesiioarnasndosiuau 4 wdosiio Téun
2.1.2.1 Snyk [12] Wugensuisinwnnudasasefiuuaars (Cloud-based) fivh
sihiiszyresludlulausnd (Libraries) n381984 (Dependency) way maumuiueT WiaHad)
szuuwiletednignlud@luzuuuuuasnis Pull Request 98¢ GitHub ag Version Control
fdu 9 wenantl Snyk danansaysannisidaiu /co dlavldogadeeme
2.1.2.2 Trivy [13] Wuzenduilowmusesa (Open source) filsadias (Self-
Hosted) fiviwtihfinsiadugedinilulausn3 (Libraries) N1381989 (Dependency) uag Aou
IULUDIBULLAAN 9 (Container Image) 131 CentOS Package, Ubuntu %39 Red Hat lag
Trivy ﬁu‘flum'%"mﬁaﬁi%’mudwLLazmmmgimmiL%’ﬁu cl/CD ldladlaluednsd
2.1.2.3 SonarQube [14] Husondiasloimnugeasa (Open source) WUUlgaALDY
(Self-Hosted) filtnsrvapunanmlfn vieFonlfindueiosdlolinseilannuuain (Static
Code Analysis) Tiannsansaadutedwiluldaldunnndt 20 Aw wenanil SonarQube &4
fidudnseldauuuunsiin (Graphical User Interface: GUI) #ildaudne uazanunsofing

yuPaNRLnesaloule



2.1.2.6 OWASP ZAP [15] Wluanduislewmugesa (Open source) iminiivageu
Anulasaizvesiuueundedy  wseiunisvegeuanulasassuuulaundn  (Dynamic
Application Security Testing: DAST scan) fidunisdrasaaieszuuiiedumdediniluiv
waUnaLATY lng OWASP ZAP @unsansiamvedluilaviainuane Wi SQL Injection way
cross-site scripting (XSS) watinvadeulzdisenuranisaaeuiietluudluneufiozds
wougeniwasluSsanmuandeunsldauais mndoyaiinaraan vsdléi owasp zap iy
wsesilefltlunsmaaeunruasafeluaninuindounsiaun Wessyuazvinnisuiluges
Twineuiinzthgenduwasluldemaiduaninwndeunsudn  Fazdediuanuiulaluay
ﬂaamﬁmmizuudauﬁ%dmaumamﬁmsﬁ%w@nﬂﬁ@ﬂﬁw
2.1.3 \pesilonsiadeunsneins
2.1.3.1 Portainer [16] Wugeandwislomnumesa (Open source) wuulgantas (Self-
Hosted) #l#§AN"S Container VWIBSMIDS Fsansanaizy nea au VieuansnisTudin
(Log) w89 Container maiigasnsly Inennsdanisvavaiiy danansadanislariudiuinde
fldamuuuunaifin (Graphical User Interface: GUI) #ilda1udne 8nvis Portainer auanaviti
nsuanina (Dashboard) wesnswensuuuisalnl (Real-Time) UsznaumigUssinnuss
NINYINTHAN il
1) CPU Usage (%) n57adauin Container figiasnisasavaeuldnisusyananauin
DORRTEN
2) Memory Usage (MB) msavaaunisldmtioninusives Container 7ifiaanis
pvvEeuIldRuTimhendlusiile
3) Network Traffic (Rx/Tx) nsaaaeuUssnadeyasudwrinuaiotns (Network)
4) Block I/0 m’maaumiém/@auﬁagamamaumuma%ﬁuaaﬁ
Fsmsuanananislimineinsfanannves  Portainer  azhaniwamugluiuteyana
dielidunmsamvesnslinsnennslutismasieg Idegrdaan
1519 Portainer lunsvnasstl dreldaunsafnnuuasiinsinislinsnennsvosaey
wuvesluwsiazdunouvedlutiad /D IWesanden vhliaunsassytaanaiidngld
N$neNIgeEn (Peak Load) warlianvinansEnureIMsiimasosiodnuanulasnsese
nsldmdnensle wenanil Portainer Safinsinderiomeuarlininensuudsnnesl

110 IEAINT 2-1 NLAAIRIDENNUINITLERINAYDY Portainer
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Memory usage Jl - CPUusage

Wl Network usage (aggregate) Al 1/0 usage (aggregate)

RX on ethd TX on etho Read (Aggregate; Write (Aggregate)

] o 1 v 3
AMNN 2-1 AIBYNAUINTTUAAINAVDY Portainer

2.1.4 w3nslodu q Asudulunisneaes

2.1.4.1 Docker [17] Wuuwasvosulomuresa (Open source) Mldlunissunay
wanduliieronswuuazdans Tnsueundiaduiiainase Docker azgnsnliluguuuy
1PsgIUAiFendn  Container lagazdunendvuiediua  (Kermel)  vesszuuUfiing
(Operation System) ylFnssansiiusyansnmuazdeaed

2142 Docker Image pelwdfldainns Build Fesusulén lausd uwas
Dependency s ¢ iiewseunSeydmiunsusuly

2.1.6.3 Docker Hub 1Juunasdniiu Docker Images #soausaisentain Docker

Registries ﬁawmiaw% (Push) %38 wa (Pull) Bl

2.2 MUATNNEITRS
2.2.1 faslniluanmuingey CI/CD Tdlmi
godlniluanmuinden CI/CD WWdlal fie qagaunsedaunnsatlunszuIunsimw

'
=

wardweurenduasenlui®  Julugafionavibiflanfawnsadids visadilumuay
WasuuUaswendwisvsedeyandidy  dwaliindeanawls lneveduilonainulaly

, G ¢ o | | Y e Al = 0o g v =
vane 9 divesludlad endregiuty mimuaunsidifilivanzan Geonavilglaud
anunsasiniateyadurielandAgle warludiuvasnisiaunlan n1sld Dependencies 910

[ A a o [y o [ | < . "o a1 ]
meuenduisesunfidwmiunisiaulan eg19lsinu Dependencies waue1alYoe N

IaRuNmUI819a5 9 lARNT T lIcIenULeY [19]
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2.2.2 feananuluanimwingen CI/CD Tudlau

foananailu C/cD Tuillat Ae arundssuazdeslmifionafntulunssuiunswanuas
daturerdwisdnluiuavdaaidusoninudu  (Confidentiality) Awauysal (Integrity)
wazenundonldey (Availability) masnTsRsveInIsEmaUTeNiLISRIeIfnT 9103

Y] 1 a o 1 Y A& [ . . 1 ¥ a
YNAI9E19VDNIUINY [7] 15U nsunsnlantdudunsie (Code Injection) nslan1591989970

=

qﬂﬂaﬁamﬁlﬂué’umw (Third-party Malicious Dependencies) %3® V1N 1SVAdDU
AsBUARY (Inadequate Security Testing) Mavenaty yngiannldnmsdrsdsiaasiouasd
todlud flavdfenalivedwitulunsunsnlénfidusunmedduoundindurensild fau
n38Uen (Update) Dependency Tifuneftudign Suuuumnanidunisideaiuse
ANANE dheimgrat 9anuSenaas AWS [18] TdkurtiimsysannsuinInIsaTiaendy
funndunaumes C/cD Tuilad Kaudnswaun navndey Tuaufmsusuld
2.2.3 CI/CD Wdlavififauuasasi (Secure CI/CD Pipeline)
2.23.1 Avwmneves C/CD lWdlauafimnamasnde
Cl/CD #91137n Continuous Integration Wag Continuous Delivery Lﬁuwﬁﬂuummwﬁﬁﬁ
ndnwes Devops Miugpduneusnlufflunisiaueendinag owmsunsidaviodeey
gordwisliiugnénldednenaduasiivssinmandy uenaindl e E-book wad
CircleCl [19] lasgyliin av/cd ludlad deanunsadiunumddglunisdnnisdedind Taevin
MsysanMsImsMsasiasesiiesnwmnuvasafoidily sihilsiidu ci/co Tudlauidanny
Uasnsiy
2.2.3.2 anudndeyues C/CD Wllawfifeuvasnsde

deldmunumansanuuaendefivnzanudy mawaudlvluudasdunoures /D
ludladandudosiiinenintu  anewdde (9] ldthauedr Jagiufiedosiionin
ﬂaamﬁammmaﬁmmsauﬂsmmsﬁu Cl/CD dlaile endegnay SonarQube, Clair,
Veracode dmsunisaunulaniaznsiaduyednd Snyk dmsuszyuazdnnisdedlud Trivy
AMSUNTPTI93U Image waz OWASP ZAP dmsunadeulanzsyuuiiennaauninudaons
iosflomaiannsnananuidedunnidedinidnganmuindoumandn  (Production
Environment) ¢ vihlwensiuasfimeunsdanuvasndy uenani Ci/c lUdlavidunadns
VOINITVINUTILAUTDINTHALITOWALITHANY ) NT2UIUAT UTENaUmME n1sHaUILAA
manageuldn aulufsnmsdsmourondind dafu nsysannseudaeadedidu c/co
Wilad agvilvlmnuvasnisegsaidlewasasounguiluszezenn Lilvudnisandedn

= gj =) ¥ I3 Qy
LNEATILAILANETAEY [19]
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2.2.4 Wl CI/CD fivaenstelutunounsadns (Secure Build Stage CI/CD Pipeline)

NI [7] léfmuamiyimﬂmimmmiuazm’%mﬁa%’ﬂ‘mmmﬂaamﬁa‘lmlﬁiazﬁu’umu
93 CI/CD Tuillat] uaranunsnanmudedlédaie Sniistoya (8] Iéseyin Build Stage 1Ty
Sunouiliieadostu Devops uaztfugaswedldn Dependencies uay Images Lila
wiagamSoudmiuns Deploy winldvhnisnsaanusazuilagesiniludunewd anudes
PIUALUADANUAZANAIADUNIANTNLINADUNITHAR

2.2.5 iwdasilodnweudasafvdmiutunounisadne (Build Stage)

91338 [6, 201 WU Snyk Wuedeaiiednwanulaeadefiisadaadiu Build Stage &4
ausansutedninasiinauaudilunisuilutednilaednluldh Jaivandesiniliegned

'
o w a

foddy Belundiiy it 112] Ihiauefsnmaud® (Feature) wes Snyk fitaely
nszUILMInIAEazUsEndanan Ty Snyk 2ws¥y Dependencies Aidveslniviedaste
wiouuuztheidulmivarade Pull Request uu GitHub lnedlud®  fieduian
Dependencies  uenanti s [13] leinawe Trivy dadurdesiionsiadutedunily
Build Stage Tnelan1y sazauny Images, Dependencies uag Libraries dulnafiieados
Tususeuiivianun 8nvis Trivy awnsoysannisdidu a/co Tudladidednsiens wa
LLamNaswqmmmﬂaamﬁﬂugﬂLmuﬁLéﬁ’ﬂ,ﬁ]dw %aagﬂuﬁ’uﬁﬂmﬁ Deploy (Deploy Log) 4
ail 2-2 Tiazuansiegnsaniserunalasnives Trivy vhlvivisaoaedosiiotign
Benldlunismeansil ognslsfiou andeya [21] SonarQube ansnsoaadutesluiannlng
fiendioartu Build Stage IWiduiy sswsziulufimsnsmaeunnnsgulfauinnia sy

SonarQube Fsgnidenintdluduneu Code wnu

(®) < Build #4 > e & overien | [ Confgers

Failed 1ma

trivy image --severity CRITICALHIGH --cache-dir /mnt/trivy-cache --pkg-types os,library --scanners vuln

D ghal Script

1 VEX allows y,

(@ Build Docker Image-is.

(@ Push Docker Image-Is 14 To dissble this notice, set the T

Table result includes only package filenames. use '--format json’ oprion te get the full path to the package File.

bility | severity | Status | Tnsta

f T T ]
| | Vulnera | Tnstalled |

; t t t {

£ | cross-spawn (package.json) | CVE-2024-21538 | WIGH fixed | 7.8.3 7.8.5, 6.8.6 cross. |
| 1 I |

k !

| | cve-ze: | 1.0.2 y |

1 1 I I

{
23003 | e 201 nodegs-nth-check: dneffic
I Bt . s o

on conplexity

AN 2-2 fMegnaTIsuAulaanfeved Trivy Tu Deploy Log Ul Jenkins
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2.2.6 MINTINABUNISLINTNYINT (Resource Usage Monitoring)

[

udenves InfluxData [22] Fiduiinsnsieaeu cl/cD Wiladeshwsaiiesdudsdiay
dmumsUssiiuUseansnmeuasnszuiunis lunsveaesd 19 Portainer Falluipdasile
SansuazaTIvEOUABIILLUDS  ieRanunsldnsnensmiienus war CPU  wuu
Bvalsl (Real Time) Tuusiazdumouves C/CD W dladituarlsifrutaonde Inedasis
wultumsldusiunsmuansua  (Dashboard) HielfesdnsanuisaUssiliunansznuves

nsinunsnsanuUasaneluly
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351501 HUN15IY

TuunflananfanIngsIuNISIuLaEIsnNIsAaun1sIe teelenndnianuiitve

TAwn AMWFAWNITH9U 1PFe9LeNTY LazdunaunIIALELILIdY Tsvadunnsmalil

3.1 ATWIIUNITNNUIY

ATeiviAsIsudieu Cl/CD Tudladaseguuuy laun  CI/CD T ladilaifinnnu
Usondeuazludladiidanasnsouuunansdu neduiinsantedwily Build Stage sy
NSAMAUNNSAIY Jenkins WiauasivaauIaaniunisvesidlad wagnislansnensves
\desnauRmesadoulsun wiiuaus ez CPU e Portainer sasidonuanslunind
3-1

Source code
Node js
Sonarqube
; -
| Cod
Code Code f---i ™
' scanning :
v %7 v
U . 5 g ) Dependency ,
. ) |
b lnsgcure / Build * ayers .sec.urlty Build | Vulnerability
pipeline CI/CD pipeline !
1 Remediation_ _;
¢ Trivy
|~ Dependency |
)
Deploy Deploy (—: Vulnerability
; 1o - Seanning. __,
OWASP ZAP 1
v :
' Pentest |
! ,
. l'_ .
Docker container Docker container
Portainer
Monitoring
Virtual Machine

AN 3-1 ANV



15

AT 3-1 awnsaesuieMeasiBeansEUIUMTuYes e lddelud
1) Source code (AMUUUVBINTIN)

Tunsnaaesi IWesenlndldn Nodejs s1uay 9 s wvadu 3 vun ldununadn
nans wazlua) wunmas 3 Tid wazuguuuuldndiunnsnafull wu windu vie uweunan
#u (Web Application) titeldidutioyaind (input) dmsunsusuld (Deploy) rilutlan
ﬁqamgﬂuw
2) Unsecured CI/CD Pipeline %38 Cl/CD Tdlaudiildfiauvaensde @edavesnin)

Tudlavivhendaeld Jenkins \uedosiondnlusidunsay 3 Tunou téun

_ Code Stage vi3atunaunswizenldn 1iia3u Source code Mfmunlae Node js il

fnsesdeumuaNulaonsie

- Build Stage Waatuneunisadna tieadns Docker Image voswaunandulnglsisinng

Aunuyedlives Dependency
- Deploy Stage Wsatunoun U ieduiunis Deploy U8 Docker Container
vuAsesreufinmediation (Virtual Machine)
dosmnludladilifinasnisiumudaendeln q Sdimumdssgeilénidvedlndas
gniluldanasa
3) Layered secure CI/CD Pipeline w3e C/CD Tudlardiifianuvaensfanvumatsdu (Heves
UDININ)
luiladidldsunsususlnadiutuneuiidueiosiosnwemiutasady  ievhmsan
gaslmisuieosiutedmifieraintulunssuaunmsimun Inefiduneuselui
- Code Stage videtunsuniswisaldn a3y Source code Tiaunlng Node js uaw
vhnsaununasafoveslAntu SonarQube LilensiadounuAmedlAnlnTe
AaATsLazszytedlnivesldn elisiuianlFalfilufuusudly

- Build Stage viptunounIEd weNALLS M1aNads Docker Image 9¢14 Snyk Lile
uAludedwives Dependency win Snyk wutdedwiazvinsudludostmidusalui
pudoulaiifideldseylunimeansd wasld Trivy ilensadudnugedduitudn
adq

- Deploy Stage iatumeunsusUld wiosiiiuns Deploy Ui Docker Container

YULATBIADURHABSLEL DU
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- Test Stage nisotunounINAgaU il OWASP ZAP Wuiriasilenadeurmudaande
Y ULOUNALAT UM EYNNSNARDULNESEUUMEIINNNS  Deploy  @Seau it
p51vdeuTadlmInoutn lUlteILase

TWiladioenuuuuniiteliiimudasndonniu anaudssaingedwiluusaydunou
wilavealwilu Build Stage wazifinauiiulainléndi Deploy avUaense
4) Monitoring (ATUaNUDININ)

nsneae i lmLiunsadeuns Deploy Docker Container UteSadnaufinina sy
ludladd /D apsguuuy léun Wdladdamnaenfouuumansdy wagluiladilid
ANNUaRnNY Imalﬂﬂlaﬁﬁ”’aaaqgﬂqugﬂﬁmummu Jenkinsfile d@wsulanduau 9 luad
iiglvinseunquuuinvesltiniuanseiu Ussneumeldavuiaidn nane waglvg leonis
neaosll iﬂﬂiaﬁl,wiazgﬂLLUUQﬂ%'uﬁu’wm”Lajéhﬂdn 18 A% (Basuau 9 g x ludlais 2
sULUL)

Tusywinamssuludladusazass auiinisld Portainer dafuniosilodnnns Docker
Container  WieRamunuiliunslansneinsszuunuudealnl  16un  wideaus
(Memory) wagnsusednana (CPU) wagazynnistufinuanislansneinsaenanasiuluis
nasdunsvesludlatusasadmiy  Jenkins  ilthudmseiuasiuioudiounadng

seviludlatinsaesguuuy

3.2 ip3asdafildlun1side
3.2.1 @annwIndounsNaLNTllaasios
3.2.1.1 pouiumesialiouuululasgens 8195 (Microsoft Azure)
- when1sUsERIaNg (CPU) 2 vCPUs
- MiheAud (Memory) 8 Anzlud (RAM 8 GB)
- 5¥UUUURNI5AYNTG (Linux) (Ubuntu 24.04 LTS)
3.2.1.2 Docker SEUUIANIIABUIULUDS
3.2.1.3 Jenkins tielflumsiu Cr/cD Tudlaiisaesguuuy
32.1.4 Portainer ioldlunisnsiadeunsnensvesnounuues Jenkins Tu
JENINNTLUIUNT CI/CD
3.2.2 @nnwIndounsaLATldnuanaeuen
3.2.2.1 Docker Hub wiednfiu Docker Image fiadrnaiaieudos Tnarfvunen

Ju Container registry LUUAIUAA (Private)
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3.2.2.2 GitHub Wiedaiulaafiazanianuduldeinu cr/co Tudladaanssuuuy

Y Y

3.2.2.3 Visual Studio Code @u5un1swaun Jenkins CI/CD 1Asalual

3.3 SunpumsAfiunuise

ninadneninmesialiounasindereumuuessn o Miduanmundeuiisndulu
AELILE Fupeumsiiiununesimusyuuiiseandondseluil

3.3.1 Mtw3eulAn (Source code Input)

Wolddu Input un9nUSeneenduas Avmundie Nodejs Tag Nodejs 1du
uwanlady (Platform) fild3uluamwannaniud UavaScript) ilssumnudengeaalunis
i Tumsveaesi IidenTdauaeseylidu 3 vuia 16ud 1n nans uazlug) Tnefizuuuy
funndinafiy Wy Front-end, Backend uwazuueundiadu fwmnsiedl 3-1 Jeuananis
Wisuileurnauazauanuazvedan lnelingasiden loun  wuinvedlan 91uUU1IR
vl (Lines of Code: LOC) fpgneguiuuvedlan uazanwuziang (Characteristics) il
doviliilatn c/ep Wdlatfadduiiaessuuuuiu famudanguuazanunsausuldls

mulAnynIULuY

dl Tl = o 14
f19199N 3-1 ﬂ’]ﬁL‘UiEJ‘ULV]EJU‘?J‘L!’]@LLﬁ%ﬂmﬁﬂUm%sﬂaﬂiﬂﬂ

YA | IUINUTIVINTLAR Magaguuuredlan anwzlane
(x)

\an x < 5000 U359 Front-end 37U7U Dependencies

way Libraries wae Jutin
=3 = 1 % XY} £
Vuseude 1anbidudau

waZdULLATIUIALEN

AGEN 5000 < x < 9000 Back-end wazliunaUunaLa 97121 Dependencies

USI9a Ju wag Libraries Urunang

ey | 9,000 < x < 20,000 | Front-end waziiuuoUnala 97U Dependencies

[y

UIINA YU way Libraries 110

FUazldATIUIU Dependencies MlAALAAYAIUIALY FaM151991 3-2 ey Dependencies

fo lausdnsolugandndudmsunisimulda luvae?l DevDependencies vldlamzlu



18
1'% [ 1 gj d' £ 1 6 . % @

ANNLINRDUNITHAUILYINTIU TanIng 3-2 wane9819lna package json aoslAnTUALAN

A9 3-3 wanaieen9lid package.json WBILARTUIANGTY KaZAINA 3-4 uansiieegelna

package json vadldnvuntng Fudulwafiszysnanis Dependencies vivvun

A1919% 3-2 188zL9ATIUIUYOY Dependencies NlARLFazIUALY

U0 | U Dependencies 31U DevDependencies 37U
ian 3 7 10
AAN 10 1 11
Tngy 19 6 25

"frontend-vuejs”,
": "@.1.8",
“: true,
:
"serve": "vue-cli-service serve”,
"build”: "vue-cli-service build”,
"lint": “"wvue-cli-service lint"

"dependencies

"wvue":
"vue-router”: "~3.8.2"

f
"@vuefcli-plugin-babel™: "~3.5.8",
"@vuefcli-plugin-eslint™: "~3.5.8",
"@vue/cli-service™: "~3.5.8",
"babel-eslint™: "™8.8.1",
"eslint™: "~5.8.8",
"eslint-plugin-vue”: “"5.8.8",
"wvue-template-compiler”: "~2.5.21"

3

AT 3-2 Fae81alid packagejson veslARTUIALEN

1NN package.json L“fluvlﬁ/\léﬁizq Dependencies w8a71lUstangd Node.js s1uudoald

AuA Dependencies uay DevDependencies §ﬂ‘17|“a1‘1/\la‘ﬁlﬁizuna§%usuaa Dependencies 7
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\u Semantic Versioning (SemVer) Faluguuuunsdnnestuilasuauden wieivun
¢ U (] [ 2/ [y v ! = a a ¢ e 1%
Westuveiinng  vilaunsamuaun1sdunalaegrlivssavsnm laelndiiilassadne
WUy (JSON) wazUsznaumedayadidqiiednulusiand 1w 30 (name) 139U

(version) Laz$18n15 Dependencies AlUsLaNaLY
13l Dependencies Nszylulvld packagejson Hsanattunisiauwildn lesain

annsalyaldndnsagunounining (Package) I vibigmwilaisluseadeulusunsues

a

Ve wana1nil LesTuves Dependencies N5 ululg package.json SsaunsaaIuANNIg

v Ao

a g.JI . Y & P [ [ 1
AnAs  Dependencies  Tmdulumuniestuinmun  fegandymanudnudasening

Dependencies WagliuleResAINUDIlAn

"apple-music-js”,

"feather-icons™: "~4.7.3",
“react™: "~16.5.8",
“react-dom”: "~16.12.8",
“react-lazy-load”: ""3.8.13",
"react-rangeslider”: "~2.2.8",
“react-redux”: "~5.8.7",
“react-scripts": "~5.8.8",
“redux”: "~4.8.8",
“redux-thunk™: "~2.3.8",
“styled-components™: "~5.8.8"

‘react-scripts start”,

": "react-scripts build”,
"test”: "react-scripts test --env=jsdom”,

"eject": "react-scripts eject”

"redux-devtools-extension™: "~2.13.5"

"
“>0.2%",

"not dead”,

"not ie <= 117,
"not op_mini all”

A9 3-3 feg1elila packagejson VoIlARIUIANAT
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a Y ' I3 . Y = & = Y g v
INNMTULENIE9INE package json vadlAannvwIn Fudunisluauvuinlanily

ng a ] | o 8 v @ =2 1 3 . [
Tunmsneaestl dnnsusiazn g IiudsauLana1sUeslng packagejson vaslAnuuIn

2 ! = = | Y & =2 ' . = '
HBIANIGEN LLaﬂ‘my sﬂqﬂﬂ’]iLﬂiﬁJULV]EJUSUQEJsLWLVUﬂQﬂ’J']ﬂJLLﬁ]ﬂmqﬂsﬂaﬂ Dependenoes ‘Vﬂfﬂuum

ATVUIALANTIILAINANTENUADNNT NS NN TTEUULBZIAA L EUNN5YeY Cl/CD T dlay

A9 3-4 @19819lWa packagejson veslanvwalng)

"wvekin”,
: "e.1.8",

next dev”,

"build™: "next build”,
"start™: "next start”,
"lint™: "next lint"

"@react-google-maps/api”: ""2.18.1",
"axios™: "~1.7.8",
"clsx™: "~2.1.87,
"google-map-react™: "~2.2.8"
"next”: "~14.2.15",
"next-transpile-modules™: "
"primereact”: "~16.6.2",
"react™: "~18.2.8",
"react-dom”: "~18.2.8%,

"react-google-recaptcha”: "

"react-orgchart
"remixicon": "~2.5.@",

pendencies": {

ailwindcss/typography”: "
"autoprefixer”: ""18.4.14"
"eslint™: "8.45.8",
"eslint-config-next": "13.4.12"
"postcssT: "8.4.277,
“tailwindcss™: "*3.4.1"

3.3.2 Mawau C/CD ludlardfsanssuuuy

ludlatnsaessuuuuasgniume  Jenkins luiasesmauiiamesialounsousieniu

nvazdensanalUll

jd)}



21

1) /D Wllaunlaifinnuvasnse

C/CD Tudlaunlifisnnulaendetudsenoulumetunouiiugiu ok n1sasiaaauldn N3
4513 waznsUsuld Faduguuuuiisssun 55y wavausawmeunsidneandasisaela
v | I & = = ' a & = 1

Vil egalsiony suuuuiionndianudesing 9 iedumuin Wesnnlliinsysannis
isesilosnwianuvasndglutuneulag vesludlad wu o1agnilandiagsyuuieundindu
HuynsgedlwinaunululAnse Dependencies 9l A i 3-5 wanaisnlnad Cl/CD Aldd

AuUaendy agnimualilu Jenkinsfile

"DOCKER_TOKEN"
"ssh-private-key'

‘Push Docker Image’

{

echo ${DOCKER_TOKEN} | docker login -u pungpeeel9 --password-stdin
docker push pungpeeel9/1-medium-code-apple-music-js:latest

ploy to Remote Server’
s: ['ssh-private-key']) {

ssh -0 StrictHostki cking=no ${USER}@${HOST} "
docker login -u pungpeeel® --password-stdin && \
ull pungpeeeld/1-medium-code-apple-music-js:latest && \
run -d --restart=always -p 1001:3€0@ --name 1-medium-code-apple-music-js pungpeeel9/1-medium-code-apple-music-js:latest

AR 3-5 Jenkinsfile w09 CI/CD Wilaufilifianudasnse

2) /e lilaviirulasnfouuuansdu
ci/cd ludlaififimnudasndt avnanusneiesiadnumulasnstluusazduney Tne
finsuneuanludladuuusssuen fil

~ Supeunisaunulénge SonarQuibe

[
U

- JuppuMsuAlreslni Dependency Ay Snyk

Qe

o |

- FupauN1INTITUTelnInIY Trivy
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- TUREUNIINARBUAIE OWASP ZAP
mewnil Jgnisendt C/CD Idladndianudaendowuunaiedu Liesaininisiiy
w3sileanuvasassdnluluvaty o duneu Bslunintu Tu Build Stage vasludlaniinil
o 3 o a - , ' = . |
AnulaeAduLUUTaNETY Avgnaiunisiiieantedlniann Dependency ¥ise Library #i19

7 AlAnld danuandluning 3-6 Faueudisutuneuves CI/CD ludlatnaasaguuuy

Code | Build | Deploy
Unsecured CI/CD pipeline
Snyk Trivy OWASP ZAP
T
Dependency E Dependency !
Code Build ! Vuinerability — Vuinerability Deploy  F---- 1 Pentest
' Remediation i Scanning :
i

SonarQube
e Secure-build-stage

Layered secure CI/CD pipeline

A 3-6 M3UTeUWgutuReuves CI/CD Idladsassguuuy

333 maysannsiesesieanudaendedaiu C/CD  Idlaunfianudasnsiouuy
Nangtu

(%

Tunsnmassd lAsiusiuesasiiasnyanulasnfefinelesiuwiasdunauyas Cl/CD

[
a (%

ludlew Tnewesdiowaniignindesemanaiinaty Wonnuasmnlumsléou Taousas
Supeuldipdesiionmoluil
3.3.3.1 SonarQube Tudunaumsasiaaeuldn

SonarQube gﬂamﬁgwum%mamﬁama%mﬁauiugﬂmeaummua% Fwensnemnan
AeuWILLES Jenkins Tnefinsiuuanesn (Port) fiumnsneiu Lwﬂﬁé'fﬁagjlaﬁ (IP Address)
dentu Jsaunsasenlaindunsldnureunuueivatssiuulaanies (Multi-Container
Deployment on a Single Host) I@ﬂmiamﬁy’ﬂugﬂuwﬁ JzUANFIIINNISARRAIDEe
ShwpuUaensfedun AuEnduves Jenkins Womnuazanlumsiwam Ss1vaziden
nsARsa SonarQube uanslumanwan @ TngldFds build docker image tiiead1s Docker
Image 984 SonarQube wenEBNYINBULAZAES docker run HiaSuABLWILILES SonarQube
vuesssneNiawedialion  warnisimuaen  SonarQube  Aulusiandfidesnisawnuly
Jenkins Workflows LLamagﬂumwﬁ 3.7 Aadimsiederiuudnduazazaannin udlunis

naasslilaldeninne SonarQube Iug‘ULLU‘U Multi-Container Deployment on a Single Host
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~ v P ) A wa A I3 =~ ~ = % o
eliiaanAaeaiuwINIIUUR939v9909ANT 11893970 SonarQube  IAMMLAEIUBI U
o 4 d‘ & o Y % =1 %

WawlAnuniign  nsuenAeuwuUeS AL ILaEl  DevOps  @u150daNTg
SonarQube  lAg19dasshazasmINgIiu  B9elRn1TINNITUINTNNTSNEIPNNYaRRNY

uluagnadiussansaw

.in
sn
sonar-scanner
-Dsonar.projectkey=1-small-code-dr %
-Dsonar.sources=. \

-Dsonar.host .url=${SONAR_HOST_URL} \
-Dsonar.login=%${SONAR_TOKEN}

AWH 3-7 A15AUUAAT SonarQube Tuiisalulal Jenkinsfile

3.3.3.2 Snyk Tutumaun15asia
Snyk gnindaNTuUANaUYeY Jenkins UNABUMWLLET Jenkins LieUsendaninensves
Aauamestaiion Tne Build Stage diNgnUasfuiin DevOps lngnssionaaunsawiltes
Tmalaviudl  egelsiony  Jumeuildefidrunendesiuiuiaulanauiu  vilinnsdeans
syminsasuduEeiid Ay Fenasnazsaunletesdwisouiy wenaindd dumeu  Snyk
o A 1 1% £ [ PN = o 1
AusanmuARauluaIg o lenuAuRInIg AukaadlunIng 3-8 Fadunisiivuam Snyk
ludsalnad Jenkinsfile wiauszyRoulusine 9 lunsmaassiilafimuneululuseduaing

[y

JUULS9 (Severity Threshold) Wiy “high” Femnedsliuaninadnsvestosiiniiszaumu

[ v '
P a o o o =)

JULIIAA high (5uge) Buld Falaun High wae Critical (seavingm) dnviadainunioule
Snnilselmdue “true” wunedslysdunisludladseluisiaziaetedninniy T99zns

Ty “false” Mgvhnisvgaldladviufidasduneu Snyk Wa Snyk nutedii
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"Build Fix - Snyk Scan dependencies’

a L |
script: 'snyk test --token=%$SNYK_TOKEN --file=package-lock.json
--severity-threshold=high || true’,
returnStatus: true

A il 3-8 n1suunan Snyk Tuddalnad Jenkinsfile

3.3.3.3 Trivy Tudunounisadng
Trivy gnAnsalnemsslunouuiued Jenkins #e Docker in Docker iliiiaauny
(Controller) ¥4 Jenkins a1u15038nld Docker Images Tuan nwandeuieafiuld ieninu
snswedlullal uaznaserunnulaeadeves Trivy aglutufinnis Deploy Feazaanse

n3lgauLesniy DevOps laan1sitnunaailu Jenkins Workflows Aauanslunng 3-9

trivy image --severity CRITICAL,HIGH \
--cache-dir /mnt/trivy-cache \
--pkg-types os,library

--scanners vuln \
pungpeeeld/1-medium-code-apple-music-js:latest

AWA 3-9 AsAvunAT Trivy Tudsalnad Jenkinsfile

3.3.3.4 OWASP ZAP lufunountmmaaeu
OWASP ZAP gninsalumauvuiues Jenkins 678 Docker in Docker wufiu lagwa
aumLUaenfeves OWASP ZAP axegluguvedlid (File) html munwd 3-10 u3e

pdf Feanunsanuuslamuaudeanis lnsandanveglulasnnes (Directory) NvumLa
p ) . Y
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wona1ntl MnlulumuunnufiRasewesesdns  azanusavilesdnsdeseauliiy

andvisegievesneunisidanuluanmuindeunisuin Mvuad ey N3 Jenkins

Workflows Siauansluning 3-11

c @ File  C:/Users/User/AppData/Local/Temp/5792486b-db9c-46¢3-b4ad-c0337d2903c6_zapreport-1 d de-appl usic-js.htm|1%20(2).zip.3¢6/report_html.html

& D YouTube wanen M Gmail

Site: http://20.212.250.197:1001
Generated on Wed, 8 Jan 2025 09:48:23
ZAP Version: 2.15.0

ZAP by Checkmarx

Summary of Alerts

Risk Level

Low

Informational
False Positives:

Alerts

CSP: Wildcard Directive
Content Security Policy (CSP) Header Not Set
Cross-Domain Misconfiguration

Missing Anti-clickjacking Header

Sub Resourcs Integrity Attribute Missing

Cross-Domain JavaScript Source File Inclusion

Permissions Policy Header Not Set

via "X-Powered-By" HTTP Response Header Field(s)
X-Content Type-Options Header Missing

Server Leaks

Disclosure - Suspicious Comments
Modern Web Application

Non-Storable Content
Storable and Cacheable Content
Storable but Non-Cacheable Content

ﬂ'l‘l/‘lﬁ 3-10 ‘I/Tﬁ']ﬂ’]iLLﬂﬂﬁNa’i’lﬂﬁuﬂﬁﬂuﬂﬁ@@ﬁfﬂuzﬂLL‘UU HTML 293 OWASP ZAP

'OWASP ZAP Scan-1s') {

docker exec devsecops-

N

ZAP.,
Checkmarx ZAP Scanning Report

Number of Alerts

2

Mo e N NN e N

Informational
Informational
Informational

@

Informational
Informational

NG w N

zap-baseline.py -t http://28.212.258.197:1681 \
-r fzap/wrk/zapreport-1-medium-code-apple-music-js-jk.html -I || true

/mnt/zap-reports/zapreport-1-medium-code-apple-music-js-jk.html®

hHTML (
reportiame :
reportDir:
reportFiles:
keepAll: true,
allowMissing: true,
alwaysLinkTolLastBuild:

tru

"zapreport-1-medium-code-apple-music-js-jenkins',
"fmnt/zap-reports/”,
‘zapreport-1-medium-code-apple-music-

jk.html®,

e

AR 3-11 n1sivunAl OWASP ZAP Tuiddalnas Jenkinsfile

Risk Level Number of Instances

sh "docker cp devsecops-zap:/zap/wrk/zapreport-1-medium-code-apple-music-js-jk.html \



26

3.3.4 mMswatuReunsaEs e ivasnste (Secure Build Stage CI/CD pipeline)

lumsvnanstl asvimssu c/ep ludladmnuasnsfeuuumanedugends (tuil Build
Stage) \fieanvadli Imms%’uﬂ%’jﬂLLiﬂL‘fJumsiquLazLLﬁlsusziaﬂmsum Dependency #1¢
Snyk 91ntiu Mssuasaiiaes Trivy avassdeusuwtesimisnasmdminmsudloves Snyk

[
v

domnidunsuseiiuvlssaninmussnsananandes Seliseaziendadl

3.3.4.1 m3sundausn Snyk 229119 U%ae Build Stage weadu Tnanmd 3-12 7
LanINTEUIUMSINOY uennil e Snyk ¥hmsnsaanudediug ERIUNENNTNMIUA
Feulanisvhamues Snyk Tu Snyk Stage wea CI/CD TTlatild feeau e Snyk #5799
wudeslyd Il dladngadndunisiud udlumsveses Fosnslidestmldsunsudly
Faus sl dladlgvheseluudnudesns 9ty Snyk ssuusihnesdulmives

Dependency tiaunufilaasduini lngagyinn15a31s GitHub Pull Request Yunnlagdmlud®

'
=

Fenpan T RRAIUIAANEUEUNTS Pull Request WBNATY yilviTiuWmun M1y DevOps Msefiy
dll -'-NI ell v A &J L1 v a :.’1 d‘ a d'
Bu 9 NALIMIEINITINTIVERUNTONUMIUNSUALLTELATINAUDNATY LilaanALRANAAT]

1WNATVY

Scan dependency

Found vulnerability and Defined
condition to allow the pipeline to
continue

Mot found vulnerability or
Defined condition to stop the

Detected Vulnerability pipeline

Re-scan

Yes

Tuggests secure dependency
versions or applies patches.

h 4

Remediate by Pull
Request on GitHub

A 4

» Finish

AN 3-12 NSZUIUNITIINIUTDY Snyk
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33.4.2 Mssunsaitaes Trivy 93n5298us uautednindanndl Snyk uhluasa
Wiodunsnsavaeunadnininudasnsdely Build Stage
3.3.3 N150TI9EUNTNEINTaEeeaLas (Resource Monitoring)
fdunislagld Portainer Tngiduainmsidenmoumuefigosnisnsieaey uitt 1%
\@an Container Jenkins ﬁﬂLLﬂﬂﬂumWﬁ 3-13 ﬁLLﬁﬂﬂi’lamﬁ Container ﬁgmmﬁagﬂum%a
poumesalion  Mnamdshliiduaauzveiuias  Container 8ndne  duilonansin

“running” AgvINgfsdn Container Manwegvzonsauldulaung

€ © A Notsecwre 20212.250.197.9080/#)2/ docker/containers * &k D * :
[ A1 Boakmans
@ Upgrage
+ . Container list & O @ & admin-thesis ~
portainer.io
Name State  Fme ¥ Quick Actions Stack!  Image Created IP Address |~ Published Ports Owner
RO 6 mylanking-blusacean2 47811 2024-11-18 1288:41  172.18.0.2 @50000:60000 IB0ACE0AD W ad
1-07 13:0%48 1721803 faaree: = adm
4 2024-12-15 224958 172170.2 760006000 90809000 W adm
weuser  postgres latest 2005-01-13 16:31:0 = adm
2025-01-13 163108 - - ® adm

New version available 2 271

AN 3-13 11978015 Container U84 Portainer

Sleiden Container Jenkins uéa TiTawy “Stats” dw$u Monitor n3nengsna 4 il
asvapuUNsIISNensuUUSEaln Suandlunmil 3-14 LAY INLERIHANSNEINS VL
TusuuuuYes Dashboard fauanslunmil 3-15

wonand awi 3-14 fauanauunIIINNS  Container %aagﬁwuwﬂmmwﬁmm
fudenlunsdniiunssig 9 fu Container Wy vign (Stop) Tam$n (Restart) wagdu 4 2

Hrglvigldanunsanivay dnnistaegsasain
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3 All Bogkm:
Container details L @ & admin-thesis v
£ Actions
OStp QKN I3 Restart | N Pause 8 Remove | I Recreste D DuplcatelEdit
@ Container status
Bat7076545 13200 3050 1633808710850 286 1403428 168
an &
Created 20241115 125641
025-03-12 163477
Cont ook
©  Ac itrol
o o
=] o a
NN 3-14 BUTIPazlagn Container Jenkins U84 Portainer
« G A Notseane 12250 y 2 7976680 12e2dda01 0871085500265 1403426174 stats a4 BO @R
..... o

@ About statistics

il Mamory usage al cPU ussge

543 16048 16353 163058 TEALD] 1GAT0R 164011 TEATIE 1640T] 154030 1640 154030 194043 164040

il Network usage (aggregate) al 110 usage (aggregate)

s

AN 3-15 MNSIeasdeansnenns Container Jenkins U84 Portainer

msnnaesi  slumsnsiedeunsldnnensiienus  (Memory)  wagnns
Uszanawa (CPU) Tnadanmuuiliiuueensimnsnennsianslssnn wasyhnsiieusuna

mmxﬁlﬂﬂlaﬁﬁu’aaaagﬂLLUUfﬁ’wé’wﬁ’wLﬁumi srwazBunnisnaaeuiised
3331 Wisufsunuiltunmslaminensves c/co ludladdilifinuvasnde

way Cl/CD dlaundenuvasasswuuraletu
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Mnsdananisldiiaisiiiunis nuwaue wag CPU Tuszninan1saiunsveodus
avdunoululudlaiisaessuuuy  nieuiemeinisdounamemineins  forauiuiy
vssanasilofinsfiuduneusnvimulaonde

3.3.3.2 Angiunliunammasidunsvestudlaiisaesguuuy
nsrvdeutumeuiiinslivinensaean (Peak Load) vowsarludlay wiosdiases
muduiugssnamsindureminensiunsanauidesiiuaudaen sty
3.3.3.3 Aangsiuiliunsmneusazuasnisiilugedwily Build Stage

ATIvERU 1A% waziUSuiieunsldmsnennsang 4 sneundlusasnddlogosing

284 Dependencies Tu Build Stage ‘W%faiflLﬂ'i’wﬁﬂ’;’mﬁ:m’lsuaﬂmﬂmﬂLU?iIEan%JWEJ’mSﬁLﬁaJ

ﬂ’! U U dl VY
Juiuanulaendenlasy
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NANISI8

TuunilldiauenansidensilSeudisulssavsnmees C/CD Tudlaivisaesguuuy
Tnglauusidendn ¢ lasuueaiuide laun wanislansneinsves C/CD ludladaau
Uaeadsluunatetu nanslnsnensves Build Stage wazwani1snsiadutesliwily Build

Stage Tefiswazidunnsnalull

4.1 mansldniwennsvas C/CD Willavanuuasadewuuvanedu

4.1.1 wan1slansnennsananiiuns (Execution Time)

Tunisnaaesil Ievinisnsavseunaisidunsluudazdunewresludlal ci/cD faes
suuvy Toun Tdladiilsifimnuvasadt (Unsecured CI/CD Pipeline) uwagludlavdisienna
Uaonfouuunanedu (Layered Secure CI/CD Pipeline) dnm3uldn Node.js aanuaunn Taun
Bn nana waglvg Teenanisnavaeunadiiunisldgninauelunni 4-1, 4-2, uas 4-3
Jauansdsiednmoiadiiunmsvesludlaiiiaessuuuudmiuldammadn nans wae
e muddu Tneusaznnuanidamanisnsadeuatsifiunisvemisluaulndlfnues
LARZYUIN

PINMTIATIEHRNANITATINEARUNAANTLUNITINAMEINET wudn  nsiisedesile
Snweudaondelussastunouvesludladiifinnuuasn fewuumanedu dawalitlaan
suiunslaesaniinduegedey  fusazdunaumnudasadofifiudnlumand e
snfulunssnwenuUasadvrewenduas  uiRdmalinadnidunslresuiniy e
Wisuieuruludlaudilifennuvaense  wuileewdonds  Wdladiidanulaendowuy
vanedu Taadiiunsfutuuszana 2 whdwsuldaynaung

aghalsfiny Tunsnaaesd nuilidldnvuelnauisluandlng Snadudunisfiuty
Aounf Hawandlunnil 44 Fadwaliaedesuvesiaimidunisdmsuldnuuneivgd

ANUPAIALAADULAN DY
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Layered Secure
Pipeline

Unsecured Pipeline

;itr;w;egchecknut code 1725 2 095

Time (Sonargube) - 1.217m

Time (Build Stage) 211m 2.10m

Time (Snyk) - 59s

Time (Push Stage) 41s 39s

Time (Trivy) - 30s

Time (Deploy Stage) 1m 595 41s

Time (ZAP) - 1m 9s
Deployment Time (Total) 4 min 57 sec 7 min 41 sec

P

awi 4-1 msilSeuiisunandiliunisvesludlaivisaessunuuvedlanauindn

Layered Secure

Unsecured Pipeline -«

Pipeline
Time (Checkout code Stage) 1.99s 1.76s
Time (Sonarqube) - 1m 17s
Time (Build Stage) 2m 7s 2m 255
Time (Snyk) - 1lm 1s
Time (Push Stage) 33s 34s
Time (Trivy) - 26s
Time (Deploy Stage) 40s 4s
Time (ZAP) - 47s
Deployment Time (Total) 3 min 29 sec 7 min 19 sec

o

7MW 4-2 MaFeuiieunaidiiiunisvesidlaunassguiuuveddnruinnans
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Unsecured Pipeline
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Layered Secure
Pipeline

Time (Checkout code Stage)
Time (Sonarqube)

Time (Build Stage)

Time (Snyk)

Time (Push Stage)

Time (Trivy)

Time (Deploy Stage)

Time (ZAP)

Deployment Time (Total)

Tmis

54s

3.55min

25

Tm 15s

Tm 47s
Tm 5s
57s

56s

46s

47s
7.42min

MW 4-3 MadTeuiisunaiiiiunisvesiudladnassgluuuvedanvuinivgy

Unsecured

Layered Secure

Time (Checkout code Stage)

(
Time (Sonarqube)
Time (Build Stage)
Time (Snyk)

Time (Push Stage)
Time (Trivy)

Time (Deploy Stage)
Time (ZAP)

Deployment Time (Total)

Pipeline

305

405

12min

Pipeline
6.9s

2m 28s
12m
2m 4s
365
3bs
a0z
1m 9s

20.04min

AW 4-4 msidSeuiisunaiaiunisvesiudladmaessunuurastialanvunslvai

NeUNR

HadwsnUnaualun1sen 4-1 Aesnanadesinanmsdniunisiulaennuue lnenis

Tansnennsnaiauiunisveslidladmnulasnsswuunatedu

= da X Aa
FILIAMNLVUULTUNALN

NNTYTUINMITTURBUNTAUNULARAAIY SonarQube MINTIVEOUYRININIEY Snyk (1lawe

A
aa v 1

NSUNFIAIA  Snyk  Anfiun1saelilonutedlnl) NSRTIERUTRILINIAIY  Trivy LaznIT




33

PNAADULNETZUUANUUADANESIY OWASP ZAP Fusastunautiy balaalnufiuag19dl

Y

HodRgy

M13199 4-1 n1swSeuiisuninensialudladnsaesgduuuly

YUA Unsecured Pipeline Layered secure Pipeline | A1AMULANATY
1an

\an 176.657 x 10° 378.830 x 10° WDy 2.14 Wi
nana 202.997 x 10° 394.653 x 10° sy 1.94 wh
gy 356.607 x 10° 713.670 x 10° sy 2 Wi

NNITAATIEVNUINLABLVUIAVBILAALNANTENUADIANAIRUNT USEAUNLNALAIN Y
Tnelanvunaaniiadudosay 114.44 Taaruienaiaiiuduiosas 94.41 uazlanauinlug
WinTusSeay 100.13 wandliiiuii laidnlanvuinlug Al Dependencies $1wuln ¥30lAN

& o a > v v { o v o Aa a X 1 <@ P
YUALaNYI19il Dependencies Nugouni1 ilildaanidunisiiudu agrslsiauugdan
WaNAuNTIsaTY  winmsiiisAuitednegluseduneensuld Wesuiuuseleviniiu
anudasnneditasuluszazenn TeglddlauiinnulasnfuwuunaigtuaiuisnanaINuLaEes
nvedlnilaegediussansamlumats 9 Juneuvesnsyuiuns C/CD Fadudanludlad
wUUSSIUAbaLnsvinle

4.1.2 #anslansnensnuIANg (Memory)

PnsduneanMmeaed  Iegunfuddludladaslimiieaiudngedulugae  Buid

= 1 1 d‘ = d‘ =l U Y v %)
stage v11n Image Hvwalng waldlefimsysannisinsesdesnwiarudasasiewiiu CI/CD
ludladtiy dawanszvudunisldnsneinsvibeanudiegndaay Iaegasunisly
mhganudlunnunavedaniiuwdlduinn  uasvdintdy  avduuiliuiiiugadulugag
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Jal - Memory usage

Memeory usage

Small code Unsecured CI/CD pipeline Small code Layered secure CI/CD pipeline

al Memory usage Al Memory usage

Memory Memory
25GB

Medium code Unsecured CI/CD pipeline Medium code Layered secure CI/CD pipeline

Jl Memory usage il Memory usage

H,. P T B E D

Large code Unsecured CI/CD pipeline Large code Layered secure CI/CD pipeline
AWd 4-5 wuldunsiansnennsniieanudvestudladenulssasswuuraledu

4.1.3 gan1shinsnensnisuseaiana (CPU)

NARINNNSNAABILAAIIATILIN Mslonsnennsutheaudilaladinsenulaenssianis
14 CPU wawold Setmudiarumnuduiusiinianisallilunouusn Tnevluuds nsifistuves
msldmeaus sgvhldnsldminenns CPU Windulude Wesanmsddunmserados
14 cPU Tunsdanistoyafioglumizeninud egslsfion Tunisaaest wuiwisdunon
yosldlatninisldmheanudigs Alilddnsld cPU gennulde daandunmil 4-6
wazn il 4-7 Fadunsmiiuansmsldniiennusiues CPU Tugsnandeasuvesiudlay
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il Memory usage Il CPU usage
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AW 4-6 NIINAREAINISIINUIEANNIWEE CPU Tutisnandeduvadlddlatunludiaing

Jaonny

I Memory usage Jl  CPU usage

AW 4-7 ASINAREAINISIINUIEANNIEE CPU Tutsnatdgiuveslddlauisiaiig

Uananyhuunangu

4.2 uan15lenswennsvas Build Stage

Tugdl Tduanmanisiinssindwetnseng 9 Toud nardiduns wheaus ua
CPU areunazvduilutedwilu Build Stage #ae Snyk siwazideadad

4.2.1 wanslanswensaiaiiiunis (Execution Time)

Pnmsianesinadiiunslu Build Stage wesludlay C/CD visapsguuuy léuans
T nswdludeslunisne Snyk Lillddsmanssnussnasiiunisegradiulédn Wesan
msufluteslriidunsduiiunmssuinauayUuusanesdures Dependendies Tagfidiuau
Dependencies ﬁgﬂé’ﬂmmé’qmwi%au dwalitaisiunisneunrisndiunlugesing &3
wunltiufireuindndfostu Fadulsdaluldnuundnuasainnnans fawanshunini 4- us
Tuvaildnvualnglunsvnaesi Sndlans g finsldmswensiiuduiaung
Fadwmalirndssveminensdmsuldauueivgfinueanedow  tngldTufinnanis
THadufiunislunnd 4-1, 4-2 uay 4-3 muwuavetén daldnseaeulu Build Stage 1
nan e Build Stage Tuils Layered secure Pipeline snifunanadiiunisndaniivdly

Yo3lime Snyk Buusesuad Inendsnaldlunsinwastuiinmanisaiunisheui
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Comparison of Average Build Stage Time Usage

B Before [ After

Small (Avg)
Mediurm {(Avg)

Large (Avg)

] 100 200 300

andl 4-8 nsidSeuiisunisianainiiunisneu-vasnisuilutesluives Build Stage

4.2.2 #anslgunsneInsnuIeANg (Memory)
PNNITNAABIATIVABUNITLINITNYINTUUILANIVOY Build Stage isneuuay
naan SN lueeslng AslanslunIng 4-9, 4-10 wag 4-11 TILAAINAANSULARZIUIALARYIIENL

un loun vunaan nans wazlveg) auaiau

Unsecured Layered Secure

Metric Memory usage Pipeline Pipeline
Checkout code Stage [1.2-1.3GB] 900 MB
Sonarqube Stage 900 MB
Build Stage [1.2-1.3GB] [900 MB - 1 GB]
Snyk Stage 1 GB
Push Stage [1.2-1.3GB] 1GB
Trivy [900 MB - 1 GB]
Deploy Stage [1.2-1.3GB] [900 MB - 1 GB}
ZAP 1.6 GB

A 4-9 msd3euidisunisldminennudveddlaiiaesguuuuveddnvunaiin
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Layered

Unsecured Secure

Pipeline Pipeline
Checkout code Stage 1.3GB 1.4GB
Sonargube Stage 1.5GB
Build Stage 1.4GB 1.5GB
Snyk Stage 1.5GB
Push Stage 1.4GB 1.5GB

Trivy 2GB

Deploy Stage 1.4GB 2.3GB
/AP 2.8GB

Mui 4-10 MsSeuisunslimiieanuiwedudladiassguuuvedAnruinnans

Unsecured Layered Secure

Pipeline Pipeline
Checkout code Stage [1.7-1.8 GB] [1.3-1.4 GB}
Sonargube Stage [1.3-1.4 GB}
Build Stage [1.7-1.8 GB] 1.4 GB
Snyk Stage 1.4 GB
Push Stage [1.7-1.8 GB] 1.4 GB
Trivy 2.2 GB
Deploy Stage [1.7-1.8 GB] 2.2 GB
AP 2.3 GB

anf 4-11 MsdSeuiisunislimiieanudwesdddlaiisassguuuuveslanuunnlviey

PN 4-6 nudwdsnsudlatedivd wiheanusifinisléiiesas Ineldavuianansas
flnidvidciiudunniomd 100 wrglud (vB) whit luvasiléalvdsuanasednad
Woddy  eglsieny  nmsiesisinud  wasainudledeslwiudanislaninens
mhgarmdlassuiiulinfianadluldannvunn dsiuandunmi 4-12 Adnnunadns
sonuduanade Taeldauuelngiuwlduiifutudesdndos esmnmguadildnanly
Aountiilunsnaaesiliilnglfnuunelngisiuunidwsfiosrliminensearmadou
wonand  madnsdwandidiutnaed  Wesumnnesiures  Dependencies  vhlsk
Dependencies légnuiuusslifitu vilildiuiimiennuslunismantiosauiieieuiy

nostuneuntn  vhlvmdsannudlevedul  lAevuialdnldnsneinsriiemnusianas
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TnglanyegndslanuuinnaanasaniAuissesas 20 FeUsuenlain Dependencies @
Ingglasun1susuussedaliusednsnm lunmenduiu taavualvgnduinislivieaiud
Winduiesay 3.45 Feoralunannain Dependencies vaslanvualrgfimnududou vinlw

nsesumaduldleenn dwmalmdlalaliduuszansan

Comparison of Average Build Stage Memory Usage (GB)

B Before [l After

Small (Avg)

Medium (Avd)

Large (Avg)

0.0 0.5 1.0 1.5 2.0

M9 4-12 MsidSeufisunislaniieamudineu-nasnisuilageslnives Build Stage

4.2.3 nanskavsneansnisuszaiana (CPU)

HANTSTYAABILEASLALTUIT N15UMANIBSTY Dependencies dwalinslanswenns
CPU isilunnauinvastin Tnelénaundniutuiosay 21.44 WWenuananadfisdusos
av 2025 uagldnuundlugjegittosay 17.00 Fefluandlunmdl 4-13 Fsnafindull wandld
WiuinseUnnnesdy Dependencies Wuneidulmifianududorlunsdsyananauniy
dmalideddninens  CPU ity Tesewvedndsdeldmuumelna il
Dependencies 11nn3lARTLIADY

oehalsfimnu uinisld CPU asifisdu winsiiutudegluseduiivensuldidefinnsan
femnuaeadefiiuduainnissiian Dependencies 1{fuiiasdulal Ssthsananudesnin

Yoslwinenaindulu Dependencies LI93HULAN
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YoNNT  Wan1seassdaansliuInlanvuIanaailinisasunuainisidnswenns
CPU doeigaviasannisudlatedinily Build Stage Fauansliiufausz@vsnmianianlu

A13ARNITNTNEINTSETUU e luiinansenuliaausanisid CPU

Comparison of Average Build Stage CPU Usage (%)

B Before [ After

small (Ava)

Medium (Avg)

Large (Avg)

] 10 20 30 40

A9 4-13 MsidSeuiisunisly CPU neu-masnisuilageslunives Build Stage

4.3 Nan15M5293UYe 913U Build Stage

nansneasLansliiiuin msliiaiasile Snyk uazasiaaeusilag Trivy wanslidiuds
nsanawossutedniluldnomaildlunsnaaes Fwseneuselndsiuin 9
wuau 3 aun Fwandlunnd ¢-14 Fadunadwsaildunnn Trivy Tnense dlethudasien
wazAwIanlulesidud nuildnvuiadnidedwianasiesay 12.22 TAnvuinnatsanan
othaundsdenay 62,96 desddsusyansnmgeanlumsinnisdesinives Dependencies
wazldnuunnlvgjanasienay 9.8 daildnsinsanasitesiigailleiiivuiuldnvunndu q
WARNING 4-15

nsanasetedwimeni dwansznulnensiienulaenseveweninai dwinan
aruideslunisimeddwidngtunoudug vesludlal waranmnudssiumuaendodeu
msdsuaurendslitugnd Taslanzedrsdsldnuuanansiiuansussansnwgeanlunis
npaes  lesan Dependencies  #angs1en1siasunsoUlanegeiivszdnsnm  Tu

a ) Y & & a . v v Ao
VUSLRYINU Iﬂﬂﬂu’]ﬂl’aﬂLLazIWilﬂuﬂ']iVl@a@\iu 2794 Dependenaes NYUYBULLASHITUIU
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1103 lanutymuasivedndnluniselinn lraesvuinlani dussansninlunisantes

Iiladesnilanvuiana1d uenatni n1sanasesdedlvd Fuetiu Dependencies NlARLY
Y a ] Y] a v v v A oA

wazlasaasenseulusunsuvewiasiimudniiy  lagasuuad  nsldiesesile  Snyk

s Trivy ludumeu Build Stage 1Juisnsniiussansnmlunisandedlwilagiiuaig

Uaonduliiugenawis Inslanzes19dslulaniil Dependencies 7lasunsdnniseensdl

YsLansnIN

Number of Number of
Size of code ~ | Vulnerabilities Detected -~ Vulnerabilities Detected + | Difference -~ Percentage «
Before remediating After remediating
46 44 2 4.347826087
High 40, Critical & High 38, Critical 6
Small 79 76 3 3797468354
High &3, Critical 16 High &0, Critical 16
a7 31 16 34.04255319
High 31, Critical 16 High 24 , Critical 7
a7 2 85 97.70114943
High 40, Critical & High 38, Critical 6
Medium 21 19 2 9.523809524
High 19, Critical 2 High 17, Critical 2
27 22 5 18.51851852
High 23 , Critical 4 High 18, Critical 4
7 3 - 57.14285714
Large High 7, Critical 0 High 2, Critical 0
27 11 16 59.25925926
High 17, Critical 10 High 5, Critical &
279 268 11 3.94265233
High 216 , Critical 63 High 207 , Critical 61

Ml 4-14 uutedlmineulazranluves Build Stage
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Comparison of Average Vulnerabilities Detected in Build Stage

B Unsecured Pipeline [l Build-stage-secure Pipeline
250

200
150
100

50

Small (Avg) Medium (Avg) Large (Avag) Cwerall (Avg)

Al 4-15 msSeuiieutesinily Build Stage
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5.1.2 MIATIABUNINEINTIU Build Stage
nMsnnapsiinedeunsNeInseuasudnsudlateddnisae Snyk Tnsuudltunsly
ninensviaualildsanszmudaudediines agunanismaaedladd
5.1.2.1 nasiuns7ildlu Build Stage shaneunazndily ldlddinnuuansis
fusnn 1esamndau Dependencies Safisuaumingy Wisswdduinaneddu
5122  wimgnswhenrmdildannuneliiuualianaudntosndsudly
194910 Dependencies vangsenslignuiulsauazsuinndunestuilninin dawally
Nufimhemusiiosas  Snclunmsmeaesd  WEnvuanansdiusyansniwlunisdting
Dependencies l#ffign  wazninensmiemnuirildanasannousuinnfedosay 20
Tuvaildnuuelvajanaaiiosdosas 345 wintu uwlesdesnin wifidwandiifiuedng
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FALauin13oUlan Dependencies finansenuiinfen1sannslauiigaNuan
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5.1.2.3 ninens CPU fuwiliiivasludnioenanily osannisdUmedu
nestulmivihlrrasdinsussananalui wag Dependency UN9fe1aliANgugoULINTY
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maiiueudesiiliudssdnsinlddweurensdniivaenseliiiugnin

5.1.3 nMsanasveatedtndly Build Stage agWiseray 16.5 lngAuinanAadevestes
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14 wonaindl wngedwilasunisunlulunnsedu Aaganunsoanlagengagu

5.2 UBLAUBUL
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Deploy azlsidu3ala {ipsaniesdu Dependency anatnudsiulaniildes fennsed 5-1
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wansteymin1s Deploy masnseuianlaenisualugesdin DevOps LigEhenen Jalandli
& 1 a ) v a a 3 o 8 v i ! 1Y v &
WiungslinssUialaduszdnsnin Nezvilvdsanants Deploy duwan astumIsuile

\|an1e Dependencies MAMUTULTITEAUINGALALEY NIoNFoSAUNNTRLLRLFY

A19199 5-1 n1suanstgyninis Deploy #8931nN158ULAR

U uulan s1uauléadl Deploy W1 | sruauléadi Deploy Tuisinu
ian 3 2 1

N 3 0 3

Tuey 3 1 2

522 c/cd  Wdladdunssviunsowlusiiasfadnisanuisy  leensneins
PUEAIUINFINANTENUADIANLATALAN  DNTINSNYINTNUILANUINTNANTENUDE9TALIU
fan1saiuuvatudlad AINNITAINHAINNITNAADY nulpeundludladasly
igANudasiugie Build Stage vn Image Hwwalveg wazileludladlaldnsnenns
wheAuIguegseilosaulndinnvueviheanuiveaasenaleuidivuall  ay
daaluludladngasn dsnmd 5-1 wazami 5-2 azlundesuansuanislansneinsves

a I3 = U dl 124 Y 1 o i Yo o Y v
ABLNIADSLELOY  1REAWNANINISINSNEINTTUIBAINTT (Mem) MLNATNTINA AI8NIT
WinTuegeiailiell liasesaliounauausstimseialunan aleu vilimieaudd
[ o a [y [ [ a a A Q’lj . IJ 1 d'
WUNINGINTVUNIZAUNTUINTIAUTEAVENINNINYIEA  Wen1AU Build Stage tUueiuy
dAgluSewaimslinsnensmheanudr  dwu  gldmsusslivvunavealvaldnln

wgauivallavenInneNianesiatou wetesiudymnisldniisanuiniusuin

#13 6.395 is not maintianed anymoreE[@;33m. It is thus unlikely that this bug will
#13 6.395 ever be fixed. Add "@babel/plugin-proposal-private-property-in-object" to
#13 6.395 your devDependencies to work around this error. This will make this message
#13 6.395 go away.EH[om

#13 6.395

Al 5-1 Deploy log Mangavzinveslutlawflu Build Stage
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1. @519PpuRmasalau (Virtual Machine: VM) 37UUATNLASDY 9NN N-1

Home

Virtual machines =

kmutnb.ac.th

Create ~ | Z Switch to classic '@! Reservations ~~ eﬁ‘ﬁ Manage view 'f_:' Refresh + ExporttoC

Filter for any field... Subscription equals all Type equals all Resource group equals all <

AN -1 NSAs9RRUNLMBSLETaU
2. MNUATDABUNILADT LA DULAL AIATAN TN INADUYDIATOS WAAIAININA N-2 LALATNT

n-3

Home » Virtual machines »

Create a virtual machine
5] Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUr resources,

Subscription * (& ‘ Azure for Students ~ ‘
Resource group * (0 ‘ thesis-resource-group s ‘
Create new

Instance details

Virtual machine name * () ‘ cicd-pipeline-vm /‘
Region * (O ‘ (Asia Pacific) Southeast Asia s ‘
Availability options & ‘ Avallability zone ~ ‘
Zone options (D) @ Self-selected zone

Choose up to 3 availability zones, one VM per zone

O Azure-selected zone (Preview)
Let Azure assign the best zone for your needs

Availability zone * (& ‘ Zone 1 R

&) You can now select multiple zones. Selecting multiple zones will create one VM
per zone. Learn more

Security type (O ‘ Trusted launch virtual machines ~ ‘
Configure security features

AN N-2 S198LLBEANISASI9ABUNLADS ELDY




Home > Virtual machines >

Create a virtual machine

& Help me create a low cost VM

Image * O

VM architecture (O

Run with Azure Spot discount (O

Size * (O

Enable Hibernation O

Administrator account

Authentication type @

Username * (0

SSH public key source

SSH Key Type

Help me create a VM optimized for high availability Help me choose the right VM size for my workload
‘ Ubuntu Server 24.04 LTS - x64 Gen2 e

See all images | Configure VM generation

O Armed
@ pGE

L

‘ Standard_B2ms - 2 vcpus, 8 GiB memory ($77.38/month) ~
See all sizes

O

o Hibernate does not currently support Trusted launch and Confidential virtual
machines for Linux images. Learn more 1§

@ SSH public key
O Password

o Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine,

‘ cicd-vm-user v |

‘ Generate new key pair R |

(®) RSA SSH Format
() Ed25519 SSH Format
@ £d25519 provides a fixed security level of no mare than 128 bits for 256-bit key,

< Previous || Next : Disks > ‘

2. flaAATeU1e (Networking) WaZIIUAZLDIANITAIAIVISALA AININA N-4

AN N-3 ANSANRUAVUIAVDIABURUADILALIDU
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Home > Virtual machines >

Create a virtual machine

a Validation passed

& Help me create a low cost VM

05 disk type

Use managed disks
Delete OS disk with VM
Ephemeral Os disk

Networking

Virtual network

Subnet

Public IP

Accelerated networking

Place this virtual machine behind an
existing load balancing solution?

Delete public IP and NIC when VM is
deleted

Management

Microsoft Defender for Cloud
System assigned managed identity
Login with Microscft Entra ID
Auto-shutdown

Backup

Enable periodic assessment
Enable hotpatch

Patch orchestration options

Help me create a VM optimized for high availability

nnayc usrau
Premium 55D LRS
Yes

Enabled

Mo

thesis-vm-vnet

default (10.0.0.0/24)
(new) cicd-pipeline-vm-ip
Off

No

Disabled

Basic (free)
off

off

off
Disabled
Off

Off

Image Default

< Previous || Next >
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Help me choose the right VM size for my workload

AN N-4 NT1DNITHIIVADUITIYALLDUANITAIANVIVUAVDIABUN MBS LALI DU
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A157A9A1 Docker Container Tupauianasiaiiou

1. 9UARIZUUMEAIAS sudo apt update WAAIAININT V-1

untu no

ibuntu r

ibuntu r B]
8]

Tucid In

tbuntu nobl
buntu nob
buntu nob
buntu nob
buntu nob

0 buntu nob :
buntu noble-upd r d a

- % < -
AN V-1 A1FINT1TULARNTTUU

2. finRs Docker MBAET sudo apt install docker.io A4NWT V-2 LAZATIVE@OUIN Docker

IognAndsluaTeaseuTeseriemas docker -v #an1ni -3

nning 1inux i

¢t docker -v
5.1.3, builld Zo.1.3-Oubuntul-~24.04.1

AT V-3 NSATIVEDULIBSTUVDY Docker
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3. finsa Jenkins waz Jenkins Controller fhefdsaluil

docker run -d --name jenkins-blueocean --network Jenkins

-v jenkins-data:/var/jenkins_home -v jenkins-docker-certs:/certs/client:ro -p 8080:8080
myjenkins-blueocean:2.479.1-1

docker run -d --name jenkins-docker --network Jenkins -e DOCKER TLS CERTDIR=/certs
-v jenkins-docker-certs:/certs/client -v jenkins-data:/var/jenkins_home -p 2376:2376
docker:dind

wdaaninge Jenkins wionssdedluassiariudnss awsadaldnuiuduuniees

Y

(Browser) 19 wa@nan 1w -4

€ 5 € ANotswe 2021225019780 lcginiam =3%2F x MDD LR

B8 @ T By weews M Grai 0 41 Boctmarts

Sign in to Jenkins

Al U4 d@udnsiealingIiln (GUI) 989 Jenkins

4. findia Portainer fefda docker run -d -p 8000:8000 -p 9080:9000 --name portainer
-—-restart=always -v /var/run/docker.sock:/var/run/docker.sock -v portainer_data:/data
--admin-password xxxxxxxxxx portainer/portainer-ce:2.21.4 Mﬁﬂﬁ]’]ﬂaﬂé?\‘i Portainer

ausaaldauenuduus iweste wananInd u-5
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Log in to your account

AINA -5 U1 Portainer TuAuwsiwes

5. inda Relational Database (Postgres) @1115U SonarQube nufinge SonarQube lu
JUluU Docker Container §emds docker run -d —-name sonarqube —network
sonarqube_pg network \

-p 9000:9000 \

-e SONAR_JDBC_USERNAME=xxxxx \

-e SONAR _JDBC_PASSWORD=XxxxxxxxX \

-e SONAR_JDBC_URL=jdbc:postgresgl://http://postgres:5432/sonarqube \

-v sonarqube_data:/opt/sonarqube/data \

-v sonarqube_extensions:/opt/sonarqube/extensions \

-v sonarqube_logs:/opt/sonarqube/logs \

sonarqube:latest

Na99NAAFI SonarQube ausOUAUNILIULUTTIWaSTe WARININA -6
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« G A Notssure  20.212.250.197:5000/sessions/newTrEturn_tos%2F

* & O P :

2 | O ouie B wemen M G

‘)9? Sonar

@

Log in to SonarQube

Login*

AN V-6 1111 SonarQube Tuduius1iwes

6. NM3wousie Snyk iU Jenkins tnewdnadiivles https:/app.snykio/ ieammsideu Weouse

U GitHub wazsu Snyk lviAu (Token) fannétl 2-7 a1ntu dilmAunlasulumvualy

[ &V
Y

Jenkins Credentials fan il v-8 wazRnsaudndu (Plugin) "Snyk Security” lu Jenkins &

.
AN -9
« c op- * B O =R
. -
Auth Token
Use this token 10 authenticas
[ s oo | rzomerser s zrszns

AN -7 wiRernUyTveaiu Official Snyk

Dashboard Manage Jenkins Credentials System Global credentials (unrestricted) SNYK_TOKEN
& update Update credentials

il Delete

2 Mo Glabal (Jenkins, nodes, items, all child fems. etc]

eeeeee

SMYK_TOKEN

Desaription *

SNYK_TOKEN

AN ¥-8 N1IMUA Snyk Token adlu Jenkins Credentials


https://app.snyk.io/
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Bk g

Dashboard > Manage Jenkins > Plugins

Plugins Q. sy

o I (T

Inctabed phugine Add the ability o test your code dependencies for vulnerabilives against Snyk database

81 Advanced setings

AA -9 nsAinge Plugin Snyk Tu Jenkins

7. finda Trivy Tu Container 984 Jenkins (Docker in Docker) fodaseluil

sudo apt update

sudo apt install -y weget gnupg lsb-release

weet -qO - https://aquasecurity.github.io/trivy-repo/deb/public.key | sudo gpg --
dearmor -o /usr/share/keyrings/trivy-keyring.gpg

echo "deb [signed-by=/usr/share/keyrings/trivy-keyring.gpg]
https://aquasecurity.github.io/trivy-repo/deb S(lsb_release -cs) main” | sudo tee
/etc/apt/sources.list.d/trivy.list

sudo apt update

sudo apt install -y trivy

8. finfa OWASP 1ugULLU‘U Docker Container lu Container 484 Jenkins (Docker in Docker)
Fefds

docker run -p 9081:9081 --name devsecops-zap -v /mnt/zap-reports:/zap/wrk -t
zaproxy/zap-stable:latest

9. aanzLleu Docker Hub Iﬂwﬁwajﬁulsziﬁ https://hub.docker.com/

10. aanzideu GitHub Tnewdngdiuled https://sithub.com/


https://hub.docker.com/
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n15A9ALASaLla CI/CD

1. msfnseUanduues Jenkins Wisniusaseluil
1.1 SSH Agent
1.2 SSH server
1.3 Snyk Security
1.4 OWASP Markup Formatter
1.5 Job and Stage Monitoring

2. TumsWau Jenkins CI/CD ludlarifisanssuuuy WuusssumuazLuumaneda) suneu
usnAemsivundaninuIndonvestudlal ilefedeyanin Jenkins Credentials #ilét
Avuald dsnmil a-1 Tsuszneusheildsaniu ldun SSH KEY veurdeuaiiou To
fdirTeaatiou fleg IP veardeuailou uaz Token 910 Docker Hub nsiwmaATluisA
Taduansdanmdl a2 dwivludfladaranaendowuonanedy  adinafslndues

w3nsileanuvasnisunseie taun SonarQube way Snyk HINWA A-3

f_ Jenkins

Name Kind Description

[ T I ™ B B R
“a

AR T T

BB 3 &
Y
4

SNYK_TOKEN Secret text SNYK_TOKEN

AN A-1 BTUINISAMUAAN Jenkins Credentials


https://plugins.jenkins.io/snyk-security-scanner
https://plugins.jenkins.io/antisamy-markup-formatter
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"DOCKER_TOKEN®
ials("ssh-private-key"’
'server-user’
'server-host”

ials({ "DOCKER _TOKEN®
'sonar-token’
ls('sonar-url’
rials( 'ssh-private-key’
'server-user’
'server-host’
1=( "SNY¥K_TOKEN"

AT A-3 NISARUARIANINWINARLLNLLAY Credentials Tu CI/CD Jenkins Rsalnal
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519az198ALATRIdasNYIANNUADANBLAZLATDNEBY ¢ NtN82TDY

1. MIuanINanInTIRdeuaLUaenfeanasesiesnummulaendefinanuadly  Cl/CD
Tulatuuuvaonss

1.1 SonarQube fiysanmstuludlay Wniseuserhulnduuazuanisisnunans

aunuusnulusiand Tneguadnslsvuusiwesiinu IP veadsnesiviinis Deploy fianm

7 9-1

sonarqube Projects  issues  Rules  Quality Profiles  Quality Gates  Administration  More

o

Overview Issues Security Hotspots Measures Code Activity Project Settings

Take the Tour Not now
’ ' ysis B days ago
W
Passed
The last analysis has warnings.
New Code Overall Code
Security Resability Maintainability
0 4 0 A 44 A
Roceptuicenes Comaras Dupbcatons
0 ®  0.0% O oo0% .
N . 261 897
Security Hotspats
8 £

AN 9-1 PN99N155189UNAABNUTDY SonarQube VadlUsLanNg

1.2 Snyk venlaglimfulunsdense waswansuadnsiudsdlu Deploy Log Fsaziily
e Snyk et dlewdonlnd packagejson Muiiivues Dependencies anunsaiden
Dependencies  fifipsnisduimamuduuztves Snyk M fanmdl 92 wasBudunis
Wazuuadldn Tngldasns GitHub Pull Request auitusinglunwd a3 gavieaziiiluds

U1 GitHub Taegdn LUl fan1ni 9-4



@ package.json @

rview  History

v PRIORITY SCORE

S m @intlify/core-base - prototype Pollution & SCORE
cussoo QD sk 833

v “FIXED IN* AVAILABLE

- Introduced through Exploit maturs
[ Yes 3 - B 2
Fixed in 1"
[ Ne
Sho etail v
v COMPUTED FIXABILITY T Learn about this type of vulnerability
[ Fixable

() Partially fixable 0 & Ignore Fix this vulnerability

No supported fix

MATURITY m @intlify/message-resolver - Prototype Pollution & seonr
[ Mature 1 YULNE TV CWE-132 CVE-2025 [ SNVK-JSINTLIFYMESSAGERESOLVER 9. 833

(] Froof of concept

[ Noknown explor . P 18020110 B,

Fixedin @tify/messagerssiver@d 111
[ No data 0
e mors ustal 12
v STATUS © Learn about this type of vulnerablty
(2 Open 4
O Pat 0

CJEEE 11 Fix this vulnerability

4

AN §-2 N1518en Dependencies Mpin13azsulanlu Snyk

i1 Open a Fix PR

Pungpeee/2-big-code-juiceshop:frontend/package.json

Back to project

Issues with a fix

An upgrade is available to fix these issues.

Q Improper Verification of Cryptographic Signature in elliptic

Q Improper Verification of Cryptographic Signature in elliptic
Q Improper Verification of Cryptographic Signature in elliptic
] improper Verification of Cryptographic Signature in elliptic
Bl @ Improper Verification of Cryptographic Signature in elliptic
EJ @ Denial of Service (DoS) inws
[ Q@ Missing Release of Resource after Effective Lifetime in inflight
I Q@ Cross-site Scripting (XSS) in webpack

Issues with no fix

| No upgrade or patch is currently available for these issues

B} Denial of Service (DoS) in socket.io-parser

T Open a PR with upgrades and patches 1o address the selected issues
0 Product updates

@ Help ~

2 -3 nsBudunsilduundaslanuas Snyk
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1 Open

[Snyk] Fix for 39 vulnerabi
Pung

Learn how to fix vulnerabilities with free interactive lessons:

Merge pull request #1 from Pungpeee/snyk-fix-b989ecbecbb92883511c40defId9809

[SnyK] Fix for 39 vulnerabilities

Confirm merge Cancel

AN -4 N158UIUNTS Pull Request 983 Snyk UL GitHub

1.3 Trivy AZLAAINANIU Deploy ﬁ&mwﬁl -5

/mnt/trivy-cache --pkg-types os,library vuln pungp /1 de-appl

1) trivy image --severity CRITICAL,HIGH --cache- s6sec O o

Shell Script

e
11 VEX allows you to communicate the actual status of vulnerabilities in your project, improving security transparency and reducing false positives for your users.

12 Learn more and start using VEX: https://aquasecurity.github.io/trivy/ve.58/docs/supply-chain/vex/repo#publishing-vex-documents

14 To disable this notice, set the TRIVY_DISABLE_VEX_NOTICE environment variable.

17 pungpeee19/1-medium-code-apple-music-3s:latest (alpine 3.21.8)

19 Total: ® (HIGH: 8, CRITICAL: 8)

21 2025-01-04T08:50:44Z  INFO  Table result includes only package filenames. Use '--format json’ optien to get the full path to the package file.

23 MNode.js (node-pke)

25 Total: 2 (HIGH: 2, CRITICAL: ©)

T T T T T T
Library | vulnerability | Severity | Status | Installed Version | Fixed Version | Title
1 I I I I I

T
|
I T T

30 | cross-spaun (package.json) | CVE-2624-21538 | HIGH
|
I
I
|

nth-check (package.json) | CVE-2021-3803

2.6.1 | nodejs-nth-check: inefficient regular expression complexity

1
!
T 1
| 7.0.5, 6.0.6 | cross-spawn: regular expression denial of service |
| | https://avd.aquasec. com/nvd/cve-2024-21538 |
I !
T 1

AT -5 FPEIINANITINBNUAINUABAN BV Trivy
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1.4 OWASP ZAP wanssasulils HTML fannil -6

@ @He  CyUsarsiUserApplstaiLocalf lampy s rHEARED-dbEe 463 -bdad ol fd 28 ch 2apropant- 1-madium-ooda- appl-muse- s R I 20 ok Taport_Rtmlhtml

ZAP.,

Checkmarx ZAP Scanning Report
Site: httpe/r20.212.250.197:1001
Generated on Wed, & Jan 2025 00:48:23
ZAP Versiah: 2.16.0

LN by Chechman:

Summary of Alerts

2
Cantant Satuiity Pulry [CAF] Haades Nit 54t

v Doruuky Mol i
Missing SH-Chrkaekng Huader

Suls Brsman oo huisgrity Aibibis Missing

Camsa D raSeript Soeree Flie Incidon
Fanmdsions Pilicy Haadar Nl Sat

- [ e ] e
Lowy

Seryer Legks Infrmeton vin ' ¥-Poweed By HTTP Brsponze Header Pl
H-Lzonknt. 1ypa-Dptinns Haadse Mising

oo e R

ket Dschimsunes - Sussiviuus Commant
Bodem Yich Agulalin

Man-Ehorabla Comtaed

Stomabie apd Cachssbie Contery

Shorable bt Mon-Uacheable Condend

AW -6 FegamanIIENUANIUaDnfBTes OWASP ZAP Tusuuuulwg HTML

1o
Lowv
Loy

=

Koo s

2. nsldau GitHub lelpaulusand (Clone Project) Wioasalusiandlumiuy GitHub

ANRUNNTANADNAINLUSLANARININT 9-7 LNBWauURDNU Jenkins

71 Pulrequests 5 @ Adions [ Projec

{# 1-medium-code-apple-music-js

Your main branch isn't protected

A 7 wehlusiandues GitHub



3. A5l Jenkins wieadng cl/cD ludlad

3.1 Wonuuy “New Item” 9nyug1gv8anti1 Jenkins AanINd -8

Dashboard

+  Mew ltem

& Build History

@ Project Relationship
;@ Check File Fingerprint
@ Manage Jenkins

D My Views

' Qpen Blue Ocean

AW -8 iy New Item toasnsludlanlu Jenkins

3.2 Mvuafouaziaonaianes item tJu Pipeline fan il 9-9

Q & & O

68

N

New Item

AN -9 nn1seeavesnisasialudlanly Jenkins
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3.3 Tun1sAmuna T1sdenlusiansdain GitHub aslutis GitHub Project slaviunandlu

AT $-10 wazan9a9naslu Repository URL wewiden Credentials 9161913 Aan i -
11

f' Jenkins

F | D@ (@ Wanisara ¥
Dashboard » Project] > Configuration

Configure General N O]

€83 General Description

@ Pipe
Do not allow the pipeline to resume if the contrell
Gitkub project
hitpsy//github.com/Pungpees/1-medium-code-apple-music-js.git
1 v
= v Y 1 ¥ \/L e‘"L '3
AN 9-10 KUINITANAINITAsS19bUULaU (1)
O VouTube B warn M Gma

Configuration

. Definition
Configure
Pipeline script from SCM ~

83 General

scM
/2 Advanced Project Optiens

Git ~
@ Pipeline

Repos

Branch Specifier (blank for ‘any) 7

*/master

29 9-11 wnnisaernisasialddlad )
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