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ABSTRACT

In the current era, artificial intelligence (Al) technology plays an important
role in security systems, especially in intrusion detection systems that use Al to
analyze images and signals from CCTV cameras and various sensors, which helps
increase detection accuracy and reduce human errors. Therefore, vocational
education must be developed in line with the advances in Al technology to prepare
students who want to enter related industries. The current problem is that
vocational education cannot fully apply Al technology due to the lack of appropriate
learning media and a lack of understanding of the use of Al in security systems. As a
result, students cannot fully develop the skills needed to work in industries that
require these technologies. This research focuses on developing a practical learning
kit that uses Al for intrusion detection to examine the learning achievements, work
skills, and attitudes of learners. The study's results found that the developed learning
kit can work efficiently with high accuracy in normal light conditions (94.74%) and
acceptable accuracy in low light conditions (87.89%). In addition, the Al security
practical learning kit system shows consistency and stability in its design. The
knowledge achievement of the experimental group using the learning kit was
significantly higher than the control group (p < 0.05), as were the learners' work skills
and attitudes, which had a more positive attitude towards Al, which will help
enhance their competitiveness and increase their career opportunities in an era

where technology is a key factor driving the global economy and industry.
(Total 112 Pages)

Keywords: Al'in Security Systems, Practical Learning Kit,
Intrusion detection systems.
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A8AAARINUNTOUAMIAILVIYIA UINTTIUAING UATAIINABINITVDIAAIALTINU LagLiu
MsBeuiunsuAtRese Weasuairevinweduilie Ausssy 930550 waTaTIIUIIM
Ju1Tn wdngasdaudangu 1WalenalwgiSoudonuuinisnis@nu i vunzas
n¥ousosfunmaiisulounanindeu aud wagtsraunisainuinsguendn Snvads
aduayuNITSYUINaenTIn NIHAINIMANEATIINAUTUYULAZAIIUUTENOUNNT NABATU
nsadrsmnusiudiesevinmisruislusaginassing iweifiadneninlunisudediuly
syiulanogsdsdy

[ a

ANNBVDIMENGNTABNTATNUAAINT NI AN YU LaLNYANTIUAR TATTLIUTTU

q

% 6

Judn amnssuiiavousedany Lazdndiinoysnyduanden W%’awzwﬁ’summm;z‘luéhu
Toiiaata ndnnns ngud wazuuufianiAsadestuauedn Tnssjuaiuinugnisdean s
nsldnalulagndvia n1sAndLATIE NMsuAlyn) kagnsiseusnaendin TaufsnisuTusm
sion1sdsundadlusuendn Snidsgnilsanunseniniludiguuasvgia dian way
dawndon masnaunsiidsalunmsimundliiunuasdadu fadunsaiieiSoud
wieusnoauy vinwe uardndindia ieduidsddglunmsiannussmaogiedaiuly
BUIAR

lngvangnsuseniaednsivdin wnsdnsiy 2567 Useianivigaaivngsy nguenin

wasa Wi wardidnnselind arvdwdidnnseiindyadunsimuseuliiannuiuas



vinwzsudidnnselindfinevaussmnudeinisvesmainussnulugnanynssamdaany T
uazdidnnsetind TaeiunsBeudiunsufifes weafvaussougluamAnTnamenis
U ASEENKUY MIRaka Mathzeine wagmaudletgmissuudidnusednd noonaw
mMsysanmamaluladidviauas msdeansiiteiinysyavsamlunisviny

nangaidalianudAyiun1siauinveaun1sAndiaey n1suadam wasnis
ausiulugUuuuiin n5euUgniaasesssy A358UTIAAYITN ANUTURAYO U IAY
uaydndriinlunisoysnindinunasdaindey

uenand fiisuazldsulenmalunsfinuszaunsafivnluaniulsznounisade lng
sudefunirsruniasguazienvu iewmisuanunioudusunisdigendnluaeny
Sidnnseindvionisusznevardndaszeseiunuasssiu v udngnsldeenuuuli
aenndosfuanns U NLATATEUAANALAING (AT aynansATianssaurgeuays

Anannlunisudsdulusyivaina mdnans UseniatleUnsdvndn wnsdnsy 2567, 2567)

nangasussnatieinsivadn
WNSANSIY 2567

Usslanivignamngsy
ngua1dnwasan il wazdidnuseiind
dv1vididnvselind

dinsuAnenIsUNISNNTaNTANE
NSENTAANWIZNS

A v = v a IS 7 a a a (4
AW 2-1 ndngnsusznmadetnsivdn wisdnsiy 2567 avivdidnvseiing
(mangasUszmatlednsIvnan wnsdns 1y 2567, 2567)



2.2 szwmwé’umsqnqn‘luamuﬁ (Intrusion Detection Systems - IDS)
2.2.1 wnAnLasmNdAYYRITEUUATINITUNTYATN

izuumaﬂﬁummﬂj‘ﬂ (Intrusion Detection Systems - IDS) ﬁaszuuﬁaamwu
uiitensiaaeuAanssuiiaUnfviengnssuiiniiensyngaluaauiitivme 1wy enans
dnen T viefufiiamydug InefiagusvasslumafiunuUasnfbuazanaiuidss
91nnslasnssumIomanaiftlifieuszasd (Hasan et al, 2022) 52U IDS @1350MUS
sonuasauszianudn laun

2211 53uUnsI93ULT93U (Passive IDS): siwthiludaiitoudlefivmnsalinynd

2.2.1.2 58UUATIITUITAN (Active IDS): HiflsiFulunsnovauesdnlulifiile
Uaeaiunsedninni1siwnde (Rahman & Chen, 2021)
2.2.2 9IAUTENBUNENUBITYUUATIITUNITYNSN
2.2.2.1 fduwes (Sensors): IdmiuasadumsivasuulamiengAnsaud
urasde 1y 1ulwesnsiadunisiadeulm (Motion Sensors) uazidulwes ingamgdl
(Temperature Sensors)
2.2.2.2 fUszanana (Processor): @ miuiianeideyaildsuandumes
TnvoaldinaluladiyauseAus (A) 30 Machine Learning (ML) tietiuainuusiug (Li
et al,, 2023)
2.2.2.3 2UUMIHINGDU (Alert System): o1alddyarandss lnudafou wie
nsdnswILiauuLeUNGA Uit
2.2.2.4 s3uuAIUAY (Control System): @w1savinaIusuiuszuUden
Budnnseindudessuudug Weliuanulaende
2.2.3 msUszgnaldszuuamadunmsyninluaaunisalas
Tudagdu seuu IDS gnuunldegrsunsvanglunainvalganaivingsy wwu
nsshwanuvaentelutiugansey (Smart Home Security), Mytesnuteyaluguddeya
(Data Centers), waznisul s Yaludl udl asnses (Public Spaces Monitoring) lag sz U
Avuasisanunsnviiausandu 10T uagszuuaandiloiiudseansnmnsiissfaagnis
In15U8Ya (Ahmed et al., 2021)
2.2.4 MIRAUITTUUATINTUNMSYNGNAIEY Al Wag loT
n1sld Al uag 1oT leusuuseszuu IDS Wanunsaiseuiannteyalusfnuag sy

AMULdvalaegraudug1d st u daegraru n1sldlugadyniuseAvgUssutananin

(HuskyLens) Tupsnsraduluminieaiununisidnis nienisly ESP32 dmsunisdeans



HIULASBY8 Wi-Fi (Kim et al,, 2023) walulagwaidgigiiuninudasasaiazanlaniad
AuNINITEsaLUTaNunle

2.3 nsUseyniliteyeyseing (Artificial Intelligence) Tussuusnwinnulasade
2.3.1 wnfauavunumvestggussivglussuuihwanulaeadey
Jryy1UszAwsg (Artificial Intelligence: Al) tavtrundunuimddglussuusnu
Amnuvasads ilosananuamsalunsiteszideyavuinlng Ussnanasgasinga
wavdndulalaeg1qutugn Algnunldluniswmuissuusneiainudaende
iaLisUszansamnsasiadudennautazanauiianainainuyed (Chen et al, 2022)
welulad Al SaannsaifouingAnssudniuaznginssufdnundluaninuindeusingg
Lﬁaszj'am’]aﬂﬁumammﬁﬁhjﬁwizaaﬂﬂlﬁaéwﬁumaﬁ (Zhang et al., 2023)
2.3.2 mui Al inldlussuusnwanudasnde
2.3.2.1 MTBHATIANINKALIALE

Al gaihnldlunisiiasiginmuazifleainndessasda (CCTV) e
sEYYARARBIAIds N1573299UN19AA eulmifi AaUnd niensanslunin (Facial
Recognition) Zstelfanunsariise Seiudildegneiiuszansamunniu lnsaniz Tasne
Uszamiiguuuuaauliagdu (Convolutional Neural Network - CNN) Fadumaia Deep
Learning ﬁmmmﬁauiuammﬁ’wé’wmzLawwuaﬂ‘wﬁwLLazi’mqié’asmLLaiush (Li et al,,
2021) szuukhs TedaludAald CNN anansadinsevidomaanndes CCTV TduuuiBoald
uavandnsnsuiaieuiiianandlofisufumeiauuusaiy

2.3.2.2 MINTINIUNMTYNSA (Intrusion Detection)

Aaun1slgmalulad Machine Learning (ML) way Deep Learning S¥UU
annsaeuiuasiiasssisuiuungAnssuiiessydennanu 19U nsasIaTunINeINL
dhsituiinlalldsuengm Tae ONN Sunumdalumslinsmziamiiionsiaduyanaiiyn
SNHUNIUENUEZANBALYDIN M 11 ¥I1ns MItedeul wazsumiswosyana (Khan et
al,, 2020) uon91n# luAa YOLO (You Only Look Once) & wnduaniiinenssa CNN 714
mnmisags fagaltlunisnsiaiunasinaminglussuuinuanulasnassiioanssoziia
MImevALBIHBIANSATIRAUNR

2.3.2.3 SyUUNTEUSUAINU (Authentication Systems)

Al reifiuanaaendelviiussuuBudusiauitunsiinseidn g
$20R Wy anefaile nsaunudum warnsiesziides faasanlenanisuasuulas
Ay CNN gnuunldlu FaceNet waz DeepFace Fadulueaildluszuunisansiluni
Fhoamuuiugigs sruumaiansadeudaudnvarveduntangudeyaruslvgjuay



annsansrnfumumegnlumsasuulasiiny wu msldnmdenioifeiieuausis
AmY (Rahman & Ahmed, 2023)
2.3.2.4 nsUsEnakamANIsalkuUEEatng

53U Al annsauszinanateyaildfuanniduesineg uazudaiewdle
WUMANSEITRAUNR WU NarTeduidesfinund visgumpRfiiutuluiufians Tne CNN
flunumddglunistaguenuezUssnnuesingriomnnisalanndesastaliagasins,
#10¢1919u ResNet way MobileNet gnianldlugunsal loT il eUszananangn15al
wuuSealmlagldndsnusi (Huang et al., 2022)

11511 CNN tag Deep Learning unldluszuusnwiainulasadevinliainise
Arsginmuazinleldegnauiugy antefianaialunsnsadu uasifivuszansamlunis
sz Tanaznovauessiadiunnmuwuuisealng

233 Tasagussamiiisauuuaeulagdu (Convolutional Neural Network - CNN)
IﬂmhaﬂizmmﬁsmLLUUﬂau‘l’sq%’wﬂuamﬂmaﬂiiwﬁwm Deep Learning ﬁgﬂaamwu
uiileUszananateyaiiilassaiauuunia 1wy nMwaosdd Tnslamizegadslunsiing e

LAZANTNANBULLANIZVDININ

Pira

o

o

sunset

Psunset

o

convolution + max pooling vec
nonlinearity

|a’a’nnoood’<{6 bJ\!&%l

|UU°OO°OOQ°

|

convolution + pooling layers fully connected layers  Nx binary classification

mwﬁ 2-2 Convolutional Neural Network (Deshpande, A., 2016)

NanNN1IvNINTeLlasIYIgUsEE s uuABulIg Ty CNN Sdnuyuzinufe
ANNasatuNSEuIAMaNYMY (features) InToyan1nlaggnlusiAn1uNTEUIUNTTT
138171 N13ABULIgTU (convolution) N158ANBUIUIA (pooling) LazN1SLT BUABRUULAN

sULUY (fully connected) lngilosAusenaundangisil

2.3.3.1 Fumauligdu (Convolutional Layer) Fumouligduviivuif afn
Aaanvazanamindlagldianses (fitter n3e kemnel) Faduumdndumiiniiseusle
Ainsesazidaulluun i dILazALINKNEAMIA (dot product) SEWINAINYATEININ
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Auaminludingas naawsnlasandn feature map IuaAITINITATIVTUAMANYUL
U dgl
il

P99 LU VBU WU wegUT LN aunsvesn1sAeuligiuaunsananalang
(1%K)(i,j) = Smynl(i+m,j+n)+K(m,n) (2-1)

Tnen:
| ABNINLNLTN
K faminsad (kernel)

* ununsanidunisaeuligiu

of1]1]1]elo]o -
oloj1j1f1fofo t[4]3]4]1
oJoJojifif1fo 1[o]1 1[2(4]3]3
olofof1{t]ofo}-= Jof1]o] = [1{2]3]4]1
oloJ1]1ofo]0 1{o]1 1[3[3[1]1
o[1]1]ofofo]o 3|3]1]1]o
1[1]ofo]ofo]o

- X 1« K

mx‘:,nsuun nINT HAANG

s v

A o U U
AN 2-3 msvhreuligtu (5usins Avgnn, 2559)
2.3.3.2 Wentunsedu (Activation Function) ndsa1nn1smeuligdu xdinislyd
Handunseauiligadu (non-linear activation function) 1u RelU (Rectified Linear Unit)
aliiuauaunsalunsseusANLdiusndudeu Wity ReLU azuUasdardosningud

I3 & A ' = Y P a
L‘UU@J‘UEJ LLazmmmmnmmaaLmﬂuqusﬂamuaumu
f(x) = max(0,x) (2-2)

2333 Sf?umaﬁla (Pooling Layer) %guvuvaﬁlﬂﬁmﬁwﬁammmm feature map
Weandrnumsdmesuaznismuadiling wenanidelilunaiimumumusienis
Wagusumiadntiosvesingluaiw (translation invariance) 35yadsidonld liun Max
Pooling ﬁjumsLﬁaﬂmqaq(ﬂwﬁwmqﬁﬁmuﬂLLaz Average Pooling N3AILILARAEVS
Aluntienaditnue
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max pooling
20|30
11237
12/20/30| 0
8 112] 2
347037/ 4 average pooling
112“100 25(12 13| 8
7920

& v

AT 2-4 %’uwﬂa?ﬁima Max Pooling lkag Average Pooling (5UfM3 ANENI, 2559)

9 9

233.4 Fuifounawuuifujusuy (Fully Connected Layer) #aeannn1udu
roulagtuazduyadmaleduwdy feature map azgnulaadunnmesuuuniadifuazadly
ol

aqsuuwjamial,mmﬁugmwu AUl aulasIueUsEaN A LLUUA LAY (traditional

neural network) @Y1 UNUSLANAIBNNTVINUE

4

\ﬁ
(
a

N
Wi
Q\Q"\t
N9
b
e

. output layer

hidden layer 1 hidden layer 2

input layer

1%

Al 2-5 Funsieuloafiusuuun (sufns duan, 2559)
2.3.3.5 Funadns (Output Layer) ‘f?uqmﬁﬂmm CNN 9=ldilaridu SoftMax Lile
waswaansiiuauuaziluvesrazaanaluaunisdiunyussan
233.6 @010n8n3550 CNN 7 dfey MaonIzeziIai Nuun 9a15Waun
anndaenssy CNN wanmateguuuy Tnsudazguuuuduinnssunazdoafiunnsefy
anlnenssuiidfaiieed
23.3.6.1 LeNet-5 Waulag Yann LeCun wazamzlul 1998 1Hunils
Tuan1dnonssu CNN gausniflddmiumssiiiavasiio (MNIST dataset) Usznaudedu
Aoulgtu 2 Hu %’uwﬂaéa 2 LLax%w?‘iawiaLLUUL&MEULLUU 3 4u (LeCun et al., 1998)
2.3.3.6.2 AlexNet Wau1lay Alex Krizhevsky wagmaglud 2012 &
Tnssadreidnndy LeNet Tngtsznaudetuneulagiu 5 4u wastudoudeuuuifuguuy
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3 4u uenanidainisldmaiia Dropout Weandam Overfitting uaxld GPU lunnsilnaeu
luima (Krizhevsky et al., 2012)

2.3.3.6.3 VGGNet Walu1lay Visual Geometry Group 910 University
of Oxford 1u 2014 fqauAufeldiansosun 3x3 Hommmlutuneulgdu uasilasaadis
fiFoudreusfnunn (16-19 F1) vilianasniieusaudnuasidudeuldd (Simonyan &
Zisserman, 2014)

2.3.3.6.4 GooglLeNet Waulae7NIT8v89 Google Tull 2014 Un15le
Tuga Inception @ 3UsznaufefiIngamatsvuIn (1x1, 3x3, 55) iemuvuiuiy 4ol
lunaaiunsaduandnwaglunatgseaunsauiu kazandnuiunis1dmesateg1euin
(Szegedy et al., 2015)

2.3.3.6.5 ResNet (Residual Network) Walunlna7iu3dsa9 Microsoft
Research Tul 2015 &in15l% "skip connections" #3® "residual connections" LﬁaLLfsfﬂ@m
vanishing gradient Tulasageiianunn vilvaiunsaasslumaidnnudnis 152 Fuld
(He et al., 2016)

2.3.3.7 n1sUszgnetdeu CNN lasunisuseendldlusiunainvaieau

Tnglamzauiiieadosiunsuszanananmuaziale

23.3.7.1 A133LUNAIN (Image Classification) CNN g nl¢ 8¢ 14
uwnsvarglumsduuninglunin wu nswenussandad i svuwviug vioingduq las
Tunaszisouaudnvazianizvesusazaaiail evuredefdv (label) figndeq
(Russakovsky et al., 2015)

2.3.3.7.2 M305333U7Mg) (Object Detection) CNN #1115058 UMM
uazUssamvasinguanstulunmifeatuld Tngldinediauu R-CNN, Fast R-CNN, Faster R-
CNN uag YOLO (You Only Look Once) dsiiuszansamgdlunisnsiaduinquuuidealns
(Girshick et al., 2014; Redmon et al., 2016)

2.3.3.7.3 MIWUEUNIN (Image Segmentation)
msudsdrunmdumsssyfinausiasfineainudiuvesingla Tns ONN Adeul#luaud
Tawn Fully Convolutional Networks (FCN), U-Net hag Mask R-CNN (Long et al., 2015;
Ronneberger et al., 2015; He et al.,, 2017)

2.3.3.7.4 1137 311und1 (Face Recognition) CNN @1u15ald lu
msasadunazialuniyanalasissuinaudnvaziamzveduniiudazay 3aild
Uszgndldluszuusnwinnudaonds n1sdududinu uazwaundndulaiduaiiiie
(Taigman et al., 2014)

2.3.3.7.5 nM5UszINaNaN1¥5IINYIR (Natural Language Processing)
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a

uifin CNN aggnifaTusifiensuszsanananindundn uifasnsodszgndldfudeyaids
a1au 1w Toan tneniswUasteanuduuninduazldnisaouligduuuy 1 46
(Kim, 2014)
2.3.3.8 Uofuartadninves CNN
2.3.3.8.1 998 CNN TduulrAnn1suusdunis1dwmes (parameter
sharing) yilvidaumsfiinesideuisuddesninlaseelssamifiouuuuid ousoids
JUBUU sl suiaaaneaeanteyalaednludd ludndudesiruanadnuyasies
LuUTBnstaRufaumumusemaUAsunasiums NSYLY LaENITUTUIUIAYRITRY
Tunmuaglyinadnsiusiuglununsyszmananmuayile
23382 dod1in CNN sindasnsteyailnasuluuSinasnniiiolvle
NadnsTia nsiinaeu CNN fAflaudnanndeddnineinsnisduaugaazinauiu CNN
ffngnuesinidu "black box' 1 891neniiszeduneinlunadndulasgslsuas CNN
o19laiemadsuntasasdoya 1y rnuRnifisuresnin viemegafignosnuuuuiiio
naenluia (adversarial examples)
2.3.4 Deep Learning

Deep Learning Lﬂuawmwﬁwaaﬂmmwszﬁwﬁ (Artificial Intelligence: Al) Wae
n19155ugve9.A3 09 (Machine Learning: ML) 4 s14TassugUszannii ondl dnanstu
(Multi-layer Neural Networks) Lﬁ‘al,'?slufgﬂLLUUGﬁJay)aﬁlsﬁJU%}au (LeCun et al,, 2015)
lngdaneI7iuuee Deep Learning mmmﬁqqmé’ﬂwm%wé’fmgalﬁé’miuﬁmmalaiéfmﬁqm
AMseeNLUUTIesLUURBAY (Goodfellow et al, 2016) vilwlasuanudenlunislday
VAINTANY LT 15591010 N1IUTTNARANWISTIUIR UagmsTuLAdeusEauLDY

2.3.6.1 1A59a$19904 Deep Learning Usznausielasesdisuszainiieudi il

[y

vianedu Tnedesdussneundnsad

2.3.4.1 %uéuwm (Input Layer) SuUvayafiuamnunassing 9 1y am
\Fe9 Tt

2.3.4.2 Fusou (Hidden Layers) Uszunanadoyaniudaseulasld
WarFun19n326 U (Activation Function) 45U RelU, Sigmoid uag Tanh (Nair & Hinton,
2010)

23.4.3 Fueinn (Output Layer) a¥ramadnsmudszianvosdgmi
WU NTTIMUAUIZLAN RIDATINUILAUNTIALAY

2.3.4.2 dana3iuiidfglu Deep Leamning Hana3iuyidAgynansluy Jeusay

wuviin1su Ul Anens1aiy lawn
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2.3.4.2.1 Convolutional Neural Networks (CNNs) Tgd1msunas
Uszanananinlaeldnisnseadeiiuiiiioanaududounasdeya (Krizhevsky et al, 2012)

2.3.4.2.2 Recurrent Neural Networks (RNNs) tvisngdnsudayadisu
W demnuuazides nsanunsaivdeyaainednitensinsaleuanld (Hochreiter &
Schmidhuber, 1997)

2.3.4.2.3 Generative Adversarial Networks (GANs): To@1%sun15as 14
Toyalmifindrefudoyaduuuy lasfinsredsznineiiaine (Generator) uazfausnuesy
(Discriminator) (Goodfellow et al., 2014)

2.3.4.3 M3Uszendld Deep Learning gninluldlunannuaivanv gy

2.3.4.3.1 M33910M (Image Recognition) 1gluszuuidluntuasns
AATILINNTWANG 19U NIRTIaTuNEL5e (Litjens et al., 2017)

2.3.4.3.2 N5UTLAIANAN1EI5ITUYIA (Natural Language Processing -
NLP) Tdluuwnuen nisulaniw uaznisdunsizideayn (Devlin et al., 2019)

2.3.43.3 susudduind oudnlusia (Autonomous Vehicles) 14lunns
PR maINndesuaziugesitotvng (Bojarski et al, 2016)

Deep Learning Lﬂumﬂﬁﬂﬁﬁﬁﬂaquﬂuﬂwﬁu Tngldlasaneusyamiioniis
naned uii oifsuddeyaidudou Tnednisiluldlunainuatsdau Wy n1s§drnm
15USEIaRAN TS TINYR waveueusalulR mswamedalnlisnaduiiauleves
Inidouazgmanmnssusng 9 eg1edeiiios

235 anufimuihues Al Tussuusnwanulasndis

Tugas 5 Yieiuan mMsiamunallad Al vlszuusnumanuasadedinin
wiluguazaumaaiinty fegraty msld Al lussuuthusaaies (Smart Home)
flansnsansraduuaznouauswioanumsalldsnlui@ viemsld Al ifielinsgidoyasn
gunsal loT iietlostunislauiivsleiues (Ahmed et al, 2023)

2.3.5 anwnmelunisly Al

Wil Al sefidnenings winisldaudnandgivauicnieg wu anudu
diufive3teya (Data Privacy) hazalnuuaeasdelunisdesiunislaufainuanines
(Cybersecurity Threats) miﬁwuﬁzuuﬁamﬁa%'ﬂﬂ'ﬁﬁuﬁcgmLwdwﬁlé’ﬁqmLﬁuﬁ’;%’a%’a
fiddy (Chen et al, 2022)
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4

2.4 TugalgyguseRvguszananann (HuskylLens)

o T
A 2-6 lugadgyaruseRvguseatananin (Huskylens)

2.4.1 wndAakazanudAguedlugatygyivssivgussaiananiwn (Huskylens)

lugadyauseAvgusvanananin (Huskylens) Jugunsalifumesseaiosild
wialulagUeyeyruseavs (Artificial Intelligence: Al) Tun1sussaiananInuazanding wu
Tumi dredeninu waggusvesinguuuiiealnyd lnedinuaiuisalunisiseusuuy
Machine Learning Tus dseiinpinuazainuazlszansnnluniswauissuunsiadu
lunthuagnispivpuanuUasnsie (Wang et al., 2021)

Tugadaysyrusehvgussutanann (HuskyLens) snsauiudanasiiu Al flanunsn
aldiuilaslysududondould i ufuuinuiy wazsessunisid eusdadu
lulasmoulnsatass WU Arduino, ESP32, uag Raspberry Pi vinliinungaud1nsunis
gnuUUITUUSNWAsaenstluanuiisngg (Chen et al, 2022)

2.4.2 mildlugalygrussivgussanananin (HuskyLens) lunmsnsaadulumi
HuskyLens gnianlilunisnsadunazandlumhlussuuinwanuasndeiieiiunim
WU LaZANTORANAIATDITTUU AIDEIINITITNU 1TU

N1INTIATULAZEUTUAINU HuskyLens au1sansaadvluninaziseuineuiu
gdeyadiAuld iedududimuvesildau silvamsaldiduszuviuduinuluaniud
ﬁé’aqmsmmﬂaamﬁaqa WU FRdsHIBSYSd 1IN (Zhao et al., 2023)

nsiseiagidsfiou mensiaseiluntnuuiealngd Huskylens @1unsa
wiadoudledinisnmanuyanaiilildsueynaluiiud Wy msldaulutudaniesvie
81A158719n9u (Liu et al,, 2021)

2.4.3 n1ImuANITEUUSvIANUaendenie lugadyyiuseiviuszulananin
(HuskyLens)

HuskyLens @111150%1191u3 A UszUUAIUALAI W oadieszuuineIaIy
Uaendpfivngaain 1wy MsmuauUszasnlusia HuskyLens gnldsmiulilasneulnsaiaes

wazuawmasigaila (Servo Motor) ispuaun1sila-Unuses lngeug1nanizunnan sy



16

158 uguRImU (Li et al, 2022) NISHILABUNIY 0T S8UUANNITAAINITLI LA aulUT
gunsaliedeuivesildnusiniaietne loT iWewunsynsn vieidefiyaraudanmiweo
deiuit (Huang et al, 2023)
2.4.4 muirmiweslugalgygiuseivguszanananin (HuskyLens)lussuusnw
ANulasasie
TugaelAdAsuL HuskyLens lasunisiauildaiuisauszanananinldogng
smduazulugBety wiourisessunsidauluganunisalidudou Wy anmuaosnse
T wenand nsdeuserumaluladaus Wy ESP32 uavszuunas Sidieiiude

AnuaunsavasszuUlumMvinusseslnauaznsianisteyavunslvg (Wang et al,, 2023)

2.5 4AN153euIBURUR (Practical Learning Kits)

Y313 ousITsUFUR (Practical Learning Kits) Wutn3esiledignesnuuuunii ols
tniFewnedFouldasdioUftinie yansBoudardfumuimddalumsiauinegnig
Fdn Mt wazmsiFeuiidsuszond nemnglumaniniisadostuimelulad
U Arnssudans dannseling uagszuvaussnailsin (Huang et al, 2022)

251 Ussanvasyansiieuiteuun

2.5.1.1 YA 58U N19: 78 ulUTUNTULALAIUANTEUY (Programming and
Control Kits) A2981919u Arduino Kits, Raspberry Pi Kits %58 ESP32 Kits G?fnszhaﬁlﬁéﬁauié’
naeadeulusunsuiieruaugunsal 1y sewes Wuees warlil LED uenanildannsn
168’6qmmdwﬁiumsﬁmmizw loT 19 (Chen et al,, 2023)

2.5.1.2 gan153eudausiusud (Robotics Kits) ¥an13i3eusussnnil 1y LEGO
Mindstorms %38 KidBright Robot Kits Qﬂiﬂi’ﬁﬁ@lﬁ@jﬁauﬂ’mmﬁﬂwmiLﬁ‘ﬁauiﬂiLLﬂiaJLLaz
n13eRNLUUTEUUY usud gawantreliifsuansanaassaiiauazaiunususudly
SULUUANY 19U siusudiAunuiduvevususivandeadainena (L et al, 2022)

2.5.1.3 ¥AN19IT8US AUTEUUANRINaN9d 3 (Embedded System Kits) ¥An13
Bouifdunsiamnszuvaneanailei 1wy nsld Arduino 3o STM32 lumsadieszuy
AIUAL LU STUUAmUANgUMATivIess LT uieusts yamanddieiauninuedianise
iluuszendldlugnamnssy (Zhao et al., 2021)

2.5.1.4 yanmaiseuinulyauseaug (Al Learning Kits) faagaidu HuskylLens

Y Y a

Learning Kits AaelviEisoulanaassnsimuiszuunsiadulunin n15andning wagnis

Y

Uszarananin gadinuizdmsunsiauilasanisild Alluniseiuaussuuinway
Uaoany (Wang et al., 2023)
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2.5.1.5 ¥ANSITEUTNITATNAUIUUTEUY loT (10T Prototyping Kits) 4 10T L4
ESP32 DevkKit #58 NodeMCU gnltlumsimunlasensieufun wu ssuvaunsnley vie
szuumugugUnsniszeylng yawardeaelidnieudlanadendeinietsuaznisds
Toyar1usEUU loT (Ahmed et al., 2023)
2.5.2 Usvleviivesyanisieuiieujun
n1sWaunszn sk dynilaggiTsuaiuisanaaesiasimurinyesu
an1unsaldnass msiSeudideszgnddsyansdouiBsuiRvaelidiseuaansaidenles
wAndmguidunisldeuais uasnistauuianssy yamaidsaesnssduainufn
assassatunsianlegdulug
253 n1susegnaldlussuunsiinm
yansiFoudifeujoignihanldlulsaseunazaniduns@nuii owaduaing
miﬁauiﬁﬁmmmaﬂﬁ]LLazﬁﬂma megrudu nsliyn lupatyaussivguseuiananin
(HuskyLens) iilesimmnlasimssunsdasade siensld Arduino lumsaisszuumuny

S ludRlWIvIMINTIN (Huang et al., 2022)

26 mATeiAgtes

Kwon, J., & Park, S. (2022). la@newnnisuimalulad Al unlslussuusnenanudasnsie
fvfuasiy Tnglanzmsmsaduieanauansinszsideyauuuiioalsl nan1s3dewui
Al greifinauansalunisnsaadunisyngnlaegnaiusgdnsaimis 95% lagamisa
amvaeuteyaiifiaududounaziiassingAnssuiinundldegesmndy ssuuiduindou
#e Al teanszozalunsneuaussiefoanauLazinnasafelrifuszuuiaiolne
uananidadusdiddylunisandefionanafiinanuywdlunsnsaiusoanau

Zhou, H., et al. (2021). latUSeuisudsednsa1nvedseuuns13dun1sungn (IDS)
581I19lULAa Machine Learning e Deep Learning NANTTIFINUINULAG Deep Learning
fauusiugigeanie 97% lunisasadunisynanifisuuuududou egrdlsfiniu lumaild
Fordelundvesnslininennsszuuiigainiy wu nsusznanauaznsdnivdeya syuuilld
Al mdwﬁmmzamﬁm%’uﬂ']ﬂ%’muiuamumsaiﬁﬁaqmimmLLaJusTfqu LU N193NYIAIY
Unensevesdayaluasinsvunalig

Lee, C. (2020). la@nwinisuszendld Al Tunisiseunsaeuatsannkiufanssuuu
fleenuuuiileiaiuaiismsdlalumelulad Al anisidouansindniFouildluganisiFeus
Al ferudnlalumaluled Alfinduis 85% uavaunsnanuiluvszgndllulasenis
UfuRasalaegnadivszansaim nsld Al lunszurunisissunisasudaiglidnizeudaiy

fulalusinuelasu wazaiunsausumnanisiasulUaswasnalulad luangaua1dn
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Smith, A, & Taylor, B. (2023). ladiasgsiauyimelunisysannis Al lunisiineusy
A1801TN LU AUNTOUVDIATHABY ToI1NAVBINTNYINT KALNITRBNWUUNGNGATH
g nan1dnuitnsineusuagiaeulunumalulad Al @a1u1saandesinewesniy;
1904 70% FedswasanisiiudszansnnlunisdnnisiseunisaauiineItaeiu Al A1SHRILD
NINgINTHarNITANUAYLIMITaNdielin 1T EUNTARUAINN TN TOITUANIUADINITYRY
gnavnssulugARITalARe W

Johnson, M., & Wong, Y. (2023). lafnwinsldluganisiseusnduniousie Al lunis
) ) a wa v a a = P ! o o o v
WawwinweudURvesiniseuluaivedin lnen1smeaeadseuiisuseninnguiniseunly
Tuga Al uaznguinldlild nan1sidowandiiuirdniseunldluga Al Siauwnsluduinee
U URgetuegeiidoddy lnonzuuuaiaiiudy 25% wWealiiguiunguaiual uenainil
Unlseudinenunsseuiiiuluga Al Yediuanuiilalunssuiunsvinundudeu
wazarunsasluusulsluaaunsaiasslaegefiusg@ansain

Chen, J., & Liu, S. (2022). ldeonuuuiaziisiul Al Learning Kits Atdunislaanudnanay
smUsendn lavyandslidnisouarunsadlasuifniiugiuasnisussynaly Al luau
UUR nanisnegeuiunquimseulansliiiugi Leamning Kits gaetiuniudlaly
walulad Al ldegrataaun nieunslasuazuuuanuianelagedis 92% ndniseu n1sly

k 4 o Y @B X Y o ] I a al vl a a
31U Learning Kits Sauansliiudsdnenmlunisiluimuniludenistouiniussdnsam
LRSI AUAUNSANEIANEDITN

Nguyen, T., & Tran, L. (2021). lad@1saauualdunisilnausuaigerdwii i Al Lm0

Uszend by Ineidunisuiuusanisseusidsldalmivadouasiinnudavgu nan1sd1sia
v & 1 1 1 1 1 % = a wal a =
wandlyitiudn Al 9r8an9893195enI9ANTNgufkasnsUURTuaea1Tnlaie 60%

o

Qs

)

£ b v o o 1o & ° o o
wiowivairlemalumsauvineelmindndudmsunisihaulugeamnssy 4.0 9

9

[<3))

Fudugrfsmnudfgueanimaunany Al Tussuumsinwiioduaiunisdeuinaen
uwagnsiunAnea nyaanslueuas

Smith, J., & Brown, K. (2023). laAnwusednsamuesnisly Gamification Tun1sieus
paulad Iagywlunansenusie vAuARLAENITTAIUTINVOWITHU HANITITENUTN
ngunaaesiFousiunud Miaduilimuafidauingandinguarugy eg1eivoddsy
uanani nsld esdUsEnavveIn WU Azuuy thes1eTa waznszatugin Sataoifia
wssqalalunisifouids 70% 91uided1vifiuiinisenniuy Gamification agnsiiszuy
anu3n andmsnisSeunandunasifiuaufionelavestiieu IFodnedussanaa m Snvis

o

sadvayulantunisfne) Useendld Gamification ag1awmsnzasiiowmuinisiseusly

Y

g
gARNA
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IDAUUNTTINY

MIsRAuYANsSeuida iR uuinnanulaeademetyaiUssivgiunisnsiadu
nsyngn Wunsidedysainaieuianseisgunsaldidnnsedndluszuuine
mnuaensty ewanyansSsuiiuuufiRnisvesszuuinwanulasaseiduindeu
setiyausganglunmsndunmsyngn uasUssdunadugvsnimd dinuzuagviruafived
dEusdemsthszuuinnmnuasasieiiduindeusne lyanuseavglumsmsadunisyngn
Tl dedulideisldeanuuuiBniesduiiunuide fediswosden il

3.1 MseenkuuanIsSeuilelfiAssuuiinuanudaendenie UgyaiUseAuglunis
ATIATUNITYNIN

3.2 MsaauarnInTIRdeUganMeAeslaldlunTide

33 dupoudnfunmaiuieyanisife

3.4 MTIRTenteyan1sidy
3.1 n1sesnuuuyAnIsTsuideufuRssuushwinnudaeadeasUgygiussAvglunis
A3293UNTTYNIA

Ya o o

Aavemruaddutuneuluseniuuniseanuuyan1siieus il uRssuusnuiniig

Y

UaansdemedyanuseAvglun1snsiadunmsynin AenIng 3-1

nseanuuuaNsBBuiiBeufifsruuinuiataasadiy

v a "
dedunnusfvglunismadumsynin

szymniemaiiuug (Learning Objectives)

ooooooo

A gj a Y a a wa U o 1%
AINN 3-1 GﬂumaquuaaﬂLLUUﬂ’lﬁaaﬂLL‘U‘UGQWﬂ’TﬁL'iEJuEL“NUQU@?%UU?F]U’W@’J']&JU@E]W‘]EJG]’JEJ

UyayUsehvglunsnsiadunisynsn
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3.1.1 syywmanenisiieug (Leaming Objectives) Mssuauy vinwe wagyinuad

Tnegidelasyuidmunenisiseuslivel

d a ¥ . . . gj 1% Y @ LY a
A19199 3-1 Wnnenisiseus (Learing Objectives) 11991uANNS Yinwy uazviruad

AU

wWhnmnensiseui

ANNS
(Knowledge)

1. UBNAIINNNIEVBITEUUS N¥IAINUaen s 87 TULAS auf e
Tyysenvg

2. asunganuddgvestyaussivglun1snsiadunisunin
3. vandruusznavdidglussuusneinnulaondefitund oudae
Uyayusshivg

4. e3uneiEIU Machine Leaming Tunisans1ynana

5. 93UNEMaNNNSVeITEUY loT Aldluszuusnwanudasnseitundou
melaaussivg

6. o3 UM ITMILYes AlTun1snsradungAnssuAnunilud ud
A5130UE

7. 98 UNEUNUIMABY Machine Learning wag loT Tun1svinauuessyuy
%’m:mmmﬂaamﬁaﬁﬁuLﬂﬁauﬁaaﬁmmwﬂszﬁwi

8. a5unedadedidananeninunilugvessruunwaulasnsdad
Tuindouseiiyauszivg Al

9. a8 UTLAINAIRTY VB9 Deep Learning busvuusnwmuvasaded
FundouselygiUseivs

10. 85U18ANUNUNEUBY Convolutional Neural Networks (CNN)

11. 85U1%anNN15%191U Convolutional Neural Networks (CNN)

12. vonfegsaaIunIsaiTile Al lunsShwanulasnde

13. Wiguieudenveenisld Al dunislduyedlussuuinuwiainy
Uaamﬁaﬁ%’uLﬂﬁaué’aﬂﬂmmﬂizawﬁ

YN
(Skill)

1. Fndauazdaudegunsallunuszuuinmamulaendefiduindeudae
Uyaysehvgl

2. doulvsunsuiiugiulusnussuuinuanulasasefiduedeudis
Ty Useivgdmsun1snsiadunisyn

3. neapuwarUTulTssruuSnwaulaensdelviuseansnw

- USuusialusunsulvineuauainuaudeanis

YIEAUAR
(Attitude)

. iviAuARgeuInaanstd Al Tuniswaunssuusnwnanulasnse
. wWiurAwazaNddgvesmalulag Al Tlunisinwanudasndie

w N - | A

- Tenuysiuasianinuslunisly Al wasimalulagningitas
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3.1.2 sanuuuAInssunsReudiysannamalulad §ideldeonuuuinssunisiious
fysunnianaluladlaeidonldlugatyyiussAviuszatananin (Huskylens) lunns
araduyara Mamuauwesuewesilea-Uauszy uaznsdsdyqaidoazuaaiiou
(Buzzer ua LED) 1eawiBundisil

3.1.2.1 Tugalayauszhvgussananann (HuskyLens) dmsunsiadulumih
3.1.2.2 Microcontroller (Arduino Nano) &w5upiuAwsyuy
3.1.2.3 Servomotors dmiunismunuUsegvisegunsalindeud
3.1.2.4 Buzzer oy LED dmiudsdygiaiiou
3.1.2.5 luga Wi-Fi (ESPO1) dmiudinisuiaiieu
3.1.3 Wanenaisusgneun1siseunisaey Wy gilen1sldau ununisdanisiseus

4 ay
32 AsainuaznsnTIvdeUALATHYBAAI e e lElunTITe
JRdeldeanuuuganisiseuituneuseuun1sn1sasuasn1snsIaaeunnn Nl
A3 03l 1ETun15398 Tned3duladinsivuedinutuneulunisasiawasn1snsivasy

= A A Ay o A
AN MPBNATBHNlEluNITITERIN NG 3-2

Creation of research tools |

-

Knowledge Test

@ ef® \ ,F:
| | Practical Test 'W’\
-

Expert
E <CODE/> =2

i () Attitude survey

W\

Learning Kit |

—_— _—

s s s s e s s s s e s s s s s e

| o a4 A A aw
HINN 3-2 mizﬁ’]\‘iLLazmimjfﬂaaUﬂmmW‘Ua\‘iLﬂia\‘maﬂéﬂumﬂ%

3.2.1 ¥an1siieuiBun dideldeenuuuyanisseuidaljuissuusnwmaing
UasadesetyguszAvglunsenadunisynsnaindoyadlddiasgsidadivangly
n15438u3 (Leamning Objectives) ﬂgﬂéfmmmi inwy LLazﬁﬂuﬂﬁﬁwﬁamsL'%&Juifﬁgﬁwmi
waluladiind snsadrsyanisidouiifoame vl iSouldsuuszaunisainge Tuya

n19i5eusJURvseneuluse gansiSeuinusenaumeyan1svaass (Learning Kit)
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Adansldau wazdegdlusunsudmiunnsiadunisuninlaggideitunaulun1siaun
Yan1siseusilUfiRszuushwvanulaensdese Uyanuseivglunisnsiadunisynin el

MI0BNLUY Plant §1115UAnAaBIszUUNY

anuvasndelun1snsadumsyuninunaén

v

BNLUU PCB layout

v

Nan PCB

UTENOULATNIAOUINAT leu—  USudsudly

RIS ANIRIET R

v

1 v
pan1sldau

dudn

‘1 gj Y a Y a a wa
1WA 3-3 Tupenluaiagansiseusiteun
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1namit 33 Fupouluaiiaganisifoudidsufud Tudruvesnisoonuuy
Tassadeganisifouddesaonadostuidmuneniaioud wu uvnFounquiaugiu
(Introduction and Theory) A15A s suazid ousogunsal (Hardware Setup) n1517 8w
LUsunsuAIuAY (Programming) kazn1smaaaukazUSuUgeseu (Testing and Refinement)

Y

AU ITedenNaraseyan1sseus el un Ausenauluiieg yadmsunisvnaes

megslusunsudmiunisanaiunisynnuiazailensldanu

Y
Ya o

AIT8LTUANAINATTEBNUUY Plant dmsuganaaesszuuinwaudasndely

54

mMsnsaadumsyngnuuadnlaell fnqussasdusinisesnuuy Ae aireyannassfiaiunsn
TéAnwinsihnuresszvuinmmaasadsfinsadunsynin senuuulifluunnngsinga
anunsnuedeudneuazindaldine MHeuweeiuargunsaifivildeviotoguduasddunush
1Uspendld uagsesiumsiauUiuusimendusiilennaosdaneisusig 4
24AUTENBUYDY Plant lnglassasiamienienin {3deidenldununaiayn
(Plaswood) LHugtusesgunsal fadausiu PCB floanuuuifionrmazaanlunisldau fiui
Ansaeugaslusunlsinyaunasiiesdmiuideudeasliuaznesndoasuay gunaal

laly Plant Aeuwanglum1s1an 3-2

ms1efl 32 guUnsaiildlu Plant

mneLaY ANy gunsalily Haridu
1 Mg UsvaIana Arduino Nano | UB3AAIUANNITINNIY
2 \HULYSNTIITY HuskyLens nyaduluntmisedng
3 FTUULILAY Buzzer dudsaieuiionunisyngn
4 TPUULALHOY LED WAASAN LY TEUY
5 SPUUAIUANMTIIE | Servomotor | muRuNsiUa-Unusey
6 n3deusie Module Wi-Fi | d9¥ayalugs Dashboard w38
(ESPO1) Cloud
7 WARIN 9 Power Supply | dnelwlvifiugunsal 6-9v

NTngUsrasALaresdUsEnaun199ved Plant H378lavin1seaniuuniey

TUsunsu Sketup online fauandlunmil 3-4
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(n) AU () AU

(A) Iasaasnanielu

| [ v Ao o 1% v =3
2N 34 Plan“q@W@ﬁ@ﬂi%‘UUiﬂ‘lﬁ’m’ﬂﬂJUa@ﬂﬂEJ‘I/I‘U‘ULﬂﬁ@‘IJW]EJ Al IUﬂWiWi'Jf\]f\]Uﬂ’liQﬂEﬂ‘lJuﬁﬂLaﬂ

MeNNE I8 lAPONWUULHUIATANN (Printed Circuit Board - PCB) @ 3uyanis
yAAeY N1388NKUY PCB dwiiugnnisvnasnduduneuddylunistangannassiingey
T W eliiSouannsovsznounasldanuliegaazain sadufiuanuiraulaly
MsBeufifetussuudiannseinduay Jeyauszing (A) Tasnszurunsesnuuunazaiig
PCB anunsnosunglénedl

st minewazderimunves PCB TngidmuneAenisoonuuy PCB fisosiu
msldausiniu lugatyaiussAvgussuianann (HuskyLens), Arduino Nano 1duiees,

waraunsaliasy 1y weshieawes, Buzzer, Wag LED Yonvua Ao auiassuvuizauiu
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fufinsldan sessumaieudequnsalinu Header Pins w30 Connector s835unsgneln
37N USB %30 Power Supply kagsiaseaniuuiasiidaendesenisldnuresiseu
N1509NLUU PCB Layout Tun199m11383AUsznau 989 PCB 219 Arduino uasz
lugadgyruseavguszutananin (Huskylens) Tudumisiiazaandonisnegunsal
NUszEzANTEnRduatesashiiieswe Taslnvuinlugdmsunisaneliuazalonsne
LLazLﬁaﬂLé’umaaﬂaé’zgzynm‘[,ﬁé'?uﬁqmé’m%’ué’zgimmﬁlwiamiiumu 1me Layout tUuluss

AR 3-5

RawAN | Al SECURITY SYSTEM LEARNING KIT
HOPRAKHON INTRUSTION DETECTION

(1) AUNa9 PCB

mwﬁ 3-5 PCB Layout

Tunsudn PCB §338laas1a Gerber File asnslwandndudmsunisndn PCB

wardandn PCB lneidenguan PCB fianunsondsiuuunndnd miuganisiseui
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n1sUsENauLasnaaey UsznauuasUnn3gunsaiianunuy PCB uagnsi9aey
ANNYNABIVBINITLYBNAD LenNAaaUN15IELNLAYNITYINUVBINAT LA¥ATIAADUNIS
Wousiaru lugalyaussAvguszanananin (HuskyLens), Arduino, waglduiees

Tupadayarussivsussananann

W

Module WIFI | Power Supply
i

Controller

) ' RAWA N | Al SECURITY SYSTEM LEARN\NG KIT
| prer==rre] INTRUSTION DETECTION

4 g o ¥ a 2
AN 3-6 n1sUsznauganeaetsruLSNwIAuUaendumedygiuseavglunimn sy
ANTYNFNUUIALEN

AIdglanaaeuyansiteuiidelUAtsuuinuanudasademedyn1useiivg
Tun1393993uNIsTYNINdNS AN INAGRU ANLINEITEIYANTILT BUFTIUJUR ST UL
Snwmnulasadodae Al anudifalunisinfieniaunslaegifou uazanuuiugvesyn
nsSeuseUiRszuushwianuasndenie Al Tuaniunisalinass

ANULLUEITRIYANTSIT U JURsEvUShwAuUasndundy Al @1u1sa
$1984lsa1nanuves kwon, J, & Park, S. (2022) Aidnwnsly Al TuszuusnwianuUasnss
Tngifunsiinszdanuuwiugiluniinsiadunisyngn Jesvuu Al ldinaminauusiug

(Accuracy) lunmsussiiunalagldgnseail
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Fununsanaduiigndes
Accuracy (%) = ” x100 (3-1)

FIUIUNTATINTUNIAUA

mwé’%%ﬂumsﬁﬂﬁaaﬁﬂLL@%%aasq@miL%ué’ﬁwﬁﬂ’ﬁizuui’ﬂmmw
Uaoadwnae Al lagdndnuyl @1u150819891A 21091798999 Johnson, M., & Wong, Y.
(2023) ARnMsimuTinzUtRvesinEoukiuluganisidous Al lasifunsuszidiung
nenudsalunmsufiiate wu mafndagunsal Tneldgmsdedl

' >
ANa o

Fnnudifessdnsadnoudidnsariaun

Success Rate = x100 (3-2)

RV R bty AV

ANLNUE1Y09YANITIT U LB UATEuUShwaulaendunie Al lu
dnun13aisans awnsadnedslaainauues Neuyen, T, & Tran, L. (2021) fid1sransld
1u Al luaaiunisalsraeai e Taruudugaesszuuluaniuniselsng q 71809
anmuandeuass Ingldgmsded

Fuunsinunignaeduaniunisel

Scenario Accuracy = - 8 %100 (3-3)
FMUIUNITINAADIVNUUA

MRINNIINAaULT JIvelaasiesiiegalusunsudmiunnsaadunisynin

a s

Fuaanmd 3-7 Mduldadiegrslunisiiaiilaanlugalyyivssivgussutanann
(Huskylens) snasraeulalussuu

@ IntrusionDetectionystem | Ardina 108 o

oos_ s -

Code fagalumsihailaain
==" Huskylens inasradeulaluszuu
AFINIUMTYNTN

d o 1 o U L
AW 3-7 shegalusinsudmiumsnsiadunisunsn
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Junausion19uladnvialiensldauyganisiseusideljiivesssuusnw
AnuUasniemeUyanUseiuglunimsiadunisynsn Asnni 3-8

sansISausSIBoULUA
szuu§nu1n3wudaaoﬁac‘ouﬂrgrg‘lds=c‘nugf?umsmsaoa‘u‘n“sqas‘n

Al Security System

|

e

Learning Kit Manual o
for Intrusion Detection

W

m g add
i - —4

.

-

Al Socurity Systom Loarning Kit for intrusion Dotoction

Huskylens Microcontrolier Access Contro Alarm

o1
E mﬂ )
s

[c——=a ]
JIRAWAN

°
L]

©

4 - ey
Mwh 3-8 aAllenslday

H3velaeeanuuuganisieusudaasauditu Juneudeuniunisasiwaznis

Y
Va o

ATIvERUANNINYRNAsallaNldluN1TITY TnerIdulatinisimundaidutuneulunisasia

Y

a4 A A av o =
LLazmsmnaaU@mmwmmLmawaﬂﬂumia%mmw 3-9
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A

auuunageuInANu3

A5 UUUYIN DUV UR

A59UUUADUOUYIAUAR

Al
Y

b

%

YIVYNIIAEDU

N1

v

lulg

dudn

Lads— Yudeudle

a ) v i ° o a
AN 3-9 TURBUNNTASILATBINBANSUNNSUSELTUY

Ingiasoladmiunisuseliuiavue §33elminiideveniuouinseigiie gy

Tumsuszdfiuesesdle {ideldrimunnmauifivesiazunusziiu nesedinaauiRidudd

HAudeavigy wie duszaunisalasululiesviineates la1n11 3 U 97u7U 5 v0u

=~ o a
UTWUIUAINITNN 3-3

| v v o a Y 4 A o w a
M99 3-3 GUaqujaEﬂLGUEJ'JGU']QJJIUﬂ"IiﬂigLllu@'gqlla@ﬂﬂa@ﬂsﬂ@qLﬂi@qmaaqﬂilmqiﬂigl,uu

a1y Fo-ana AUNUS difin
we.A3.UnsalAesA Wemaidna | e19138UsEd MAIYIPGFERSYAENYNTIY
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4.1.1 MINAFaUANNKINEINBIYANSEUsITU]URTEuUShwIAUURendunae
Al luanmueasun@ ( 200-400 Lux)

AMuNugtuNIInTuluaNNLATUNR (%)
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a ) = v a a wa ) o
AW 4-2 MIneduANILLNE1veIgAMITEUiTUTRssuuShwauaensie
e Al Tuaninwaauns

NN 4-2 uansnanIsTIRdeUANLMLUE1TsNNTnTINTUTUaN MuAIUNA Tne
finsnagousionnn 10 afs nanisvasoukandifiuin Tuadsd 1 uey 2 sruulimuuug,
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Scenario Accuracy
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o I mm [ 1 | [ [ 1 | e -
Tumih 1 Tuwih 2 Tunih 3 Tuwih 4 Tuwih 5 \afe
H §1uUn1aa9d 10 10 10 10 10 10
u ai’ﬂuuumiﬁwwﬁgﬂﬁm 8 9 7 10 6 8
Scenario Accuracy (%) 80 90 70 100 60 80

o o a Y a a wa 'y Y
AW 4-5 anuusiug1vesansseuidauRssuuinwanulaendeiy Al
Tuanun1saldnaas

NN -5 wanaNANITVIAABUANNILUSIvBIYANSIS BuIB U T RTE UL
ANUasaiamig Al Tuaaiunisaldnass (Scenario Accuracy) Tunsnsiadulunii 5 Tuniln
Tnoudarlumirdnsnaaeuitonmn 10 afs Taglumin 1 dnsinuiigndes 8 afsain
10 as Anidumnausiugr 80% Tunth 2 fimsvinudigndes 9 asaan 10 afs Anduaau
wiugh 90% lumih 3 Smwheudignies 7 afman 10 afs Amdueuusiugn 70% Tunth
4 fimsvhaudignies 10 afsarn 10 ads Anfuarauiugn 100% Tundh 5 fmshaowd
gndias 6 Ad1ann 10 Ads Andurnuuiugr 60% andeyaasifulditnruusiugilunis
arduluntunndrsiululuudaglumin Iaglund 4 danuusiugigean (100%) waz
Tunth 5 Fanuusiudisgn (60%) wasdauusiugivesyansioudifajoRszuuinm
Anulaensdenie Al Tuanunisaldiasadu 80%
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Han1siSsusuNsUTsliunows sulagndassuvesiseuladlldiudiSeu 2 nqu
ﬁy'mq'wmam U 20 AY LALNRUAIUAN 20 AU AZUUULAY 20 AzUY F3dlnanis
Wisuifloussnsned 4-2 uay 4-3

o a v Y1 a 1 1
A19NN 4-2 wams‘dszLmumummgﬂaumumaﬂﬂqmmam LASNYHAIUAN

, $nu | AededRy | naTIuveasusy U Z p -value
iR (N) | (Mean Rank) | (Sum of Ranks)
ﬂéj:jJVlG]a’eJ\‘i 20 21.70 434.00 176.00 | -0.666 0.505
nauAIuAN | 20 19.30 386.00
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nax (N) (Mean Rank) | (Sum of Ranks)
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nauAIuAY | 20 11.45 229.00

31NA15197 4-3 IINNANITNAFDU Mann-Whitney U Test wui1 ngunnasiinziuy

Y I
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4.3 wamsusslivinyemsuunau
wan13nsUsEdunweNTUUAnuesdifeui esszuuinwianuvasndodae
Jayausehvglunisnsiadunisunin laedluldiudiseu 2 nquae nqunaaes wazngy
AIUAY TIWIUNGURE 20 AU AI8TTN1TITN15UTEEIUIIBN1TMIIAE0U (Checklist) I113U
20 Y9 AzuuUiN 80 AzuuY Jawansusziduldinainasaeuduiussdu iWothwans
UsziiuinwenmsuiRnumdiouiioussning 2 nqugisou azldnadsmnsnad 4-4

4 a 0 a wa ¥
M137 44 wansUsEuinwen1sUUROuvesisey
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5. HBYUANNITONAABUSEUUSNHIAINUADANINTULPABUMIY Al WaLSEUTDRANAIAT
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a ¥

6. fssuansaszydaRanatniiindulunseuIunsviauves Al uasunledym
7. {iSguaunsaUSuusilusunsuiaznisvinauves Al Tu HuskyLens walisguuinwm
AnuUaenievinnuliedgrsliuseansamluynaniunisel
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%gumaumiﬂﬁﬁ'ﬁmu
Sumoudl 1 miLVI?EJ:JQ‘UﬂiiﬂLLasmiL%amia’N‘ﬂi
1.1 Wewusde weshwawes fafl 1 funesniiia 5 waziail 2 funesaiava 6
Y89 Arduino
1.2 Jousia HuskyLens fiwasn RX = 10 wag TX = 11 v84 Arduino
1.3 (;lgﬂfi’l Face Recognition Algorithm Tu HuskyLens
1.4 \Jewsio LED finesnidvia 3 uaz Buzzer finasnidsia 8
1.5 Jousie aind inesnAdva 4 nFexld Pullup Resistor
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fumeudl 2 nsAadiuazBeulusunsy
2.1\ UalUsunsu Arduino IDE wazvhnnsiadalausidiisndu Taua
- laus13dm3u HuskyLens (14 Library Manager WloRnga)
- laus13dmsu Servo (19 Library Manager \ioRnda)
2.2 Walwdlusunsuannldadiliululuufsanutd wdwinisdaasnaly
Arduino IDE ¥a3A
2.3 faen Al lu HuskyLens tiofansmunugunsafluszuudnmenuuasnde
_ Karle HuskyLens 397U Servo Motor Irfandendienuluntiilasu
AU
- %aeli¥ Huskylens &931u Buzzer uay LED wiaioud onulumindilaily
Sueun e
Funeuil 3 n1smsaedeulusunsy
3.1 aaseuANugndesadldnuazidenuesaildan (Arduino Nano)
3.2 na Verify L‘ﬁamwaaummgﬂﬁawaﬂﬂmﬂiu
3.3 mnlanlifidefanain Wna Upload iiesUlnanidnasuasn
Waog1elusunsuil 5.2.1
#include <SoftwareSerial.h>
#include "HUSKYLENS.h"

#include <Servo.h>

// IUANeIH RX ey TX d@%5U HuskylLens
SoftwareSerial huskySerial(10, 11); // RX = 10, TX = 11
HUSKYLENS huskylens;

Servo doorLockl; // Servo ﬁm%uﬂiwﬁuﬁ 1

Servo doorLock2; // Servo ﬁm%uﬂiwﬁuﬁ 2

const int outputPin = 3; // WasARIVIAAMTULDIANG LU LED

a o [y

const int switchPin = 4; // wasafavag nsuaing
int switchState;  // Usgn1anauls switchState

aa v o

const int servoPinl = 5; // 185A0 7 ad 195 UL a3 LIl aLmaseawsn

aa v o (% 6"

const int servoPin2 = 6; // Wesanavadvsumesemesifians

const int buzzerPin = 8; // NasaAIvad MU Buzzer

const int authorizedIDs[] = {1, 2, 3, 4, 5}; // 915562849 1D ﬁﬂ%ﬁiﬁ%m@m

const int numAuthorizedIDs = sizeof(authorizedIDs) / sizeof(authorizedIDs[0]); //

913U ID Nlasuaue
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bool faceAuthorized = false; // amuzﬂ’li@ﬁ%ﬁ]’UiUﬁﬁ’lﬁiﬁ%Juaigﬁyw

void setup() {
Serial.begin(9600); // \5udu Serial dwsuns debug
huskySerialbegin(9600);  // \5udu HuskyLens #u UART
huskylens.begin(huskySerial);

doorlLockl.attach(servoPin1); // Servo Useadu 1 \Housefinesanava 5
doorlLock2.attach(servoPin2); // Servo Us¥atu 2 Wawsenasnsdvia 6

pinMode(switchPin, INPUT PULLUP); // sragliadndidu input wuu Pullup (wesa
Aavia 4)

pinMode(outputPin, OUTPUT);,  // s LED uendnm (wosnaavia 3)

pinMode(buzzerPin, OUTPUT); // fafin Buzzer Juerdinm (wosnadvia 8)

if (Ihuskylens.writeAlgorithm(ALGORITHM _FACE_RECOGNITION)) {
Serial.printin("ferdanasouladnsa’);
while (1);

// GenUsyavvaeItunouEUsY
doorlLockl.write(0); // éaﬂ‘dizq}%u 1

=

doorLock2.write(0); // ﬁaﬂﬂizmu‘m
}

Qe

Qe

void loop() {
faceAuthorized = false; // Sifinaniuznisnsadulunthiilasuaugn

if (huskylens.request()) {
HUSKYLENSResult result = huskylens.read();
if (result.command == COMMAND_RETURN_BLOCK) {
for (int i = 0; i < numAuthorizedIDs; i++) {
if (result.ID == authorizedIDsli]) { // n579@euin 1D vaslumtinsaiu D 7
losuaugavsely
Serial printn('nsaanulunihfildsueuga);
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faceAuthorized = true; // x??qmamuzdmuiwﬁwﬁlﬁ%uauigm
break; // 880910 loop Weasranuluvthilldsueyn e
}
}
if (faceAuthorized) { // wnlaifinisnsaanuluvihilésuauan
Serial printlnnaandlumihlalldueygar);
triggerAlarm20); // udaifiousng Buzzer mauluvihitlalléFueyn e

if (faceAuthorized) {

unlockDoor1(); // Uamé‘aﬂﬁiz@%’jumﬂLﬁ@%%ﬁﬂé’%’uaumm
}else {

triggerAlarm1(); // 511ﬁ1ﬁiuwﬁwﬁlﬁ%’uauigm THudufeu

// Gmaaaua’im%ﬁm%’umiﬂa@ﬁaﬂﬂiz@%uﬁaaa

if (digitalRead(switchPin) == LOW) { // ilonaaing (&yaa: LOW)
unlockDoor2(); // Ua@ﬁaﬂﬂiza%uﬁ 2
}else {
triggerAlarm1(); // 511&168%%‘1311’71'15%’%1‘4@'19 THudaiou

delay(1000); // 59 1 217

void unlockDoor1() {
doorLockl.write(90); // Ua@ﬁaﬂﬂisa%uﬁ 1
digitalWrite(outputPin, HIGH); // 1Ua LED
delay(5000); // 50 5 Awiitiloliininu
doorLock1.write(0); // 5@%58@%14171' 1
digitalWrite(outputPin, LOW); // Ua LED
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void unlockDoor2() {
doorLock2.write(90); // UandanUsegiui 2
digitalWrite(outputPin, HIGH); // \Ua LED
delay(5000); // 50 5 Fufidialiin
doorLock2.write(0); // Aaniszgiuil 2
digitalWrite(outputPin, LOW); // Us LED

void triggerAlarm1() {
digitalWrite(outputPin, HIGH); // {Uadayey1od LED wasfiau
delay(2000); // uasifioudunal 2 3wl
digitalWrite(outputPin, LOW); // Undayayiad LED

}

void triggerAlarm2() {
digitalWrite(buzzerPin, HIGH); // [Wadwyaaildes Buzzer

T o
=

delay(2000); // uaaiieuduan 2 Jud
digitalWrite(buzzerPin, LOW); // Undwyaiaudess Buzzer

7]

1.3 asnvdeumNgnfesvedlusunsulagna Toolbar verify
1.4 sulnanlusunsuasuasa launa Toolbar upload

1.5 NAFBUNSDUVUTNHANSVINUVDIVD L UTWNTY

1.6 D5UNENITRULAAINANITHNNUVDIINAT(MYATONTIFEBU)

v
U

< o
YUADUN 4 MINAFDUNITNINUVAITEUY

1. MAFBUSTUUMENISIURadIndia bissuusun1sasIadulumin



85

2. pyn@oumvhnuvenseslmewmesuay LED dwhaumulusunsuiifvunld
ekl
desvuunsranulumihfildsuounn Ussgiuil 1 msvanden (wosluewmeiva)
vnmuluntiilalld3ueynn Buzzer msduifloudaiion

Y > o
Jumouil 5 munlalgmuasimuissuy

1. wnszuurhauianan wu ldanansaansiluninlg nsegeunsideusoves
HuskyLens yisensasalauss

2. USuugdldnlivnzan 1wy iiimnanlumsvandentszy vieuusesuanulilunis
f593UTuUnT

3. YSuusslusuns Al liewfiudszansnnlunisnsiadulag
- U%’UU’;}QLW‘%@ False Positive way False Negative
C NANLLIUETEITEUY > 10%

4. zrdenanatnazwi bulusensy

Y x| ¢ o
YUNDUN 6 VIﬂﬂfJUi%U‘U'Luﬂﬂ’mmimmam
) W@ﬁ@UigUUIUﬂﬂWWLLﬁQUﬂa

2. vnaaussuulugn muas oy
3. egeuszuulunisasaduranaid vunenseuiu
4. YSuusalusunsulussuunevaueslugniunisairainrany
- YSuldsunsulimeuaussluaaiunisaluastioy
- YSulusunsulisessunisnsiadunanaitnunensauiu
Aauiionsnunu:
1. Tuga HuskyLens vwithiteglslussuuil

2. sguvilanunsadlldanuasdduanunisallaladig
3. winsesmsiinauUaensitlusyuull aazuilevisemiugunsailatie
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Abstract— Artificial intelligence (AI) is an essential component
of today's security systems, especially in intrusion detection
systems that use Al to analyze images and signals from closed-
circuit television (CCTV) cameras and sensors, which will increase
detection accuracy and reduce human errors. Therefore,
vocational education must be developed in line with the
advancement of Al technology to better prepare students for
careers in related industries. However, the current challenge is
that vocational education needs to fully integrate Al technology,
primarily due to the lack of appropriate learning materials and
under ding of the of AI in security systems. This
study aims to create a practical Al security system learning Kit for
intrusion detection to teach students practical skills in Al-driven
security systems in real-world scenarios. A total of 20 vocational
students were recruited for the experiment study. The results
showed that the students had high-practical skills and positive
attitudes after using the learning kit.

Keywords— Al in Security Systems, Practical Learning Kit,
Intrusion detection systems.

1. INTRODUCTION

Today, technology and artificial intelligence (Al) play vital
roles in daily life, particularly securing assets and information.
Utilizing AT in intrusion detection systems has greatly enhanced
both accuracy and efficiency. As a result, vocational education
must update its curriculum and teaching methods to keep pace
with these technological advancements, ensuring that students
acquire modern skills and knowledge [1].

Al-powered security systems are gaining popularity in both
business and residential sectors. Al intrusion detection systems
can accurately analyze CCTV footage and other signals,
significantly reducing human error and increasing security
where these systems are installed [2]. Therefore, integrating Al
technology into security systems has become a critical skill for
vocational students. Developing practical learning kits that
focus on Al-driven intrusion detection will provide students

979-8-3315-4380-8/24/$31.00 ©2024 IEEE
DOI 10.1109/IIAI-AAI-Winter65925.2024.00025

suppachai.h@fte.kmutnb.ac.th

sasithorn.c@fte.kmutnb.ac.th

with the understanding and hands-on experience needed to apply
their knowledge in real-world scenarios, helping them better
meet the demands of the job market [3].

Thailand's  vocational certificate curriculum  clearly
emphasizes modern technology's importance in teaching and
learning. This includes developing practical learning kits that
address market and industry demands. Many curricula aim to
equip students with applicable knowledge and skills for their
future careers [4]. One current challenge is that vocational
education still needs to integrate Al technology fully into its

teaching due to a need for appropriate learning materials and an
understanding of Al's role in security systems. As a result,

students need to develop the necessary skills to work in
industries that require these technologies [5].

The learning of Al-driven intrusion detection technology can
help enhance vocational students' skills and knowledge,
enabling them to apply what they have learned in real-world
settings effectively. Furthermore, it prepares them for careers
related to security and Al technology [6]. The research and
development of these learning kits must consider content design
that is easy to understand and engaging, incorporating modern
technology and equipment to give students real-world
experience. The kits must be suitable for classroom teaching and
practical application in the workplace [7-8].

Thus, this study focuses on developing practical learning kits
for Al-based intrusion detection systems that will enhance the
capabilities of vocational students in electronics, aligning their
skills with labor market demands. It increases their career

opportunities and contributes to national development in
technology and innovation. Investing in human resources is

critical to ensuring sustainable progress for the country.
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1. RELATE WORK

A. Al and Security Systems

In the digital age, where artificial intelligence (AI) and
security systems play a crucial role in many industries, the
demand for Al skills such as data processing, image analysis,
and machine learning to improve the accuracy and efficiency of
systems such as facial recognition and intrusion detection is
increasing rapidly [9]. In addition, security skills in designing,
installing, and maintaining Al-connected systems are in high
demand, especially CCTV installation and access control system
design [10]. Programming skills and algorithm development are

also crucial in creating systems that can learn from data and
improve performance [11].

B. Vocational Students’ Al Skills

Developing Al skills for vocational students is crucial, as Al
plays a key role in driving technology and innovation across
industries. Teaching the Python programming language can help
vocational students develop practical Al-related programming
skills by providing a foundational understanding of machine
learning (ML) and understanding AI algorithms, which are
essential foundations for developing Al skills for future careers
[12]. Some studies presented project-based learning as a highly
effective method, providing students with real-world problem-
solving experience using HuskyLens as an Al tool that helps
them practice understanding how to use Al to detect and control
systems [13]. In addition, Al can significantly improve
manufacturing efficiency by reducing manufacturing errors and
enabling more effective, informed decision-making [14].
According to Al being combined with Internet of Things (IoT)
technologies, students can develop more complex skills related
to controlling and connecting devices in automation systems,
which will be helpful in industries that rely on intelligent
systems to operate effectively in today's era [15].

C. Intrusion detection systems

Intrusion Detection Systems (IDS) in physical security
often use facial recognition technology, an effective way to
identify people and prevent unauthorized access to areas. This
technology can be used in various contexts, such as buildings,
offices, factories, and smart homes. CCTV is used in
conjunction with facial recognition to prevent intrusion into
buildings. The system detects people's faces entering the area
and compares them to a database of authorized persons [16].

The system will send an alarm if the intruder is not found in
the database, stating that industrial plants use facial recognition
technology to control access to specific critical areas [17]. It
suggests that smart homes use a facial recognition system
connected to a door lock system and send an alert via a
smartphone to increase the accuracy and efficiency of intrusion
detection in high-security areas [18]. Therefore, the
combination of facial recognition and suspicious behavior
detection can increase the accuracy and efficiency of intrusion
detection in high-security areas [19].

D. Practical learning modules

The Al practical learning modules for intrusion detection
systems should cover theory and practice. Starting with
teaching the basics of Al and machine learning, learners will
practice using Al camera modules such as HuskyLens for face
detection and recognition. They will also practice programming

the cameras and sensors used for intrusion detection. Testing
the system in real-world situations will allow learners to gain a

deeper understanding of the system's operation and improve it
to increase its accuracy. Finally, there should be an evaluation

to ensure that learners can develop a detection system that
meets the needs of real-world applications [20].

III. DEVOPMENT OF LEARNING KIT

A. Conceptual framework

In this study, we have proposed the conceptual framework
to plan the research design and develop an Al-driven security-
focused practical learning module for intrusion detection to
build students’ skills, as shown in Fig 1.

Learning kit
Practical Al Security System

ey

Student

Intrusion Detection system

Fig. 1. The conceptual framework

B. Designing a practical learning kit in an Al security system

We attempted to design a low-cost Al security learning kit
for intruder detection, so we used Arduino Nano, alarm,
servomotor, and ESP-01 based on several critical theoretical
concepts. In addition, we have selected HuskyLens as an Al
module that uses convolutional neural network (CNN)
technology for image processing, enabling face and object
recognition even on resource-constrained and low-cost devices
[21].
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Fig. 2. The structure of practical Al security system operation

Fig 2 shows the structure of practical Al security system
operation. Integrating Al into security systems enables the
system to detect and respond to threats quickly and efficiently
without requiring considerable resources [25]. Energy-efficient
system designs, such as those of ESP-01 and Arduino Nano, are
cost-effective regarding both usage and operating costs [26].
Integrating Al into security systems enables the system to detect
and respond to threats quickly and efficiently without requiring
considerable resources. Energy-efficient system designs, such
as those of ESP-01 and Arduino Nano, are cost-effective
regarding both usage and operating costs.

Fig 3 shows the design of a printed circuit board (PCB), also
called a printed wiring board (PWB). It is a medium used to
connect or "wire" components to one another in a circuit of
learning kits.

INTRUSTI

JIRAWAN | Al SECURITY SYST

O ]
Fig. 3. Design of printed wiring board

After that, we have developed a practical learning kit in
an Al security system based on planning (see in Fig 4 (a) &

(b))

96

(b)

Fig. 4. A Practical Al Security System Leaming Kit

In addition, we use Arduino program to control the leaning kit
to deteced the object based on condition, as shown in Fig 5.

Fig. 5. Example of writing the Arduino program
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V. METHOD

A. Participants

Twenty vocational students in major of electronics
engineering in 3rd years vocational certificate program at
Nakhonnayok Technical College in central of Thailand. They
enrolled the electronic devices in security systems course. We
have the leaning activity is part of subject. They take the a
performance test to evaluate the student's performance skill after
using Al-powered security systems for intrusion detection.

Fig. 6. The students participated in learning activities

B. Data collction

In this research experiment, 20 vocational students attended the
learning activity. They had an estimated 4 hours to participate
in learning activities and demonstrations. Before they used the
Al-driven security system learning kit for intrusion detection,
they received instructions from instructors on how to use and
learn. After completing the learning activity, they took the
practical skills test for about 60 minutes, as shown in Fig 7.

Fig. 7. Implementation in classroom

5

S1 S2 S3 S4 S5 S6 ST S8 SO S10S11S12S13S14 S15S16S17 S18519 520

Students
Fig. 8. The result of students'performance skill

Fig 8 shows the results of 20 vocational students’ practical
skills after using the learning kit in a learning activity. The total
score is 20 in this activity, and they scored a performance skill
score between 13 and 18. Namely, they have high-practical
skills (M=15.65, S.D.=1.35).

In addition, we have a semi-structured interview to assess
the student attitudes after using the learning kit in learning
activities as follows:

How do you feel about using the training kit?

Student A: 7 like it because it is easy to connect. It does not
need to be connected to the ground, and there are few wires.”

Do you think about the code written?

Student B: 7t is similar to when I studied microcontrollers,
but it adds more conditions."

Do you think about using an Al camera to capture and
integrate faces with the system?

Student C: It can identify more people because the camera
module captures faces, stores them as IDs, and can be used with
the system code."

Can you write a program to capture faces ourselves and use
it with this system?

Student D: " think I can do it; however, based on the
theory, it will be more complicated and difficult than this one
and might take a long time.”

V. CONCLUSION

The study is the development of a practical Al security
system learning kit for intrusion detection. The results show
that they had the performance skills, indicating that the
developed learning kit increased the performance skills of the
learners. In addition to learning the intrusion detection system,
this learning kit can be applied to teach other systems, such as
access control systems, object recognition systems, motion
detection systems, vehicle inspection systems, automated
warchouse management systems, and many others. One area
for improvement is the use of the learning kit, as it is a cheap
learning kit with a clear separation of learning sections. The
devices used in the kit, such as the controller, may not be as
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efficient as expensive controllers. It is only used to learn skills
in Al technology applications.

VL. FUTURE WORK

Future research may improve the practical learning kit by
integrating advanced Al technologies, such as machine learning
algorithms, for predictive security measures. In addition, one
limitation found in using this learning kit is that some of the
devices in the learning kit, such as controllers, may need more
performance compared to expensive controllers used in real
work. Cheap learning kits are mainly designed to allow learners
to practice skills in applying Al technology, but they may need
to be able to replace commercial equipment fully. Therefore,
further development should focus on improving the
performance of the devices used in the learning kit to respond
to more complex applications.

In addition, consideration should be given to upgrading the
devices used in the learning kit, such as controllers with higher
processing capabilities, to support the operation of more
complex Al systems. In addition, developing learning content
that covers Al in depth, such as teaching learners how to train
and adjust machine learning models, and allowing learners to
try to apply the knowledge they have gained to develop other
projects related to Al and automation. The expansion of this
learning kit has the potential to help build learners' skills in
many dimensions, whether in terms of security, automation, or
technology used for control and inspection. Finally, further
research on the impact of using this practical Al security system
learning kit in the long term will be very beneficial so that we
can improve both the devices and the teaching content to align
with the rapid development of Al technology in the future.
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